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Abstract

Media sharing between smart-devices, such as smartphones and tablets, is a common
habit between users. This happens typically through third party services such as social
networks. In order to achieve this, users usually rely on an Internet connection, either
through infrastructure or by relying on 3G /4G technology.

Under the mobile paradigm, direct connections between any pair of mobile devices
are not always possible to establish and infrastructured networks solutions are not al-
ways available, especially on highly populated events such as concerts or medium to
large social gatherings.

The goal of this work is to explore alternatives to address media sharing and search
in the context of medium sized to large sized social gathering in mobile networks. We
envision a case study application whose goal is to build and maintain a distributed image
gallery using an hybrid (partially decentralized) edge computing network architecture.
In which mobile devices communicate in a peer-to-peer fashion, except when such is not
possible, or when resorting to an available infrastructure is a better option. The gallery
can then be searched using sophisticated querying techniques such as facial recognition,
that enables querying the network for photos that contain specific facial characteristics.

Keywords: media sharing; smart-devices; mobile; distributed gallery; partially decen-
tralized; peer-to-peer; facial recognition
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Resumo

A partilha de multimédia entre dispositivos moéveis, como smartphones e tablets, é um
habito comum dos utilizadores. Esta partilha é feita tipicamente através de servicos como
as redes sociais. De modo a aceder a estes servigos, os utilizadores dependem de uma
ligacdo a Internet, seja através de uma infraestrutura ou mediante a tecnologia 3G/4G.

No paradigma moével, nem sempre é possivel estabelecer ligacdes diretas entre qual-
quer par de dispositivos. Para além disso, nem sempre é possivel aceder a servigos que
utilizam redes centralizadas, pois estes por vezes encontram-se indisponiveis. Este tl-
timo impedimento verifica-se especialmente em eventos altamente populados, por exem-
plo em concertos ou em grandes reunides.

Este trabalho pretende explorar solugdes alternativas para a partilha e pesquisa de
dados multimédia, no contexto das redes méveis. Focando-se em particular em situa-
¢Oes que envolvem, grupos de pessoas de média a grande dimensao. Pretende-se utilizar
como caso de estudo, uma aplicagdo cujo propdsito é de montar e manter uma galeria dis-
tribuida que opera sobre uma rede de arquitetura hibrida (parcialmente descentralizada)
que faz uso de computagdo no extremo. Na qual os dispositivos méveis comunicam dire-
tamente entre si (peer-to-peer), exceto quando ndo é possivel estabelecer ligacdo ou nos ca-
sos em que recorrer a uma das infraestruturas disponiveis seja mais vantajoso. A galeria
serd pesquisdvel, servindo-se de técnicas sofisticadas de procura, como reconhecimento

facial que permite pesquisar a rede por caracteristicas faciais especificas.

Palavras-chave: partilha; multimédia; dispositivos méveis; galeria distribuida; arquite-
tura hibrida; parcialmente descentralizada; computacdo no extremo; peer-to-peer; reco-

nhecimento facial
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Introduction

Smart-devices nowadays provide computation, storage, and networking resources on
the move. These capabilities can be combined if several independent units communicate
with each other forming a distributed infrastructure. This has recently been denominated
as edge-cloud-computing.

Edge-computing on smartphones takes advantage of the aggregation of available re-
sources from each individual device creating a mobile-edge-cloud that creates an op-
portunity not only to support file-sharing among users but also offers the possibility to
perform distributed computations, minimizing the dependency of other resources or in-
frastructures therefore, boosting availability in situations where there is network conges-
tion in data services or when those services are not available. For example, when there is
a large number of users in the same location trying to upload photos or videos to share
those contents with other users (potentially close by) over centralized social networks
at the same time. Media sharing between mobile devices, whether it is a smartphone
or a tablet, is a recurrent habit between smart-device users, especially in social gather-
ings[Ahe+07].

Recent approaches have explored this type of strategy and have studied the potential
of edge clouds in media sharing as a novel way of publishing and retrieving multimedia
content[Mar(09]. This type of approach is aimed at poor or no cellular connectivity sce-
narios such as battlefield settings or highly populated events while also providing a way
of sharing crowd-sourced data and computational power, for instance to perform extrac-
tion of features and execute distributed search algorithms over the multimedia content
being shared.

In order to substantiate the research, previous approaches have modified an exist-

ing cloud computing system, Apache Hadoop, to run on Android mobile devices. The
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1. INTRODUCTION

results obtained in their investigation allowed to conclude that the usage of this architec-
ture results in more consistent latencies than uploading and serving files over a remote
server[Mar09].

Motivation

Infrastructure-based architectures present several challenges like the required contact to
a remote host through an Internet connection, or dealing with service unavailability due
to infrastructure related problems. In contrast, infrastructure-less network architectures
such as the one mentioned earlier, address some of these challenges while also leading to
new ones such as the inherent complexity of performing distributed searching on a con-
stantly changing network topology[Lun00]. An hybrid partially-decentralized network
topology might have the capacity of mitigating issues present in both infrastructure-
based and infrastructure-less architectures by maximizing availability, reducing latency
and being more robust to data services overload or unavailability of centralized compo-
nents.

Adopting this hybrid approach, relying both on smart-devices and remote infrastruc-
ture elements, can lead to the extraction of benefits of a fully decentralized (i.e, peer-to-
peer) network while still enabling one to fallback to the infrastructure in scenarios when
peer-to-peer is not available or not convenient when compared to a solution that resorts
to a centralized remote host. Furthermore, the infrastructure can also be leveraged to im-
prove the operation of decentralized mechanisms, such as routing among the peripheral
devices, or user authentication, which are hard to tackle in fully decentralized architec-
tures[FLR13].

These characteristics can not only provide mobile applications a with the fundamental
mechanism for collecting and retrieving crowd-sourced data but also offers the potential
to reduce user frustration through an improved availability that translates into a more

fluid, and thus more satisfying experience.

Goals

The file-sharing capabilities of a semi-decentralized network design can empower appli-
cations with access to distributed data resources such as photos and videos, taking that
into consideration, we envisioned the concrete case-study of a crowd-sourced distributed
photo gallery that would feature image searching by facial recognition. Such an appli-
cation would allow users to query the complete set of pictures taken by other users that
are attending the same event or gathering. For example, searching for all pictures where
you appear while attending a 100 person birthday party or getting photos from a specific
perspective in a football match.

The work to be developed in the context of the thesis intends at exploring the capa-

bilities of a semi-decentralized mobile architecture that enables the operation of such an

2



1. INTRODUCTION

application, providing access to distributed crowd-sourced data resources through the

design and combination of a set of specific components. In particular:

Semi-Decentralized Overlay Network: an hybrid logical network topology designed to
logically connect a set of mobile devices that takes into account hardware chal-

lenges, such as battery drainage, and the physical location of participants.

Distributed Photo Gallery: a crowd-sourced photo gallery populated by media retrieved
from nearby devices, which extracts relevant features from this media.

Facial Recognition Querying: a feature that enables searching over a distributed photo
gallery using facial recognition techniques that can leverage computation on the
edge-mobile-cloud. The techniques used for facial recognition have already been
developed in the FCT/CMU project[Hyr15] scope, in which this work is also in-
cluded.
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Related Work

The dissertation will address challenges related with the design of decentralized and
partially decentralized distributed architectures with emphasis on the support for media
sharing, and distributed querying. Hence, several aspects related with these topics have
to be addressed. In the following we present a survey of relevant previous works that
address challenges related and complementary to the goals of this work.

In Section 2.1 mobile computing both infrastructure-based and infrastructure-less ar-
chitectures, client-server and ad-hoc respectively, are described and compared.

In Section 2.2 relevant peer-to-peer systems aspects are discussed and compared, fo-
cusing mainly on differences on these architectures accordingly with their degree of de-
centralization also surveying some alternative designs for overlay networks.

In Section 2.3 edge computing, especially the mobile-edge paradigm, is described and
discussed.

In Section 2.4 security on mobile computing is discussed, specifically on wireless ad-
hoc and edge computing networks.

2.1 Mobile Computing

Mobile computing distinguishes from the static variant mainly due to the mobility of
nodes and the constraints associated to mobile resources such as limited battery life and
wireless bandwidth and connectivity.

Even tough mobile devices present some resource restrictions, clients still expect the
same level of service from applications as with their stationary counterparts. In order
to achieve satisfying service performance and availability, infrastructure-based classical

models like the client-server model need to be adapted and extended to fit the specific
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2. RELATED WORK 2.1. Mobile Computing

requirements of this environment[DDO§].

2.1.1 Mobile Client-Server

Accordingly to the definition, presented in [JHE99] for client-server information system,
a server is defined as any machine that holds a complete copy of one or more databases.
A client the entity that communicates with the servers in order to interact or operate over
the existing data.

The mobile environment, in certain tasks, blends these two roles to compensate for
the resource limitations of mobile devices. By performing some client operations on
resource-rich servers or by mimicking the functions of a server in a client to cope with
unstable connectivity.

The amount of functions that are relocated among these entities to the other role clas-

sifies client-server architectures as:

Thin Client: This architecture moves a great part of the application logic and function-
ality from clients to servers. This type of architecture is suitable for scenarios where
the client devices hardware properties do not meet the application requirements.

Full Client: These architectures emulate server functions on client devices, therefore al-
lowing offline usage and minimizing the implications of connectivity uncertainty

over the behavior of applications.

The ability to operate in a disconnected environment is used as fallback in intermit-
tent, low bandwith, high latency, or high expense network cases in which network

characteristics have degraded beyond the acceptable usability standards.

Flexible Client-Server: These architectures dynamically redirect and perform applica-
tion logic on clients and servers. In order to boost performance and availability, it

temporarily dims the distinction between mobile devices and stationary hosts[JHE99].

The architectures described above are used in accordance with the requirements of
device hardware and expected connectivity scenarios. For instance, mobile thin client
computing is an enabler for the execution of hardware demanding applications. Only re-
quiring clients to display graphics and outputting results through virtual network com-
puting (VNC) technology such as:

THINC is a virtual display architecture for thin-client computing that provides high fi-
delity display and interactive performance in both LAN and WAN environments.
Instead of providing a real driver for a particular display hardware, THINC in-
troduces a simple virtual display driver that intercepts drawing commands at the
device layer, and sends them over to a client device to display[BKNO5].

Another common alternative is to rely on web based applications. Whose logic is fully
executed on the server side, and over which the client interacts through a web interface.

A good example is:
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Office Online is a collection of office productivity tools, previously available offline,
such as a word processor (Word), spreadsheet (Excel), slide show presentation (Pow-

erpoint). That can be used through the Internet via web browser[Mic16].

Mobile full client applications such as, photo editing tool, Photoshop[Adobe2016 ]
rely on the capabilities of the client, CPU and local storage. By avoiding to resort to a
central server and operating locally, they provide a larger set of features and a more fluid
user experience (albeit being essentially local applications with few to no distributed
aspects).

Mobile flexible client applications use the best of both worlds, by processing locally
and using server resources as required. Video games like Diablo 3[Bli16] implement this
type of architecture as they need both thin and full client characteristics to support graph-
ics, and store and provide game content. There are also approaches that use this model
over the classic client-server on other fields such as e-commerce [Mah12], and object

recognition and tracking with augmented reality [Gam10].

2.1.2 Mobile Ad-Hoc Networks

A Mobile Ad-hoc Network (MANET) is a set of wireless mobile hosts dynamically form-
ing a network without the use of an existing network or centralized coordination infras-
tructure[Tse+02; Su+09].

2.1.3 Routing Protocols

Distributed coordination requires that nodes follow some type of protocol to commu-
nicate efficiently. Several protocols have been proposed such as DSDV (Destination Se-
quenced Distance Vector) and DSR(Dynamic Source Routing)[SWS12]. Routing protocols
can be classified as follows:

Proactive protocols are table driven, in other words, each node contains a routing ta-
ble. This table contains the address of the nodes he may connect to and respective
number of hops required to arrive to the destination. Each entry is tagged with a
sequence number created by the destination node. In order to maintain stability

from time to time, each node broadcasts and updates its routing table.

Reactive protocols focus on reducing overhead by determining routes on demand. The
route discovery process, floods the network with RREQ (Route Request) packets, to
map the path between source and destination whenever a node needs to commu-
nicate.

Some examples of proactive and reactive protocols:

7
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OLSR is a proactive protocol, that can be seen as an optimization of the pure link-state
algorithml, in a way that satisfies the requirements of the mobile paradigm. The
key feature in this protocol, is that only some nodes forward the broadcast mes-
sages during a flooding. Furthermore these nodes, also known as multipoint relays
(MRPs), are also the only ones that contain the link state information. This tech-
nique substantially reduces message overhead and number of control messages,
when compared to the traditional flooding mechanism[TP03].

BATMAN is an optimization of OLSR, on its weak performance on large networks. In
BATMAN, nodes do not maintain the full route to the destination, instead each
node along the route only maintains the information about the next link, through
which the best route can be found[JNAO0S].

DSR is a reactive protocol, that caches the complete hop-by-hop route between sender
and receiver, when it floods the network. The packets carry the source route in the
packet header, in order to dynamically discover unknown paths between nodes[SWS12].

Some hybrid protocols, such as SHARP[RHS03], use features from both types of pro-
tocols, in an adaptive way. Applying what type of protocol fits best on each situation.

2.1.4 Overlay Protocols

The logical topology of Peer-to-peer (P2P) networks is usually abstracted with some sort
of overlay network. Overlays allow nodes to communicate to each other at the applica-
tion level using logical overlay links that hide the physical network structure. This type
of virtual network is used to support multiple distributed operations such as indexing
and route discovery[Aky07].

The lack of a coordination point, requires that the nodes that make up the MANET
communicate among the group rather than to a single centralized entity. So, the com-
munication between nodes usually follows a multicast pattern, where one node sends a
piece of information to one or more nodes. However, sometimes overlay protocols pro-
vide unicast (one sender, one receiver) support or resort to both communication types.

Several overlay multicast routing protocols have been proposed, each one optimized
for efficiency and robustness. These can be categorized, by their dissemination approach,
as:

Tree-based overlays adapt tree structures according to specific needs. The most basic
scheme, arranges all the routes to form a tree infrastructure with the source node
as root, thus creating one and only one path between every pair of sender and re-
ceiver. This scheme is very efficient due to resource optimization but introduces
overhead induced by tree reconfiguration on node relocation. In a one-to-many on-
demand media system such as oSSTREAM [CLNO04], the approach is to establish a

Tna pure link-state protocol, all the links with neighbor nodes are declared and are flooded in the entire
network[Jac+01]
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minimum spanning tree and use media buffering at the host to aid in the distri-
bution of asynchronous service requests for the same streaming media. However,
this strategy is not useful for many-to-many situations. In a many-to-many sys-
tems such as Yoid[Fra00], there is a single shared tree from all members from the
designated group. Trees are managed by a concept of parent/child relationship be-
tween members. Each member divides the set of all other members into two groups
called parent-side and child-side members. The groups are defined such that parent
side members are all members reachable via the parent and all others are child-side

members.

Mesh-based uses multiple redundant routes, that translates into a more robust routing
system but wastes resources by forwarding unnecessary duplicate data across the
multiple existing paths.

Stateless schemes avoid the overhead of maintaining a tree or a mesh infrastructure,
such as the Differential Destination Multicast (DDM) protocol[Cor01]. In the DDM

protocol, every data packet includes a header with all the addresses of the receivers.

Overlay multicasting is not made on the network layer. Instead, a virtual overlay net-
work is built on top of the physical network. Links in the overlay are unicast tunnels
over the physical layer. These characteristics simplify the multicast operation and
supply a static network topology overview even though the underlying physical
topology is changing[Su+09].

Routing protocols are not the only concern surrounding node communication, as they
also depend on the connectivity of the network.

Some MANETs are fully connected?, so the connection between two nodes is direct.
However, in some cases it may require more than a single-hop of communication. When
this occurs, it common to categorize the network as being multi-hop, where source host
packets are relayed by several intermediate hosts being able to reach their destination.

In order to communicate or discover routes between two endpoints, nodes usually
rely on some form of broadcasting?.

The most simple broadcast approach is flooding, which is a dissemination mecha-
nism that, every incoming packet is sent out on every outgoing line except the one it
arrived on[Tan96]. Even though it generates vast numbers of duplicate packets, in many
cases flooding is more efficient than maintaining a structure with the status of the data
dissemination due to the high mobility of the nodes.

Broadcasting by flooding also presents some drawbacks, such as:

Redundant message overhead is caused by a large number of redundant message for-
warding, particularly in a system with a high-connectivity topology. When multi-
ple messages with the same message ID are sent to a peer by its multiple neighbors,

2Each of the nodes is connected to each other. In graph theory it is known as a complete graph
3Transferring a message to all recipients simultaneously

9
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all, except for the first message, are considered as redundant messages. These re-
dundant messages are pure overhead: they increase the network transfer and peer
processing burden without enlarging the propagation scope[JGZ03].

Contention can be caused by the retransmission of messages by nodes that are in close
proximity. These transmissions are all from nearby hosts, and therefore may con-
tend with each other. This can lead to a full disruption of the system due to an

emergent phenomena known as broadcast storm[Tse+02].

Collision of two packets that forces the hosts to resend them, and thus reduces the net-
work efficiency, making it extremely complex to have nodes execute a distributed
protocol among them[Tse+02].

The results presented in [Tse+02] provide an analysis on the above flooding deficien-
cies, and motivates the study of further improvements to overlay protocols[Su+09] and
broadcasting algorithms[MLRO06].

2.2 Peer-to-Peer Networks

In P2P systems, nodes (i.e individual processes that are part of the system) are typically
equipotent participants. Each peer acts as both a server and client, providing and con-
suming resources in a mostly decentralized fashion.

P2P architectures can be categorized by the degree of dependency to a centralized

infrastructure:

Fully decentralized networks are completely distributed and do not rely on a central
component to offer their services. On this type of network, the exit of any partici-
pant should not have any meaningful impact on the provided services as the overall
operation of the system.

Partially-decentralized networks have peers communicate to each other directly but use
a pivotal infrastructure to provide or simplify the design of some of the network
services[SchO01].

2.21 Overlay Networks

Overlay networks are classified accordingly to the method used to select and manage
the links that are established between nodes (and consequently used to index available

resources). These logical topologies can be of two types:

Structured overlay networks are organized according some pre-defined specific topol-
ogy, in order to leverage the known information about the topology. Typically to

improve the performance and cost of search and retrieve of resources.

10
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The most common example of structured overlay are Distributed Hashtables (DHT),
in which the ID of each node and object may consist of several dimensions (i.e. sev-
eral IDs for each object). The hash keys are generated from descriptions of the

content such as metadata or keywords.

In this type of topology, nodes are connected based on their identifier. Being that,
they are linked to the nodes whose identifier are closest to their own, effectively

forming an ordered ring (the identifier space is circular by definition).

On DHT networks, problems arise when there is high churn* rates that lead to high
volume of traffic due to DHT maintenance. This factor leads to severe scalability
and fault tolerance issues[Leil2; LR14] .

Unstructured overlay networks do not present any type of particular topology as a result
of peers connecting to each other randomly.

The fact that these networks are not imposed with a pre-defined structure, makes
them easy to build and optimize locally. Being unstructured makes all nodes equally

privileged, producing an highly robust network to churn.

Unstructured overlay networks limitations are related to their support to perform
query routing over the network, because there is no correlation between the local
position of a peer in the network and the data maintained locally at that node. Peers
usually resort to mechanisms based on message flooding over the network in order
to find the resources (e.g particular data pieces). Unfortunately, the lack of an asso-
ciation between the peers and the shared content does not assure that required data
is found, except if every node in the network processes the query.[Lv+02; LR14]

P2P networks gained popularity from Napster[Pat01], that inspired unstructured and
structured systems like:

Gnutella is a decentralized protocol for performing distributed search, that uses an un-
structured overlay model[Kir03]. In Gnutella, nodes called servants perform tasks
usually associated both clients and servers. They provide client-side interfaces
through which users can issue queries, view search results, accept queries from
other servants, check for matches in their local data set, and respond with corre-
sponding results. These nodes are also responsible for spreading the information
that maintains the network integrity. In order to join the system, nodes initially
connect to one of the known hosts, that are almost always available. Then it opens
connections to one or more nodes already in the network, to be able to communicate
with and through them[Rip01]. A revamped Gnutella protocol as been proposed
[Sin01], in which nodes are categorized hierarchically. Nodes can be leaf-nodes
or ultrapeers. Leaf-nodes only maintain one connection open, and that is to a Ul-
trapeer. Ultrapeers act as proxies to leaf-nodes connected to them. Reducing the

“Number of nodes exiting the network in a period of time[Sch01]

11
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number of nodes involved in message handling and routing, improves scabality

and diminishes traffic among nodes.

Freenet is a decentralized protocol for distributed data store, that also uses an unstruc-
tured model, to maintain and distribute information anonymously among network

users. Freenet main focus is security and privacy[Frel5].

Pastry is a decentralized distributed object location and routing substrate for wide-area
peer-to-peer applications, that resorts to a structured P2P model[RDO01].

Chord is a decentralized distributed lookup protocol, that in order to solve the prob-
lem associated with data location on P2P networks, also uses a structured overlay
protocol[Sto+01].

2.2.2 Fully decentralized VS Partially-decentralized

Choosing between fully decentralized as well as between structured and unstructured
and semi-decentralized architectures is a matter of comparing the trade-offs of each one
of these design choices and select those that fit the particular requirements of the system
being designed.

Fully decentralized and unstructured overlay networks are easier to build and main-
tain, while also being robust to faults but provide no particular benefit when querying.
Unlike structured networks, where search is efficient at the cost of sacrificing some ro-
bustness, and scalability.

Partially-decentralized architectures have the potential to have performance than fully
decentralized architectures, due to the fact that certain operations, such as creating and
maintaining an index to support search operations, can take advantage of the centralized
infrastructures. Not only this approach can be efficient but it also benefits from the de-
centralized unstructured aggregation of nodes. However, using a central infrastructure
introduces a dependency that goes against the purpose of achieving high scalability by
avoiding potential bottlenecks in the architecture[ YCM12].

In this work we plan to resort to a a partially-decentralized architecture, where we
only resort to the centralized component when necessary, as to minimize the dependency
of a potential contention point. This should offer the possibility to address some complex
queries in a efficient way while still benefiting from the perks of decentralized networks.

2.2.3 Ad-hoc Querying

The infrastructureless nature of ad-hoc protocols, translates into a lack of resource index-
ation. So, when a host needs to find information, he does not know who are the other
hosts that hold it. In order to obtain maximum network coverage, a protocol may resort

to message broadcasting.
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Many ad-hoc querying protocols have been proposed. The ones that do not assume
nodes to be equipped with some sort of location hardware, make use of flooding, typ-
ically with a few optimizations. Despite many improvements that have been proposed
to flooding protocols such as DSR[Joh+03] and ARA[GSB02], many messages are propa-
gated unnecessarily (leading to resource consumption).

Gossip, or epidemic, protocols introduce a probabilistic variable that decides if a mes-
sage should be forward or not, thus reducing the amount of transmitted messages.

Gossip protocols establish that when a node wants to broadcast a message, it selects f
nodes at random and sends the message to them (f is a typical parameter named fanout).
Upon receiving the message for the first time, each node proceeds to repeat this proce-
dure[LPRO7]. This is feasible as a result of the assumption that any node in the network
can send a message to any other node, either because there is a direct link to that node or
a route to that node is known. However, in the context of ad-hoc networks, this assump-
tion is not realistic, due to the unique aspects of ad-hoc networks such as the mobility of
nodes and the lack of a routing backbone. Nevertheless, this can be circumvented by tak-
ing advantage of a radio communications characteristic, the one hop broadcast message
delivery. In wireless communications, messages are usually received by all the nodes that
are in the close vinicity of the sender (one hop away). By managing this physical-layer
broadcast feature, for instance by controlling the probability with which this broadcast is
sent, gossip protocols can overcome this issue[HHLO06].

This dissemination protocol (which can be used to build a somewhat inefficient rout-
ing mechanism), presents a bimodal behavior based on one branch of mathematics named
Percolation Theory. Being bimodal means that in sufficiently large networks: in some ex-
ecutions the gossip process fails quickly and almost none of the nodes gets the message.
However, in the remaining executions, a substantial fraction (close to 100%) of the net-
work gets the message with high probability. The number of executions in which most
of the nodes get the message, depends on the gossip probability and the network topol-
ogy[HHLO6].

Gossip protocols present themselves as highly scalable and resilient when implement-
ing reliable broadcast. Studies [HHLO06] have obtained results of up to 35% less messages
in large networks, when compared with optimized flooding protocols. Even though it
exhibits excessive message overhead in order to ensure reliability with high probability.

Some solutions for wired environments have explored gossip behavior to ensure ro-
bustness without consistency paying the price associated with the natural redundancy of
gossip protocols.

Plumtree, or push-lazy-push multicast tree[LDTO07], blends the tree-based broadcast
primitives with gossip. By joining the reliability of a epidemic protocol and the small
message complexity of tree-based protocols, and therefore covering the major faults of
each other. Unfortunately, this protocol was not designed to wireless environments, and
adopting it to cable ad-hoc networks is still an open challenge, which we will partially

address as denoted in chapter 3.
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2.3 Edge Computing

Edge computing is an extension to the Cloud Computing paradigm. Cloud Computing
grants clients quick deployments, cost efficiency in terms of maintenance and upgrade,
and easy access to data. However, latency-sensitive applications short delay require-
ments may not be satisfied as a result of servers being at considerable distance.

This novel architecture draws away computing and storage services from centralized
infrastructures, to the logical extremes of a network. The edges provide location aware-
ness and wide-spread geographical distribution. Consequently, by covering broad areas,
nodes can be in the vicinity of others which translates into low latency to communicate
and interact with such nodes.

Edge and Cloud can coexist and be used in conjunction, consider for an example the
case where, edge nodes may collect data from sensors, and process it before sending it to
the Cloud[Bon+12].

2.3.1 Mobile Edge Computing

Mobile Edge Computing (MEC), or fifth generation (5G) cellular wireless networks, re-
sults from the enriching of mobile network carrier radio base stations provided services
to include cloud operations [Bec+14]. The 5G networks objective is to provide higher
data rates, enhanced end-user quality-of-experience (QoE), reduced end-to-end latency,
and lower energy consumption in response to the increasingly demanding mobile Inter-
net requirements. Figure 2.1 portraits a simplified representation of the MEC network

topology.

MEC Network Cloud
Servers Services

Mobile
Devices

Figure 2.1: Mobile Edge Computing Architecture

In figure 2.1 there are three distinguishable entities:

Mobile devices such as smartphones and tablets, operated by regular mobile device

users, in which network carrier subscribers can access cloud services within the
range of the Radio Access Network(RAN)?.

Scollection of base stations, each making independent control plane decisions on the radio layer with
some loose distributed coordination via mechanisms such as SON (self organizing networks)[Gud+13]
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MEC servers owned and managed by network carriers, have the responsibility of man-
aging traditional network traffic plus hosting and maintaining mobile edge applica-
tions such as Cloud-RAN. Cloud-RAN is a cloud service composed by radio access
networks that resorts to the proximity of end users to provide better latency and
throughput[Gud+13].

Cloud Services such as providing access to particular software applications over the net-
work (Application Service Providing) or act as a proxy server to deliver content to

users with high availability and performance (Content Distribution Network).

In MEC the goal of resource migration is reducing latency and bandwidth consump-
tion. Being that in the mobile paradigm, by performing certain tasks closer to the client in
latency sensitive applications such as real-time, communication or media streaming, net-
work congestion is reduced and applications get better quality of service (QoS)[Bec+14].

Latency reduction is achieved by the proximity of the cloud services, as resources are
made available by other clients, and thus being more likely to be geographically closer.

Bandwidth reduction is related to the local processing of large data before sending to
the cloud[AA16].

MEC compares to Mobile Cloud Computing (MCC) due to the fact that both provide
cloud services. However, by resorting to opposing architecture models[YLL15].

2.4 Security

Security is an important element of any distributed system, especially when these sys-
tems communicate through wireless networks. A secure distributed system must ensure

a set of essential properties:

Availability: ensures that resources are accessible to authorized parties at expected times.
This should happen despite malicious attacks to the network.

Authentication: ensures that the communication between two nodes is legitimate, in

other words, each participant is genuine and not an impersonator.

Confidentiality: ensures that data is protected, in way that only the desired recipients
can access the information.

Integrity: ensures that messages between two nodes are not modified by a third, not
authorized, party.

Non-Repudiation: each peer must provide convincing evidence of the other’s participa-
tion in a protocol session. If one peer falsely denies participating in a session, then
the other peer can present his evidence to a judge, who can safely conclude that the
other peer did participate. Crucially, the judge does not have to monitor the net-
work traffic, but can make his judgement on the basis of the evidence alone[ZG96]
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2.4.1 Security in MANETS

In the context of wireless networks, and in particular for MANETSs, there are specific
characteristics that significantly increase the challenges associated with enforcing these
security properties.

Decentralization: Being infrastructureless requires nodes to have contributory collab-
orative roles in the network rather than ones of dependence. For instance, any

security solution should rely on cooperative scheme instead of centralized one.

Wireless links: Non physical connections are more vulnerable than wired. Considering
that attackers can come from every direction and target any node, wireless con-
nections are more susceptible and harder to protect, in particular to personification
attacks.

Multi-hop: In ad-hoc networks hosts also act as application level routers, and packets
must pass through several, probably untrustworthy, nodes in their path between
source and destination. As a result of this, malicious nodes may attempt to eaves-

drop messages or modify their contents without being detected.

Resource limitation: Mobile nodes have limited battery supply and that may be used
as a way to disconnect participants from the network. Not only battery, but also
computing and storage limitations, restrict the use of complex security solutions
such as cryptography.

Node mobility: The fact that several nodes exhibit, potentially fast paced, mobility pat-
terns, complicates node tracking on a large network, and thus makes it more diffi-
cult to trace a malicious node[DB04].

2.4.2 Attacks

Attacks are composed by actions that intentionally aim at harming the network. These

can be categorized by:

Origin

External attacks include attacks perpetrated by a node that does not belong to the logical
network or is not allowed to access it.

Internal attacks include attacks launched by a malicious node that is actively part of the
system[DB04].
Types

Passive attacks involve continuously collect of information, in order to use it for mount-

ing of a future attack. The attacker does not disrupt the routing operation, it only
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eavesdrops packets, for picking up sensitive information or to deduce the network

topology for routing information.

Active attacks refer to all remaining attacks that require active interaction with the sys-
tem. However, these require the attacker to inject arbitrary packets into the net-
work, and therefore increases the chances of detection[Lun00].

Attacks are not the only threats to ad-hoc networks, as internal nodes can (acciden-
tally namely, due to hardware faults) deviate from the intended behavior and damage the
the overall connection or performance of the system. For instance, when a node decides
to not forward packets on behalf of other participants, in order to spare battery.

The physical network is not the only concern, being that overlay networks also have
their vulnerabilities and may be subject to attacks themselves.

In particular, attacks to routing protocols can be classified as:

Modification attacks are those, in which malicious nodes cause redirection of the net-
work traffic and DoS attacks by altering control message fields or by forwarding

routing messages with modified values.

Spoofing attacks also known as impersonation attacks, occur when a node uses an iden-
tity that is not its own in the network, for instance by altering its MAC or IP address

in outgoing packets.
Fabrication attacks correspond to the generation of false routing messages[DB04].

Sybil attacks happen when a peer participates in the network as multiple identities. By
doing so, the attacker can gain large influence in the system, that can be used to
disrupt communication in systems that rely on quorum based protocols or stealing

information [Mon09].

2.4.3 Mobile Edge Network Security

The 5G network challenges arise from introducing IT applications into the telecom world.
This integration imposes that these also obey the security requirements of the radio net-
work.

Regarding physical security, there are also some challenges, due to the poor security
conditions of radio base stations when compared to large data centers. Furthermore,
issues can emerge when using third-party software applications, so these must come
from trusted source, authenticated and authorized[Pat+14].

17



2. RELATED WORK 2.4. Security

18



Proposed Work

This chapter describes and explains, the proposed solution and respective work plan to
address the challenges being tackled on the context of the thesis. The premise of this so-
lution, is that it is possible to use little infrastructure access to create a distributed gallery.
By using an hybrid ad-hoc protocol, that focuses on peer-to-peer communication while
still using an infrastructure as fallback, and to move some aspects of the system more
efficient or effective.

3.1 Proposed Solution

The solution will be explained using a bottom-up approach, in other words, we depart
from a solution close to the classical client-server architecture with no peer-to-peer in-
teraction and move towards a solution that focuses on a peer-to-peer architecture while
only resorting to the infrastructure as fallback. The intermediary solutions will be used
as comparative baselines in the evaluation of our proposal.

Mobile Device Mobile Device

Infrastructure

Figure 3.1: Solution 1 - Centralized
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The diagram of the starter solution (figure 3.1) represents a client-server architecture
using mobile devices. In this solution mobile devices do not communicate directly, and
consequently rely on the infrastructure that stores and serves data between clients. This
fully centralized solution has a bottleneck and single point of failure in the centralized
component, which is the main motivation for the incorporation of peer-to-peer commu-
nication.

Infrastructure Far Mobile
Device
—DATA—>

<«QuERY— [~

Mobile Device

" <-ADDRESS
B —QuERY—

REQ QUERY
l DATA DATA l

Mobile Device Mobile Device

<—Regular behavior—>» <«<——Fallback behavior———>

Figure 3.2: Solution 2 - Peer-to-peer with coordination infrastructure

In the second solution, depicted in figure 3.2, mobile devices communicate between
themselves whenever possible, in a peer-to-peer fashion resorting to the infrastructure for
coordination and resource indexing/querying. Infrastructures maintain an association
between device and resources it possesses. So that, when a peer searches for a resource,
it only has to contact the infrastructure, in order to obtain the address of the the device(s)
that has it. After obtaining the address(es), it requests and transfers the data directly
to those devices. However, the owner of the resource may not be directly reachable,
in which case the infrastructure serves as a middle-man in the communication between
peers.

This protocol, reduces latency and mitigates the bottleneck effect but it does not di-
rectly address, the single point of failure challenge.

The third and final solution (figure 3.3) organizes mobile devices into tree-based groups,
based on their proximity. In this solution, devices try, whenever possible, to only query
the peers in their group to minimize infrastructure dependency and consumption of re-
sources in the centralized component. When this is not possible, for instance, when the
searched resource is not on that group, peers select a leader that works as a gateway,
through which queries to other groups are made. The leader receives the query from a
group member, and retransmits that query to the infrastructure, so that it can query every

leader of other groups for the desired resource. As seen on figure 3.3, the leftmost device
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Mobile Device Leader Infrastructure Leader v ‘
Device Device QUERY
‘ :BBE!:F{X—» ‘ —QUERY—>» :Sgi?l—’ ‘ — Mobile Device
<«—DATA—
—
~__ DATA
< Group 1 > QUERY.

~—
Mobile Device

<«<——Group2——m™M™M™m™m™>

Figure 3.3: Solution 3 - Peer-to-peer with fallback infrastructure

in group 1 queries the leader of its own group, so that he can also query group 2 through
the infrastructure. In turn the group 2 leader, floods the group network with the query.
The resource transfer follows the same protocol, when the desired data is found, the
owner sends the resource to its group leader, that consecutively transmits the data to the
infrastructure, that in turn sends to the leader of the other group, so that he delivers to
the group member that executed the query (as depicted in figure 3.3, where the rightmost
peer has to send data to the leftmost peer by resorting to both elements of both groups

and the infrastructure).

3.1.1 Solution Evaluation

The solutions presented in section ?? will be evaluated in terms of latency, battery con-
sumption, query precision and, message volume (between devices (peer-to-peer) and
through infrastructure access). The latency and battery consumption results obtained
in the experiments, may serve to provide enough evidence to ground a efficiency com-
parison between centralized and hybrid architectures, in this context. The analysis of
message volume (in bytes) and the query precision, allows to evaluate the feasibility and

performance of each solution implementation.

3.2 Work Plan

In this section the work plan for the elaboration of the dissertation is described. The plan
is to design the solutions and take early feedback from their implementation to further
improve their design. This way, there can be an adaptation of the design to the unex-
pected challenges that may appear. There will be an implementation and prototyping
phase, divided in three steps (one step for each solution). This will be followed by so-
lution evaluation and dissertation writing. Table 3.1 depicts the expected work dates,

including duration.
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Table 3.1: Work plan calendar

Task Start Date  End Date Days
Design 26 February 15 June 105
Implementation and Prototyping 2 March 15 June 105
Solution 1 2 March 6 April 35
Solution 2 6 April 11 May 35
Solution 3 11 May 15 June 35
Evaluation 15 June 20 July 35
Writing 10 July 23 September 75

Design of the system architecture. This task corresponds to the planning of the organi-
zation and interaction of the several components that compose each solution.

Implementation and Prototyping of each solution, following a bottom-up approach. This
phase includes application development and testing.

Solution 1: classical mobile client-server architecture with no peer-to-peer interac-

tion.

Solution 2: hybrid client-server architecture that resorts to the infrastructure for
coordination while using peer-to-peer, when possible, for node interaction
(data transfer).

Solution 3: hybrid client-server architecture that uses primarily peer-to-peer com-

munication while still using infrastructure access as fallback mechanism.

Evaluation of the developed solutions in terms of latency, battery consumption, query
precision and, message volume (in bytes) between devices (peer-to-peer) and through

infrastructure access.

Writing of the dissertation, with the obtained results and drawn conclusions, and a pa-
per that depicts the main contributions.

The figure 3.4 is a Gantt chart, that presents another perspective of how the dates in
table 3.1 are organized and how they overlap.

3.3 Summary

In this document, alternatives that tackle media sharing and searching in mobile environ-
ments are presented and explained. More specifically, solutions that try to use minimal
infrastructure access while resorting to ad-hoc communication between devices. As a
case study, a distributed image gallery using an hybrid edge computing network as been
proposed. This gallery can be searched using facial recognition techniques, that already
have been developed in the project[Hyr15] scope that encompasses this work.
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[Fev 2016 [Mar 2016 [Abr 2016 [Mai 2016 [Jun 2016 iJul 2016 [Ago 2016 [Set 2016 Ic

Project start [ ) Solution Design
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.

Solution 1 - Implementing and Prototyping
Solution 2 - Implementing and Prototyping

Solution 3 - Implementing and Prototyping

Evaluation

Writing

Figure 3.4: Proposed work schedule
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