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ABSTRACT

Storage systems play an essential role in supporting cloud applications by providing
scalable, reliable, and efficient data management solutions. Current cloud infrastructures,
although capable, fall short of meeting the stringent latency requirements of novel and
highly client centric applications. The advent of edge computing aims to bridge this gap
by bringing computations, and hence data manipulated by them, closer to the end users.
However, the susceptibility of edge machines to malicious activities poses a significant
obstacle. Unlike data centers, edge nodes lack a robust security perimeter, making
them vulnerable to be compromised, which can impact the integrity and functionality of
applications residing at the edge.

In this work, we plan to address the previous challenges by designing and develop-
ing an edge-driven storage system resilient to byzantine faults, addressing the security
concerns prevalent in the edge environment. Most existing works in this domain either
neglect the unique challenges of edge computing, fail to consider byzantine security issues,
or lack comprehensive replication and consistency guarantees. We propose a system that
transparently deploys to the edge, supports arbitrary applications while ensuring consis-
tency and persistence guarantees, and mitigates the impact of malicious edge nodes on
data integrity and confidentiality. To this end, we will design a data and consistency model
that operates under a defined byzantine threat model. Key challenges include expanding
data storage to edge clients, partially replicating data across edge nodes, and minimizing
the impact of malicious nodes with minimal overhead. To evaluate our proposal we plan
to compare it with state-of-the-art storage systems used in industry that are deployed in
data centers, other edge-driven storage systems, and other systems that provide some

security guarantees.

Keywords: distributed storage systems, decentralized systems, edge computing, byzan-
tine fault tolerance, causal+ consistency, partial replication



REsumMo

Os sistemas de armazenamento desempenham um papel essencial no apoio as aplicagdes
cloud, fornecendo solugdes de gestdo de dados escaldveis, fidveis e eficientes. As atuais
infraestruturas de computagdo cloud, embora capazes, ndo conseguem satisfazer os rigo-
rosos requisitos de laténcia das novas aplicagdes, que sdo altamente focadas no cliente.
O surgimento da computacao edge visa superar esta barreira, aproximando os célculos e,
consequentemente, os dados por eles manipulados, dos utilizadores finais. No entanto,
a suscetibilidade das maquinas na edge a atividades maliciosas representa um obstaculo
significativo. Ao contrdrio dos centros de dados, estas maquinas nao dispdem de um
perimetro de seguranca robusto, o que os torna vulnerdveis a ficarem comprometidos,
podendo afetar a integridade e a funcionalidade das aplicagdes que residem na edge.

Neste trabalho, planeamos abordar os desafios anteriores, concebendo e desenvolvendo
um sistema de armazenamento orientado para a edge e resiliente a falhas bizantinas,
abordando as preocupagdes de seguranga prevalecentes no ambiente edge. A maioria dos
trabalhos existentes neste dominio negligencia os desafios tinicos da computacado edge,
ndo considera as questdes de seguranga bizantinas ou ndo oferece garantias abrangentes
de replicacdo e coeréncia. Propomos um sistema que se instala de forma transparente na
edge, suporta aplicagdes arbitrarias, assegurando simultaneamente garantias de coeréncia
e persisténcia, e mitiga o impacto de dispositivos na edge maliciosos na integridade e
confidencialidade dos dados. Para o efeito, conceberemos um modelo de dados e de
coeréncia que funciona sob um modelo de ameaca bizantino definido. Os principais
desafios incluem a expansdo do armazenamento de dados para clientes edge, a replicacdo
parcial de dados entre maquinas edge e a minimizagdo do impacto de maquinas maliciosas
com o minimo de sobrecarga. Para avaliar a nossa proposta, planeamos compara-la
com os sistemas de armazenamento de tltima geracdo utilizados na indastria que sdo
implementados em centros de dados, outros sistemas de armazenamento na edge e outros
sistemas que fornecem algumas garantias de seguranga.

Palavras-chave: sistemas de armazenamento distribuidos, sistemas descentralizados, com-

putagdo edge, tolerancia a falhas bizantinas, coeréncia causal+, replicagdo parcial
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1

INTRODUCTION

Storage systems play a crucial role in supporting and optimizing cloud applications by
providing scalable, reliable, and efficient data management solutions. These systems
offer horizontal scalability, enabling users to adjust storage capacity based on needs [13,
49, 35]; redundancy mechanisms commonly based on replication to mitigate the impact
of hardware failures [13, 35, 61]; and efficient APIs and protocols that allow specific
data to be retrieved and modified with certain consistency guarantees [49, 57, 35]. More
advanced systems include security mechanisms to encrypt data in storage and provide
access controls, data lifecycle management to archive unused data, and disaster recovery
backups [19, 49, 25].

Currently, having applications fully deployed in cloud infrastructures, inside data
centers that are distant from users, has become insufficient to effectively support novel user-
centric applications having stricter requirements on operation latency to work properly
[60, 42]. Edge computing addresses this and other limitations of cloud computing by
bringing data and computation closer to end users through computational resources that

reside between the cloud and end users.

A problem with edge computing is the significantly increased susceptibility of ma-
chines' at the edge to become malicious or enter the system while already being malicious
[66]. The compromise of these machines also compromises the functionality and integrity
of the resident applications, limiting what can be done at the edge. These concerns are
not as prevalent in cloud computing because data centers are enclosed withing a strong
secure perimeter [52].

In this work, we plan to design and develop an edge-driven storage system that is
resilient to byzantine (arbitrary) faults. To the best of our knowledge, most of the work
done in this area does not consider the edge environment, does not consider byzantine
security issues, or failed to provide useful replication and consistency guarantees for

applications built on top of these solutions.

In this document we use the words machines, processes, and nodes interchangeably.
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CHAPTER 1. INTRODUCTION

1.1 Objective

In this dissertation, we plan to address the operation of edge computing under the
byzantine fault model by designing and developing a storage system that is resilient to
byzantine faults and that takes advantage of the edge landscape. More specifically, a storage
system that can transparently be deployed to the edge supports an arbitrary application,
providing clearly defined consistency and persistence guarantees while being resilient to
potential malicious edge nodes that can compromise the integrity and confidentiality of
the sensitive data of the application.

To achieve this goal, several challenges must be addressed. The system needs to expand
the data storage to clients while providing some guarantees of data consistency, meaning
that the data should be presented to and modified by clients on some logical time/event
order. Because data is being expanded to machines at the (far) edge of the system, it is
clear that no single machine should hold all the data, and it must be partially distributed
in a way that considers the heterogeneous capabilities of the overall system. Additionally,
the effect of malicious nodes must be mitigated, and the mechanisms employed should
present minimal overhead on the running system while upholding the aforementioned
properties. This also includes the protocols for membership and communication (overlay
network) that guarantees that communication between machines and the rest of the system

is not disrupted.

1.2 Contributions

The expected contributions of this work are as follows.

1. Design and implementation of a data model with properties that enables and eases
the implementation of the replication and security mechanisms of an edge storage

system, while providing useful data retrieval and modification operations.

2. Extension of the design and implementation of an existing overlay network that
provides resilience from malicious nodes that disrupt the communication of other

nodes in the system to better adapt to the edge environment.

3. Design and implementation of a distributed storage system that expands to to
edge nodes leveraging the developed data model, providing data consistency and
persistence guarantees through a replication protocol, and security guarantees on
an environment where a number of nodes can be malicious and do arbitrary actions

to disrupt the system.

4. Experimental comparison of our proposal with state of the art systems. These systems
can range from popular ones used in the industry (usually only employed across
data centers) to edge-driven systems and systems that provide security guarantees

on more decentralized settings.



1.3. RESEARCH CONTEXT

1.3 Research Context

This dissertation is conducted in the context of a research project led by NOVA School of Sci-
ence and Technology and funded by the European Commission: the TaRDIS (Trustworthy
And Resilient Decentralised Intelligence For Edge Systems) European project [62].

1.4 Document Structure
The remainder of this document is organized as follows.

¢ Chapter 2 presents the relevant concepts that are the basis for the elaboration of the
work in the dissertation. More specifically, it introduces edge computing, existing
storage systems, and the concepts of consistency models, data models, and byzantine
model. These concepts are useful for understanding the various options and their
advantages and disadvantages in the context of the problem addressed in this work.
Combining these components yields the basis for a proposed novel solution for an

edge-driven storage system that operates with potentially malicious nodes.

¢ Chapter 3 details the future work to be conducted, including the goals and assump-
tions for the target system, the challenges involved, the initial strategy to overcome
these challenges and achieve the goals and the proposed scheduling for this work.



2

RELATED WORK

In this chapter, we explain the relevant concepts that form the basis for the elaboration
of this dissertation, while presenting and analyzing relevant related work. The chapter
is structured as follows: in Section 2.1 we introduce distributions models such as cloud
and edge computing; in Section 2.2 we discuss some distributed abstractions that are not
directly tackled but are relevant for this work; in Section 2.3 we introduce the concept of
distributed storage systems and how they are constituted; in Section 2.5 we introduce the
concept of data replication, supporting replication and consistency models and replication
protocols; in Section 2.4 we introduce data models; in Section 2.6 we introduce the problem
of byzantine fault tolerance, and present some existing mechanisms and protocols that
provide byzantine fault tolerance; in Section 2.7 we present existing solutions that use

some of the previously covered concepts; finally, in Section 2.8 we summarize this chapter.

2.1 Distribution Models

Distribution models are paradigms that distribute computing resources across multiple
machines which can potentially be located at different geographical locations. These
models were designed to address some of the limitations of traditional computing models,
such as the inability to scale resources efficiently and the inability to operate when there
are machine or network outages. All these models have an architecture composed of

multiple machines that coordinate to achieve a certain goal.

2.1.1 Cloud Computing

Cloud computing [9] is a distribution model in which IT services are provided through
massive computing units over the Internet, typically housed in data centers. This paradigm
shift allows users to access computing resources, such as processing power, storage, and
networking on demand, eliminating the need for users to acquire and maintain their own
computing infrastructure, which is costly and inefficient. Cloud computing users can

deploy applications in the cloud, with the cloud provider handling operational aspects.
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2.1. DISTRIBUTION MODELS

Despite these advantages, cloud computing has several drawbacks. It follows a
centralized architecture, making it susceptible to data center outages that can render
applications inoperable. Cloud computing is also not suitable for applications that have
stringent latency requirements, as data centers are usually located far from the users.
Security concerns arise because users must trust cloud providers to adhere to protocols
and protect data from destruction, modification, or unauthorized access. Scaling resources
in cloud data centers presents difficulties, particularly in efficiently handling the surge in
data traffic between servers, storage, and other components, which can lead to bottlenecks
and latency issues.

Geo-replication has emerged as a solution to some of these challenges by extending
cloud computing to multiple data centers in different geographical locations. This tech-
nique mitigates latency issues by deploying applications closer to users through multiple
data centers, ensuring continued operation during data center outages, and facilitating
resource scaling across diverse locations. However, it introduces new challenges, such as
the need for efficient cross-data center replication, considering the differences in machine

proximity and network infrastructure robustness within and between data centers.

2.1.2 Decentralized Systems

In decentralized systems, no single entity controls the system. Instead, the system is
composed of multiple independent entities that coordinate with one another. Because
there is no single point of coordination, these systems have the advantage of being robust,
because the failure of a portion of the system does not completely disrupt the entire system,
which can continue to operate normally. Regarding independence, no single entity has
control over all the data and can dictate how the system should operate, which is also a
strong motivation for adopting this architecture.

Compared to a classic client-server architecture, it is much more complex to coordinate
all the resources of the system while maintaining the required correctness guarantees and
performance expectations. Heterogeneity is common because individual nodes are more
prone to differ from each other in their amount of resources. Nodes are more susceptible to
attacks, as they have a weaker network perimeter thatis easier to penetrate and compromise,
and to have deviant behavior, as they may have self beneficial or even purely destructive
reasons to be deviant and exploit the system. Unlike data centers, machines are usually
not close to each other and can be located at different geographical locations. Moreover,
nodes may be unavailable indefinitely, and their data may be permanently lost, which
must be considered when designing the system.

2.1.3 Edge Computing

Edge computing is a distributed model that brings computation and data storage closer
to the source of data generation, the end users, rather than relying solely on a centralized
cloud infrastructure [60]. It combines the advantages of cloud computing and decentralized
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CHAPTER 2. RELATED WORK

systems while having some of their drawbacks that need to be addressed. Some tasks
and data are still processed in the cloud, whereas others can be fully handled at the edge.
The edge coordinates with its servers, devices, and the cloud to handle user operations
quickly at the edge, providing a seamless experience for the end user.

This approach is designed to address the limitations and challenges of traditional
cloud computing, particularly in scenarios where low latency and real-time processing are
critical. Latency is reduced because operations do not have to travel far to reach the cloud
for a user to obtain a reply. Availability is improved because of the robust decentralized
nature of the edge and because the edge can continue to partially operate, even when
there is a cloud outage. Regarding the scalability of resources, the edge is composed of
machines with their own resources, which can be scaled independently of the cloud. This
alleviates the problem of scaling the network infrastructure of the cloud because the edge
can handle most of the load.

2.1.3.1 Edge Architecture

The architecture of the edge is hierarchical [42], where the cloud resides at the top edge
devices, which are the endpoint clients where data is generated and consumed reside at
the bottom, and edge servers with varied capabilities reside at the middle.

Edge resources are categorized by the following properties: capacity, which includes
processing powet, storage capacity, and connectivity (which includes security perimeters);
availability, which is the probability that the resource is reachable; and domain, which
is the operational support the resource has for an application, meaning that it either
completely supports the application operations (application domain) or only supports the
activities of a given user (user domain).

Closer to the top, edge resources have the highest capacity and availability, and are
in lower quantities. Regarding availability, it is usually assumed that the cloud may face
temporary outages but does not permanently lose data, unlike edge servers, which may.
Going down, the resource capacity and availability tend to decrease, and the quantity of
these resources tends to increase. Application domain is usually supported for resources
owned by larger entities (e.g., companies and governments) and user domain for personal
owned resources, such as laptops and smartphones.

The challenges of edge computing [42] include the efficient dynamic and partial
replication of application data, following a consistency model; allocation of resources
considering load balancing, task offloading (where certain tasks should be processed),
scalability, and fault tolerance; enabling computations or clients to move when machines
suffer outages or data is required elsewhere; security and data protection for applications,
including data integrity, access control, and data confidentiality; and lightweight and
decentralized monitoring of resources for telemetry, statistics, or from a fault tolerance

perspective to detect faulty nodes. This dissertation focuses on the first three challenges.
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2.2. DISTRIBUTED ABSTRACTIONS

2.2 Distributed Abstractions

In this section, we introduce distributed abstractions that are relevant to the context of the
concepts discuss in this work.

221 System Models

Implementing distributed algorithms requires defining some underlying system model.
This model defines assumptions about the system components, their environment, and
time to facilitate the reasoning of the designed algorithms.

Regarding time assumptions, in the synchronous model, there are bounds on message
delays between processes and process speeds, making it easier to reason regarding the
phases of the protocols. By contrast, in the asynchronous model, there are no bounds.
This model is analogous to how the real world works, although it is much more difficult
to implement. Most systems use a semi-synchronous model to simplify reasoning, where
there are bounds on message delays but not on process speeds.

Real world networks, as a result of being asynchronous, are also unreliable, implying
that messages may be lost, duplicated, mutated, or delivered out of order. Therefore,
the system must handle these properties by defining a protocol. A perfect link is a
protocol that ensures that messages from a sender to a receiver are delivered eventually,
without duplication, and in the order in which they are sent, implementing a reliable
communication channel. Fortunately, it is fair to assume that reliable network transport
protocols such as TCP [56] or QUIC [39] provide the implementation of a perfect link.

Assumptions must also be made regarding the failure of the system components. In
the crash-stop model, the processes fail by stopping and do not recover. In contrast, in
the crash-recovery model, processes may recover later and rejoin the system with the
possibility of maintaining a previous state that was stored in persistent storage. There is
also the byzantine fault model, in which processes may fail by deviating from the protocol
and performing arbitrary actions. In Section 2.6, the algorithms used in this model are
discussed.

2.2.2 Membership Abstractions

Membership refers to the perception of the system’s nodes to other nodes. Each node
maintains information about other nodes in the system, such as their addresses and
other metadata, which can be used to communicate with them. In a system with full
membership, each node contains information about all the other nodes. In systems with
a large number of nodes, full membership is not scalable. With partial membership, each
node only has information regarding a subset of nodes, its neighbors.

Overlay networks are virtual network layers on top of a physical network infrastructure
that provide a partial membership protocol. These protocols manage the membership
of each node and react to events such as nodes joining and leaving the system (churn).

7



CHAPTER 2. RELATED WORK

Overlays can be either structured or unstructured. Structured overlays organize nodes in
a structured manner such as trees or rings. In unstructured overlays, there is no explicit
organization of nodes, and they are connected to each other in a random manner. Partially
structured overlays contain elements of both structured and unstructured overlays. They
typically maintain a certain level of structure while exhibiting a degree of flexibility in
node interactions.

HyParView [41] is an unstructured overlay that is robust to churn and provides eventual
full connectivity between nodes (the membership graph is fully connected). This is often
a desirable property that allows a message to reach any node in the system from any other
node. Kademlia [47] is a tree-shaped structured overlay that provides a distributed hash
table (DHT) abstraction that provides efficient lookup of values given a key, and of other
nodes in the system. PlumTree [40] and Bias Layered Tree [11] are partially structured
overlays that provide tree-shaped structures, with the latter being more adjusted to operate
at the edge.

2.2.3 Communication Paradigms

Communication paradigms offer a means for nodes to communicate with each other and
propagate (or disseminate) information throughout the system. Various paradigms can
be used to provide different properties and tradeoffs. Some paradigms are used to build
other distributed abstractions.

2.2.3.1 Broadcast & Multicast

Broadcast is a paradigm in which a node sends a message to all other nodes in the system,
even though it may not be directly connected to them. Multicast is a similar paradigm, in
which a node sends a message to a selected subset of nodes in the system.

There are stricter versions of broadcast and multicast models in which the order of
delivery of messages by nodes is restricted. For example, in FIFO broadcast/multicast,
messages are delivered in the order in which they are sent by the sender, and in totally
ordered broadcast/multicast, all broadcast messages from every node are delivered in the
same order by all nodes.

2.2.3.2 Gossip

Gossip (or epidemic broadcast) [14] algorithms provide a means of disseminating infor-
mation across nodes in the system. They involve nodes sending messages to other nodes,
which, in turn, send messages to other nodes until all nodes receive the message. Gossip
algorithms are used in overlay networks to implement higher-level mechanisms such as
broadcasts or lookups.

There are various types of gossip that provide different properties related to the speed
of dissemination, network traffic, and network (bandwidth) cost. On a point-to-point level,

8



2.2. DISTRIBUTED ABSTRACTIONS

eager push gossip involves spontaneously sending messages as soon as possible, which
increases propagation speed. However, if messages are large, it incurs a higher network
cost. In contrast, in pull and lazy push gossip, messages are sent only when one of the
nodes requests the message from the other.

There are also many gossip types at the group level. For example, flood gossip
propagates messages with eager push where nodes, upon receiving a message for the
first time, send it to all its neighbors except the sender. This gossip type is the fastest
in disseminating messages but incurs the highest network cost as nodes receive many
repeated, redundant messages. Anti-entropy executes periodic message pulls from a
neighbor at a time. Random walks are messages that "walk" through the overlay (are sent

to a random neighbor recursively) until they reach a certain number of nodes.

2.2.3.3 Publish-Subscribe

Publish-subscribe [53] (or shortened to pub-sub) is a useful, higher level, paradigm where,
similar to multicast, messages are disseminated to a subset of nodes. However, messages
contain a tag (or topic) to which certain nodes subscribe, and messages are only delivered
to those nodes. Unlike multicast, the sender does not necessarily need to know who is
subscribed and who will deliver the message.

The implementation of a pub-sub protocol may depend on the underlying overlay
network used. DHT overlays usually allow for more efficient pub-sub protocols because
they enable efficient lookups for nodes with specific information, such as subscribed topics.
In unstructured overlays, pub-sub protocols may require broadcasting methods to ensure
that all the subscribed nodes deliver the message.

2.2.4 Consensus

The consensus (or agreement) problem [37] involves achieving agreement among a set
of processes for a certain value. Each process has an initial value that it proposes, and
all correct (non-failing) nodes eventually decide, once, on the same value, that one of the
processes proposed. This is a useful problem to solve as it can be used to implement other
abstractions such as state machine replicas, which we discuss in Section 2.5.2.

FLP [21] proves that in a system in which processes can fail by crashing and messages
can be delayed in the network indefinitely (similar to real world networks), it is impossible
to solve the consensus problem deterministically. This impossibility result is due to the
fact that, under these condition, there is no way to distinguish between a process that has
failed and a process that is taking a long time to respond. Therefore, some properties
must be relaxed to solve a weaker but still useful version of the consensus problem.

Paxos [36] is a consensus protocol that solves a relaxed version of the consensus problem
where correct processes are not guaranteed to eventually decide a value (termination
property). Multi-Paxos [63] is an optimization of Paxos, in which only one (leader) process
proposes values. This allows the decision to be made in fewer communication steps.

9
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2.3 Distributed Storage Systems

Storage systems support applications by efficiently storing, retrieving, and managing the
data. There are various types of these systems, tailored to specific application needs. These
systems store application data and offer a set of operations to retrieve and modify data
with the desired structure. Data is stored directly in persistent storage devices connected
to the machine running the system, such as hard or solid-state drives.

Distributed storage systems are used to efficiently scale applications that handle large
amounts of data with extensive access. These storage systems are executed by leveraging
the resources of the multiple interconnected machines. Distribution allows the system to
scale out, adding more resources through more independent machines and devices, which
is cheaper, provides better fault tolerance, and can be done without disrupting the currently
running system, compared to scaling up, upgrading the hardware of existing machines.
Consequently, distributed algorithms must be employed such that these machines can
coordinate data between themselves.

The data model of the storage system structures how the data is stored and retrieved,
and defines and exposes the operations that can be performed on the data. We further
analyze data models in Section 2.4.

The system’s distribution module manages the manner in which data is stored through-
out the machines. It depends on how often data is accessed, how efficiently operations
are performed, and how persistent the data needs to be. Replication techniques are used
to provide data persistence by having copies of data, called replicas, in different machines.
However, the consistency of application data in replicas must be upheld. Consistency can
be broken when different replicas receive conflicting operations in different orders. We
delve deeper into the issues of replication and data consistency in Section 2.5.

Clients interact with the application that holds the semantic functionality of the service.
Applications, in turn, interact with the storage system through the data model’s interface
to obtain or write information. The data model of the storage system interacts with its
distribution module, which coordinates data and operations with other nodes. The data
is structurally stored and retrieved from the storage device using the data model.

A storage system is deployed in a distribution model. As discussed previously,
different distribution models exhibit different properties. As such, storage systems can
be specifically designed to operate in certain distribution models, using their underlying
properties to delineate the system’s design and using some assumptions on the model to
simplify the system and potentially improve its performance.

Data center storage systems operate in centralized, clustered environments, where
machines are close to each other. These are designed to perform efficient data replication
within the data center. They can also be extended to geo-replicated setups, where the
main challenge is to efficiently replicate data between multiple geographically separate
data centers.

Decentralized storage systems operate across non-clustered machines. The main

10



2.4. DATA MODELS

challenges include replicating data in a robust way and regarding its locality and hetero-
geneous capabilities. Edge-driven storage systems have similar properties and challenges
as decentralized storage systems, but they can occasionally rely on the cloud to implement
mechanisms and provide guarantees. Deriving the hierarchical nature of the edge archi-
tecture, solutions [3, 22] tend to employ a tree-like structure node relationship, where the
root is the cloud and the node children are edge servers.

2.4 Data Models

Data models are abstract representations of the structure of data and their relationships
within the database. These models provide a way to organize, store, retrieve, and manage
data efficiently. Data models define application programming interfaces (APIs), which
are operations that can be performed on data, and the semantics of these operations (e.g.,
get(key) and put(key, value)). Different data models are designed to have different
characteristics and purposes, and applications choose storage systems that use data models
that best fit their requirements as the most important factor.

With the expansion of the Internet and its services, the demand for scalable databases
has increased. Traditional relational databases have struggled to meet the performance
requirements for this usage growth. In response to this, NoSQL (Not Only SQL) databases
emerged as a solution to the limitations of relational databases. Diverse NoSQL data
models have been designed to provide a more flexible way to organize data, thus enabling
simpler and more performant databases. NoSQL data models have become popular in
distributed storage systems, where scalability and performance are important.

In NoSQL data models, the basic operations are defined as create, read, update, and
delete (CRUD). More complex operations can be defined by using these basic operations.
Aggregation operations produce results based on the selection of a subset of data. Data
models are designed to operate best with a chosen set of operations, or with a trade-off
between them.

How data is structured according to the data model also affects how data can be
partitioned. Data is partitioned into multiple subsets to optimize operations that require
only a subset of the data. In distributed environments, data is also partitioned to scale the
storage of data across multiple machines, to place certain data closer to where its access
is more common, reduce latency, and increase the concurrency of operations over the
system. By partitioning, there must also exist a mechanism to localize the machine(s) in
which the target data resides. However, the operations that require data from multiple

partitions are slower and more complex.

241 Key-Value

The key-value is the simplest data model that represents and organizes data as a collection

of key-value pairs. Each piece of data is stored as a pair of values containing a unique
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identifier, key, and the associated data value. The key is used to retrieve the data value.
This data model is designed to be simple and efficient for handling the CRUD operations.
Finding the key usually requires constant computational effort. These stores are also
designed to be easily scalable as data can be partitioned per data pair because there is
usually no relationship between the data pairs. This data model serves as the basis for
more complex data models.

The drawback is that it is not efficient for operations that require aggregation of data,
as the data is not structured in a way that allows it to be easily aggregated. It also falls short
of providing efficient indexing, as the only possible index is key. The simplicity of this
data model makes it more suitable for simpler applications that do not require complex
operations, relationships between data values, or data aggregation such as caching or

session stores.

2.4.2 Document Based

The document based data model is designed to store data in an intuitive and flexible
manner. Similar to the key-value data model, this model attributes a unique key to each
document, which in this case, is the data value. Unlike the basic values in the key-value
model, documents are self-contained pieces of data containing semantic information
regarding certain entities in the application. Documents are usually stored in a format that
is easy to parse, such as JSON (JavaScript Object Notation) or XML (Extensible Markup
Language).

Generally, these documents do not have a fixed structure, meaning that different
documents can have different fields, and that the same field can have different types of
data. They can also be nested, meaning that a document can contain other documents,
thus allowing more complex data structures. Documents are organized into collections,
which are groups of documents with similar structures. Secondary indices can be created
to accelerate searches, ordering, and other aggregation operations based on the data field
values. This data model allows the database to scale horizontally as data can be partitioned

per document.

2.4.3 Column Oriented

Column oriented data models are designed to store data in column tables. Unlike the
relational data model, there is no association between the tables and columns. Data is
stored by column, separated from other columns, and the data in each column is of the
same type. Each column has a unique name and each row has a unique identifier. Rows
in different columns may be identified using the same identifier to associate their values
with a data entity. Generally, each column may also be grouped into column families,
which are groups of columns in which the data is expected to be accessed together.

In this data model, data is usually partitioned per column family such that data records
with relationships between them are grouped together. This data model is designed to be
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efficient for data aggregation because data is structured in such a way that all the data
to be aggregated reside closely together. In the case of distributed systems, data may
reside in the same machine or in the same cluster of machines. It allows for the efficient
compression of data, as the data in each column is of the same type. Typical applications

that use this data model require analytical processing such as data warehousing.

2.4.4 Conflict-Free Replicated Data Types

Conflict-free Replicated Data Types (CRDTs) [59] are a class of data types designed for
distributed systems in which multiple replicas of data exist and updates to the data
can occur concurrently. They ensure that all replicas converge to the same state by
resolving conflicts between concurrent updates in a deterministic manner instead of using
a centralized service or other distributed coordination mechanisms. We further address
the problem of conflict resolution in Section 2.5.3.1.

Conflict resolution solutions are either designed for specific data types or specific
applications, which makes them difficult to generalize, are not sufficiently flexible, such as
a policy where a certain type of operation has priority over others, or are not sufficiently
efficient, such as distributed mechanisms (e.g., consensus to decide which operation is
performed). CRDTs are designed to be general, applicable to any data type, simple to
implement, and efficient in terms of space and time complexity.

There are two types of CRDTs: state-based and operation-based. In summary, in
state-based CRDTs, a new state is created when an update is performed, as is typical. This
new state is then propagated to the other replicas and merged with their current state
according to CRDT’s definition. This state can be either the full state or an independent
object of the data. In operation-based CRDTs, updates are propagated to replicas and
applied to the state when the precondition of update, a function of state and update, is
satisfied. It has also been proven that state-based CRDTs are equivalent to operation-based
ones [59].

In both types, merges are commutative, implying that the order in which they are
performed does not affect the final state when all operations are performed. There may be
applications where this property cannot be upheld to its functionality, or where the order
in which the operations reach the system is important. Therefore, CRDTs are not suitable.
In such cases, other distributed coordination mechanisms must be used.

A useful example of a CRDT application [59] is the set data structure. A set is a data
structure that stores a collection of unique elements, which is useful in data models. A
state-based CRDT implementation of an add-only set is the union of propagated and
current replica sets. A normal set can then be implemented with two add-only sets, A and
R, one for added elements and the other for removed elements. Querying the set returns
A\R.

These data types are useful for implementing data models of distributed storage
systems because they provide a way to resolve conflicts efficiently by simply using the
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definition of the data type. There is a panoply of distributed storage systems that use
CRDTs in their data models, from which the user can choose, depending on the application

requirements. Some systems provide users with the ability to define custom CRDTs.

2.5 Data Replication and Consistency Models

Replication is the process of creating and maintaining multiple copies of a program and
its data on machines at different locations. It is employed to increase availability, locality,
and data durability. Availability is increased because, if one replica is unavailable, the
service can still be accessed from another replica. Locality is better because data can
be placed closer to where it is accessed through one of the replicas being closer to its
accessors, thereby reducing latency and increasing system throughput. Data is durable
because, if one replica experiences a fault, the data can be recovered from another replica.
Replication is also used to increase the scalability of the system because more resources
can be added to the system by adding more machines.

With replication, the problem of data consistency arises. The network does not
guarantee the order in which the messages are delivered across multiple replicas. This
can cause the state in replicas to diverge because operations are usually not always
commutative, disrupting the functionality of the system. Consistency is a property that
ensures that all replicas of the same data are observed and updated in a logical order so
that clients have a coherent view of the data. In most cases, it is desirable that all replicas
eventually converge to the same state.

There is a limit that must be considered when designing a consistency model for a
distributed system. The CAP theorem [24] proves that it is impossible for a distributed sys-
tem that operates under the asynchronous model and crash fault model to simultaneously
provide (strong) consistency, availability, and partition tolerance. Strong consistency (C),
which is further explained in Section 2.5.2, ensures that every read operation perceives
the most recent write on the system. Availability (A) guarantees that every request to
a functioning node receives a response. Partition tolerance (P) means that the system
continues to operate correctly even when messages are lost or delayed between nodes.
The theorem states that only two of these properties can be simultaneously provided.
Because network faults are inevitable and cannot be distinguished from a node crash
fault under the asynchronous model, partition tolerance must be guaranteed for a cor-
rect system. Therefore, a system can be designed to provide either strong consistency
(CP) or availability (AP). The choice between these trade-offs depends on application

requirements.

2.5.1 Replication Models

Replication can be performed in different ways, depending on the requirements of the

system and data consistency. Replication models define how replicas are organized and
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how they communicate with each other and clients to perform data replication. Different
models provide different designs with properties that may be more suitable for specific
consistency and data persistence requirements. The models are described as follows:

Primary-Backup Clientrequestsare handled by the replicas thatapply them, resulting
in state mutations. There are replicas in the system that can handle client requests directly.
These replicas, the primaries, propagate requests from the client to the other replicas to
begin the replication process. There can also be backup (or secondary) replicas that do not
handle client requests directly and only receive forwarded requests from the primaries and
apply them. This differentiation of primary and backup replicas is useful for modelling the
replication process and defining the consistency model. In primary backup [7] replication,
there is only one primary, and all other replicas are backups. The least strict model is that
in which all replicas can directly apply updates.

Active vs Passive In passive replication [26], the client contacts one replica, and then
the request propagation and data replication are performed between replicas. In active
replication [58], the client, in addition to issuing its requests, coordinates the replication
procedure with replicas. The drawback is that there is a significant computational load
on clients that may not scale well with the number of operating replicas, as clients need to
be connected and exchange messages with them. Hybrid solutions exist, in which active
replication is performed with a subset of replicas.

Synchronous vs Asynchronous Upon receiving an operation, synchronous replica-
tion requires that it is synchronized to a subset of the other replicas, before its completion
is acknowledged to the client, by waiting for the acknowledgment of the operation from
this subset. This ensures that sufficient replicas have registered the operation, but it
also increases the latency of operation completion. On the other hand, asynchronous
replication does not require that the operation be synchronized with others before it can
be acknowledged to the client, and it can be performed as soon as it is applied to one
replica. Synchronous replication is used in strong consistency models, and asynchronous
replication is used in weak consistency models.

Full vs Partial Data in the system can be fully or partially replicated. With full
replication, all data is replicated in all replicas. It is useful when there is no need to
localize in which replicas any part of the data resides, all replicas have the full data, and
it is always available in every machine. However, this is not scalable because redundant
data is stored in all replicas, stored in replicas where certain data points might not be
accessed, and operations are always propagated and delivered to all replicas. Partial
replication avoids this problem by replicating only subsets of data in each replica using
a partitioning scheme, resulting in better scalability and avoiding placing data where it
is not (frequently) accessed. This requires the target data to be located in the replica(s)
containing it when propagating an operation.

Static vs Dynamic Replicated data must be assigned to replicas in a certain manner.
In static replication, this assignment is fixed and configured in advance, and remains

unchanged during the operation of the system. This assignment method is simple to
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implement, manage, and reason about, but it lacks adaptability to potential changes in the
system, such as the addition of new replicas or changes in data access patterns. Dynamic
replication solves this problem by allowing the assignment of data to change during the
system operation. This allows the system to adapt to changes, enabling load balancing,
improving data availability by strategically redistributing data in the case of faults, and

optimizing resource usage by placing replicas in nodes that frequently access the data.

2.5.2 Strong Consistency

Strong consistency describes a level of consistency in which all replicas in the system agree
on the most recent state of the data at all times. This means that every read operation on
any replica returns the state in which the most recent write operation is performed, as
if there is a single centralized copy of the data. A system with this consistency ensures
that its state evolves linearly in each replica. It is a property required for systems with
noncommutative operations to ensure that replicas converge to the same state.

This model comes at the cost of sacrificing availability, as per the CAP theorem [24],
meaning that if the network between the replicas is partitioned sufficiently, the system
stops responding to ensure that replicas remain consistent. Strong consistency requires
synchronous replication, which incurs increased operation latency and limited scalability
when compared with weak consistency models.

The linearizability model fits the definition of strong consistency. It provides a real-
time guarantee of the behavior of a set of single operations (reads and writes) on a single
data object. Under linearizability, a write operation once complete implies that all later
reads should return the value generated by that write or a later write. A read operation
that returns a certain value also implies that all later reads should return the same value,
or the value produced by a later write. This model is tantamount to the state machine
replication strategy, where each replica behaves as a deterministic state machine that
executes the same operations in the same order.

Consensus solutions can be used to implement strong consistency by implementing
state machine replication. For a set of operations, a sequential number is assigned to each
instance of consensus and each operation is decided in each instance. If the proposed
operation is not decided in the current instance, it is proposed in the next instance. In this
manner, only one operation is decided per instance and the operations are ordered by the
instance number. Replicas execute operations strictly following this sequence, which is
not necessarily the order in which they are decided.

2,521 Quorum-Based Replication

Quorum-based replication is employed in strong consistency to ensure that operations
are only considered complete after being executed in a sufficient subset of replicas. Given
a set of replicas P = {p1, p2, ..., pn}, where n is the number of replicas, a sufficient quorum
system (for strong consistency) is given by the set Q = {q1, 92, ..., gm} of subsets of P such
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that Vq;,q; € Q,qi N q; # 0. This means that any two quorums must intersect to ensure
that any two operations are executed in at least one common replica.

Operations can generally be categorized as read and write operations. Reads are
commutative with other reads. In this manner, we can define a read-write quorum
system as a pair of sets R = {r1,12,..., 7}, W = {w1, wy, ..., w;}, of subsets of P such that
Vri€ R,wj € W,riNw; # 0 and Yw;, w; € W, w; Nw; # (. This system has the benefit of
allowing smaller read quorums, which allows faster read operations.

Quorums are defined by the number of faulty replicas f that can be tolerated in the
system while it continues operation and the desired efficiency of different operations. In
particular, f = min(n — W, n — R). Therefore, when planning a system that can tolerate f
faulty machines, the number of deployed machines n will depend on the quorum type.

Different types of quorum with different properties can be used. The most commonly
used quorum system is the majority quorum with R = [7] + Tand W = | 7| + 1. Every
operation must be executed across a majority of replicas (> [5]). Itis the best fault
tolerant quorum system because it provides the maximum value for f as a function of #,

f =1%] +1, while maintaining the quorum intersection non-empty.

2.5.2.2 Chain Replication

Chain replication is another simple strategy that defines node topology to ensure strong
consistency. Replicas are organized in a chain, with the first being the head replica and the
last being the tail replica. Each operation is received in the head replica and applied down
the chain of replicas until it reaches the tail replica, which is then considered complete.
The tail replies to the read operations as it is guaranteed that it holds the most recent
stable state of the data. Linearizability is enforced in the system because the operations
are executed in the order in which they are received in the head replica and that order is
maintained down the chain.

Upon detecting a replica failure, the chain is repaired by either re-linking it if a middle
replica fails or by assigning the head or tail role to the next or previous replica. Re-linking
involves linking the neighboring replicas of a failed replica. While this process is ongoing,
current updates that are being processed are stalled and new updates are queued.

2.5.3 Weak Consistency

Weak consistency relaxes the constraints of strong consistency to provide availability,
guaranteeing that the system replies even if some replicas are not reachable. The system
also performs better and becomes more scalable, because it does not require the state to
have a linear evolution that is perceived globally. Hence, a client can receive its replies
as soon as its operations are applied to the replica with which it is in contact, while
replication mechanisms are performed in the background (asynchronous replication). To

guarantee some level of persistence of operations, this assumption can be slightly relaxed
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to require that the operation is applied to a certain number of replicas before replying to
the client, sacrificing availability.

Multiple models fit the definition of weak consistency. The model employed depends
on the application requirements and trade-off between consistency and performance. The
state in the system cannot evolve linearly, owing to its weak consistency. However, it may

evolve in a way that makes an underlying semantic sense for the application and its clients.

2.5.3.1 Conflict Resolution

In contrast to strong consistency, weak consistency does not enforce a linear total order
for the issued operations. As such, concurrent operations exist, which are operations
applied to the system in different replicas in different orders. With a lack of a defined
order, concurrent operations can cause conflicts that diverge the state in different replicas,
which is an undesirable effect in most applications. Conflicts can occur on concurrent
writes that, if applied in different orders, result in different final states, and possibly in
reads on replicas that received concurrent writes. Such conflicts must be detected and
resolved

To detect conflicts, the system needs to associate metadata to operations and store it
alongside the data. Read operations, in addition to retrieving the data value, also retrieve
this metadata to the client, and write operations carry the metadata the client previously
stored that when arriving at a replica, are used to detect potential conflicts.

For instance, metadata could be a list per data object of the updates that were applied. A
conflict between two replicas can be detected by comparing their lists of updates and seeing
that neither is an extension of the other, meaning that the replicas received operations
concurrently. Although this technique works, it is not scalable because the list of updates
grows indefinitely, and it is inefficient to store it, carry it in operations, and compare two
large lists of updates.

A more scalable approach is provided using vector clocks [20]. A vector clock V' is a
list of counters, where each V[i] represents the number of updates applied to a data object
at a replica ;. Each replica maintains its own vector clock V; and clients store the most
up-to-date vector clock that they have observed. This method compresses previous lists
of operations by attributing sequence numbers to updates and memorizing only the most
recent one. Concurrent updates are detected when perceiving two vector clocks, V and
V’,such that 37, V[i] > V'[i] A 3}, V[j] < V'[j].

Different techniques can be used to resolve conflicts and reconcile divergences. The
simplest one is the last write wins (LWW) policy, where an order is defined among
concurrent writes, such as the wall clock time in replicas, the last one in the order is
applied to the system, and the others are ignored. This policy is simple, but may not be
sufficiently expressive for some applications.

Alternatively, the system can apply concurrent writes, maintain different versions of

the state, and return them to the clients when they read the system. The client can then
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decide on how to resolve the conflict. This is an application-dependent policy and a more
flexible approach, but it requires the client to be aware of the semantics of the data and
how to resolve conflicts.

A more robust approach is to use merge procedures that, given the state of two
divergent replicas, know how to compute a new state that combines both divergent states
deterministically. CRDTs [59] are an implementation of a merge procedure, which are
data types designed to be conflict-free by applying commutativity to states or operations.

2.5.3.2 Eventual Consistency

The weakest consistency model is eventual consistency [65]. It does not guarantee any
order in which operations are applied to the system, nor does it apply any time constraints
on how its state is perceived externally. It only enforces that all replicas eventually converge
to the same state in an unbounded time window. This means that if no new updates are
performed in enough time, all replicas will have the same state.

Approaches to implement eventual consistency involve propagating updates to all
replicas holding the data, and then detecting and resolving conflicts using conflict resolu-

tion techniques.

2.5.3.3 Causal Consistency

Causal consistency [37] is a consistency model that ensures that each client always observes
a system state that respects the time causality properties regarding the operations they
issued. These properties are defined by happens-before relationships, or causal depen-
dencies, between operations, which are relationships that define one operation depending
on another. Such dependencies must be executed prior to the operation. However, not all
operations are causally related. As such, causal consistency does not enforce a total order
of operations but rather a partial order.

Happens-before relationships are typically described by a combination of properties
called session guarantees. The strongest form of causal consistency enforces all properties.
However, weaker forms can be defined by enforcing only a subset. The session guarantees
are as follows:

Read your Writes A client must always be able to observe the effects of all previous
updates it issued (and for which it got a reply from the system). Observing these effects
implies that the returned value from a client’s read operation must reflect the effects of
previous write operations issued by that same client.

Monotonic Reads Subsequent read operations issued by the same client should
observe either the same state or an inflation of the previous state read, which was modified
by new write operations. This property ensures that the state does not regress to the past
in the client’s perspective.

Monotonic Writes The effects of multiple write operations issued by a given client
must be observed respecting the order in which they were issued by every client. This
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property ensures happens-before relationships between the write operations issued by
the same client.

Writes Follow Reads If a clientreads the effects of a write operation in its session, then
any subsequent write issued by that client must be ordered after the previously observed
write. This is also known as the transitivity property: if write w; precedes read r that
observes it, then write w5 after r must also be ordered after wq, w1 < rAr < wy, = w1 < Wo.
This property establishes a connection between sessions of different clients, whereas the
other properties apply only to a single client’s session.

The causality properties do not guarantee that the state of multiple replicas converges
to a single value. Divergence can occur and persist forever without breaking any causality.
The causal+ consistency model [46] is an extension of causal consistency, which combines
the properties of causal and eventual consistency. This ensures that the state of replicas
eventually converges to a single value by handling conflicts, while maintaining causality
properties.

Causal+ consistency is the strongest of the weak consistency models. To enforce
causality properties, clients need to be sticky, meaning that each must only communicate
continuously with a single replica. If that replica fails permanently, those clients are
forced to restart their sessions with another replica, which might sacrifice some causality
properties. This process is called a session or client migration.

It is important to note that causal+ consistency, where dependencies can exist between
operations on different data objects, cannot be provided with partial replication when
replicas can fail indefinitely [45] without sacrificing some availability to ensure that
operations persist in more than a number of replicas, and assuming a maximum number
of replicas f will fail.

Implementing causal and causal+ consistency, involves ensuring that for each client, if
a value generated by w is observed, no value can be observed that has been overwritten
by any w; such that wy < wj. This is done by delaying the effects of w; until the effects of
w, are observed. This requires clients to store a causal history, which is a metadata log of
all updates whose effects have been observed in their session. When a client performs an
update, its causal history is sent alongside the update and recorded in replicas.

A causal history can be represented in different ways, each with different properties.
The most direct and intuitive way of representing dependencies is to model them in a
dependency graph, an acyclic directed graph, where each node represents an operation,
and each edge represents a dependency between operations. The limitation of this
approach is that the graph size and cost of verification of the causal order increase as the
number of issued operations increases.

In addition to being used for conflict detection, vector clocks [20] are a popular
representation of causal history. They are a compact way of representing the latest version
of a data object in a replica. When a replica receives an operation, it verifies whether
it can be executed by comparing its vector clock, V7, with the one sent alongside it, V5.
It can be executed if Vi, V1[i] > V[i], meaning that the replica observed all the updates
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that the sender of V, observed. Concurrent vector clocks require conflict handling as we
discussed before. This approach is possibly limited to systems with a large number of
replicas because the vector clock size is proportional to the number of replicas.

A popular method that significantly reduces the size of metadata is to use physical
timestamps. In this approach, the system has a global clock in all the replicas. With a
single global clock value, operations are coupled with the timestamp value of when they
are received in a replica, and can be executed in a replica when it is certain that it will not
receive any other operations with a lower timestamp. The problem with this approach
is that synchronizing distributed clocks with protocols such as NTP [50] induces some
overhead, and even so, there is still a non-null uncertainty interval that can cause causal
properties to break. Some systems [17, 1] use additional metadata to untie operations
with very close timestamps.

It is also possible to enforce causal consistency by managing how messages are propa-
gated, thereby significantly reducing the use of metadata for storage and messages. These
techniques define node topologies that organize replicas in a communication topology
where messages are received in an order that ensures causality.

Saturn [6] is a node topology where replicas are organized in a tree. Saturn and similar
solutions offer low visibility time, which is the time between an update being issued
and being visible to all replicas, without the need for frequent metadata broadcasts. The
limitation of this approach is that operations need to traverse the topology and may take
time to reach some replicas, which results in higher operation latency caused by waiting
for the replica to receive the necessary dependencies and be consistent with the client’s
past. Topologies may also not be robust to faults. Upon replica failure, the topology may
need to be restructured, which is costly and delays the propagation of operations while

this process is ongoing.

2.6 Byzantine Fault Tolerance

Distributed systems are vulnerable to process faults, and, as we have seen in the previous
section, there are various protocols to deal with these faults. However, the already covered
methods only address crash faults, where a process simply stops responding and does
not perform any action. Although this is the most common way processes fail, in practice,
they can also fail by exhibiting arbitrary behavior. The byzantine fault tolerance model
[38] deals with these types of failures and is strictly stronger than the crash fault model.
This model addresses software bugs, memory or disk corruption, machines being over-
loaded, being unable to respond in time, and malicious behavior of machines controlled
by an attacker. Byzantine processes are internal to the system and can be malicious in the
sense that they can disrupt the system without any objective of valuable personal gain.
Some common and fair assumptions are considered when dealing with byzantine
faults. Akin to the crash fault model, only a subset of machines in the system is faulty.
Faulty processes cannot directly change the states of other correct processes. An attacker
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can coordinate faulty processes although it is computationally bounded. Cryptographic
primitives employed to provide some security properties are assumed impossible to break
in a useful amount of time. This assumption is fair given the current state-of-the-art
cryptographic schemes.

2.6.1 Byzantine Attacks

The attacks in the byzantine model are performed by processes that are compromised by
an attacker. An attacker can be an external entity that has gained unauthorized access to
the process already in the system or an internal entity that joined the system intending
to disrupt it at some point. These are not external attacks on the perimeter of a process,
addressed by other mechanisms such as intrusion detection systems, which are orthogonal
to this work.

These attacks involve deviating from the defined protocol behavior to disrupt the
correctness or availability of the system. There are many approaches for these attacks,

that we enumerate alongside general measures to prevent them.

Masquerading The attacker can impersonate other processes in the system, by using
their identity. This can be prevented by using authentication mechanisms, such as digital
signatures, that ensure that messages are sent by the process, or the client, who claims to
have sent it. Digital signatures are cryptographic primitives that use public—private key
pairs to sign messages. The public key is accessible to anyone and is used to verify the
signature, whereas the private key is only accessible to the associated process and is used
to sign messages.

To ensure the authenticity of the public keys, they are signed by a trusted third party
called a certificate authority (CA). The CA is assumed to be secure, or authenticated by
other CAs, and the signed public keys it generates are called certificates that are distributed
to the processes or sent by the signer process alongside messages.

Message Tampering A faulty process can modify messages it receives. The tampered
data may not only be the payload content of the message, but also its metadata. To prevent
tampering, messages can be sent alongside an authenticated digest to verify their integrity.

Digest or hash functions are cryptographic primitives that generate a fixed-size and
unique byte sequence from target data. If the message or the sent digest is tampered
with, its digest will be different from that sent alongside the message. Digital signatures
are authenticated digests. Therefore, message integrity can be verified by verifying the
signature. If the signature validation fails, the message or signature is tampered with or

incorrectly signed. There are also HMAC [4] constructions for authenticating digests.

Message Generation The messages directly generated by a faulty process, which
include wrappers over the received messages, can contain different data than that intended
by the defined protocol. Some of these messages can be discerned as wrong immediately,
depending on the system semantics, and their digital signature can serve as proof of
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misbehavior of that process. In other cases, the system must tolerate incorrect messages
or use the techniques described in Section 2.6.2.

Storage Tampering Data that is stored in a faulty replica can also be tampered with,
by being modified or destroyed. This means it is not sufficient to simply store the data
without any integrity verification, because incorrect results can be returned to the client
or propagated to other replicas.

Message Omission or Delaying A faulty process can choose to not send messages
it is supposed to send, or delay them for an arbitrary amount of time, disrupting the
continuous operation of the system. It is an attack that cannot be distinguished from
replica crashing or overload. This can be detected by timeouts if a message is expected to
be received within a certain amount of time.

Message Replay Messages that are redirected or generated can be repeatedly prop-
agated, with the goal of other replicas processing them twice causing correctness errors.
Even if messages are authenticated correctly, they can still be repeated. This can be pre-
vented, for example, by generating a random unique number with the message, a nonce,
storing the nonces of messages that were already processed, and ignoring messages that
have the same nonce.

Sybil Attack The system expects that the number of faulty processes is bounded
and smaller than the number of correct processes. The sybil attack [16] can create mul-
tiple identities and join the system with them, thereby increasing the number of faulty
processes and invalidating this assumption. The most intuitive approach is to have a
centralized entity to validate the entrance of new processes in the system. Blockchains
use decentralized mechanisms described in Section 2.6.3.3.

Eclipse Attack An eclipse attack [28] is an attack on the overlay network protocol,
where faulty processes isolate a correct process or a subset of correct processes from the
rest of the system. This is achieved by having the faulty processes connect to the target
correct process(es), filling its neighborhood, thus preventing it from connecting to other
correct processes. Consequently, the target process cannot receive or propagate messages
from other correct processes. To mitigate this, connections between processes must only be
established when validated in such a way that the resulting membership (probabilistically)
avoids isolating correct processes.

Collusion Attacks Collusion attacks are performed by multiple coordinated faulty
processes to disrupt the operation of the system by exploiting its mechanisms. For example,
a quorum can return an incorrect result if sufficient faulty processes collude to do so in
that quorum.

Denial of Service Attackers can disrupt the availability of the system by flooding
it with requests or exploiting its mechanisms. Denial of Service (DoS) attacks are not
byzantine attacks, as they can be performed externally, but they can also be effectively
performed internally by faulty processes. As such, when building a byzantine fault tolerant
system, it is a valid concern that security mechanisms do not easily exploit vulnerabilities
to DoS attacks.
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Eavesdropping Byzantine attacks only encompass active attacks that directly disrupt
the system by performing actions that attempt to manipulate how the system operates or
what information it provides. Passive attacks involve only observing sensitive information
inside the system and its messages. These attacks can be performed on messages in transit
or stored data. This information can be protected using encryption. However, problems
arise when the encryption key is stored, how it is distributed, and if the original key is

lost, how is the data recoverable.

2.6.2 Trusted Computing Bases

To attain security properties, a computer system must depend on certain forms of trust. The
trusted computing base (TCB) of a system is the smallestamount of code, hardware, people,
processes, and/or others that it must trust to meet the desired security requirements. The
TCB is always assumed correct to build functionalities on top of it, using the properties it
provides. Ideally, a TCB is small and simple, yet robust, to reduce the attack surface and
number of entities that need to be trusted.

Trusted computing is a TCB technology that guarantees that a computer will consis-
tently behave in the expected manner for a certain set of computations. These behaviors
are enforced by trusted hardware, and thus, the TCB is the hardware root of trust. This
involves hardware embedded protection of data and code, such as cryptographic keys and
algorithms implemented in the hardware. Trusted computing allows for the optimization
of security algorithms, including byzantine fault tolerance algorithms. An example is
presented in Section 2.6.3.2.

Trusted hardware is tamper-proof, meaning that the software running in the machine,
possibly controlled by a byzantine attacker, cannot tamper with their own trusted hardware,
without being detected by others. It mitigates some of the previously mentioned byzantine
attacks. This forbids the generation of messages that do not follow the protocol.

Trusted hardware solutions usually incur some overhead when calling their functions,
and have limited storage and memory size for computations. In addition to these limi-
tations, there are other reasons to opt not to use trusted hardware, such as its cost and
availability in all devices and trust in the hardware manufacturer.

Trusted execution environments (TEE) are a recent trusted hardware solution that
is supported in the secure area of a main processor. A TEE is an isolated execution
environment that allows the execution of arbitrary code in a secure manner inside the
CPU with respect to confidentiality and integrity. In other words, it provides protection

against sensitive data exposure and tampering.

2.6.2.1 Intel SGX

Intel SGX (software guard extensions) [12] is a TEE solution that is supported in Intel
CPUs and provides a secure isolated execution environment through the use of enclaves.

Enclaves are protected environments that contain the code and data of the security sensitive

24



2.6. BYZANTINE FAULT TOLERANCE

computation of an application. Their execution is isolated from untrusted software, which
includes the rest of the software, operating system, and other enclaves.

The untrusted part of the software calls an enclave method similar to an API, and the
results are returned to it. Enclaves are protected from the outside, data read from outside
the enclave is returned encrypted, and computations cannot be discerned or inferred.
Attacks on this security property have been discovered [55] and as of the date of this
work Intel SGX was effectively patched against all of them. Multiple enclaves can exist
in the same application. Enclaves are remotely attested, which allows a remote party to
authenticate that the software running in the enclave is the expected one. Enclaves should
be designed to be small, as they are limited in memory size, and to be the least necessarily
called possible, as there is a performance cost incurred when calling enclaves [67].

2.6.3 Byzantine Replication

The problem of data replication with byzantine fault tolerance comes with its own set of
challenges. A proper set of protocols needs to ensure that wrong results are not returned
to clients (or provide some bounds on how often and for how long this can happen), that
correct replicas do not diverge, at least permanently, that consistency guarantees are not
broken, and that correct replicas do not become unavailable indefinitely because of the
actions of byzantine attackers.

These anomalies can be caused by direct attacks on the application data or by attacks on
the metadata, which include attacks on the replication protocol, attacks on the connection
structure between replicas (e.g., overlays), and their communication patterns. This means
that these protocols must be designed with byzantine fault tolerant mechanisms used to
mitigate these attacks under certain system assumptions. These consist of some of the

techniques we have described previously, in some cases, using of trusted hardware.

2.6.3.1 Practical Byzantine Fault Tolerance

One of the first implementations of a byzantine fault tolerant replication protocol is
practical byzantine fault tolerance (PBFT) [8]. This protocol solves the byzantine consensus
problem with no termination guarantees. Therefore, it can be used to implement byzantine
replication with state machine replication.

PBFT operation is similar to that of Multi-Paxos [63]. The leader replica receives client
requests and proposes an order between them to the other replicas by assigning each
request a sequence number, and the replicas execute them sequentially based on this
number. Unlike Multi-Paxos, PBFT requires 3f + 1 replicas to tolerate f faults, f more
than Multi-Paxos. This is because, to establish a majority quorum, if f replicas give a false
response, another f + 1 correct responses are required identify the correct result.

To ensure that the correct replicas execute the same sequence of requests, after receiving
the initial proposal, they must confirm that 2f + 1 of them received the same sequence
number for a given request before agreeing to commit to the operation, which is another
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step that requires 2f + 1 confirmations. When the leader fails, detected by f + 1 other
replicas, the protocol defines a consensus round to change the view, establish a new leader,

and continue the protocol.

2.6.3.2 MinBFT

MinBFT [64] is an optimization of PBFT enabled using trusted hardware. Unlike PBFT,
it only requires 2f + 1 replicas to tolerate f faults and one fewer communication phase.
This is done by the leader replica using trusted hardware to assign a sequence number,
using a secure counter, for each operation proposed.

Using a secure counter implies that a verifiable sequence number will never be assigned
to two different messages, and will never assign a number that is not the next in the
sequence, even if the leader is compromised. This allows the protocol to have f fewer
correctreplicas and one fewer communication phase because the other replicas can validate
the sequence number by themselves. Replicas can start to confirm that they are committing
the operation as soon as they validate the sequence number, which guarantees that the

sequence number is correct and that the operation is next in the sequence.

2.6.3.3 Blockchains

Blockchains are decentralized and distributed ledgers designed to keep a record of trans-
actions, groups of operations, while being resilient to byzantine attacks. The blockchain
stores signed user transactions that are grouped and inserted into the system in blocks.
Each block is validated and signed by a node. The blocks are chained by including the hash
of the previous block in the next block. This makes the blocks and their order immutable.
Therefore, any mutation in the blockchain negates its validity. In this manner, a single
order of transactions is (eventually) established, and the semantic state of the application
can be computed deterministically. For each new position in the chain, a block is selected
among the nodes using a byzantine consensus protocol.

Bitcoin [54] introduced the concept of blockchain. To decide blocks, it uses a relaxed
byzantine consensus algorithm, where transactions can potentially be rolled back, instead
of termination not being guaranteed. Blocks are constructed in parallel by multiple nodes,
which can result in the concurrent addition of different blocks. This may cause the chain
to diverge, branching into multiple chains. This problem is avoided by Bitcoin using proof-
of-work, where in order to insert a block in the chain, a node must prove its computational
effort by solving a hard crypto-puzzle to generate the block’s validity. This avoids sybil
attacks because the only way for one entity to control the evolution of the blockchain is to
control the majority of the system’s computational power. Even so, the chain can diverge,
but at a much lower probability and rate. The longest chain, after a number of blocks since
the main chain branched, is considered stable and valid. A transaction was confirmed

only after it was in a stable block.
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2.6.3.4 Byzantine Causal Consistency

Most existing solutions for byzantine fault tolerance typically focus on the strong consis-
tency model among limited numbers of replicas, using a strong protocol such as PBFT, or
blockchain approaches that use decentralized consensus algorithms (e.g., proof-of-work)
which incur very high write latencies. Byzantine causal consistency aims to provide causal
consistency properties, being available and fast, while tolerating byzantine faults.

Faulty replicas generating operations may attack causal consistency by omitting de-
pendencies, depending on unseen operations (adding false dependencies), and creating
different messages with the same identifier (sibling generation), which can cause the sys-
tem to diverge by having dependencies on the identifier satisfied by different operations.
These also encompass a combination of the mentioned attacks or the collusion of faulty
replicas to perform them.

Existing secure causal consistency solutions rely on byzantine consensus or another
trusted decentralized service to reach agreement on a global order of updates [43, 29],
chaining hashes of causal dependencies [43, 34, 33], and relying on trusted hardware to
generate correct causal dependencies of operations [43]. Some of these techniques are
also applied to perform conflict handling in a secure manner [33]. We do not consider
solutions that enforce causal order in total order [18]. We aim for solutions that require
no total order of operations and thus provide availability. Some of these solutions are

described in Section 2.7.

2.6.4 Verifiable Random Number Generation

Verifiable, unpredictable, and unbiased random number generation is an important feature
for many services, including byzantine fault tolerance. For example, overlay network
protocols in a byzantine setting can use these random numbers to establish connections
between nodes with a proof that it was performed in a certified random manner [31, 15].
These random number generators work by gathering entropy, which is the randomness
source that should be unobservable and unpredictable. Trusted hardware can be used to
generate these random numbers.

In addition to trusted hardware, these generators are implemented in decentralized
distributed protocols. These protocols operate in a way that no single node can manipulate
the resulting random number, and that it can be independently verified by anyone. Drand
[23] is a service that uses this type of protocol to periodically generate random numbers
for use by other services.

2.7 Use Cases

In this section, we present use cases that illustrate the concepts presented previously,
explaining their main aspects that can be relevant to our work.
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2.7.1 DynamoDB

DynamoDB [13] is a data center distributed key-value storage system. It partitions data
in its machines by using consistent hashing [32] over a ring structured DHT. Consistent
hashing involves hashing the key of a data value and using the hash to directly determine
the node that stores it. Each node in the ring is the coordinator for values whose key
hashes are in the range of values assigned to that node. The hash space is circular, so the
range of a node can wrap, hence, no value in the space is unassigned.

A coordinator is in charge of replicating its values to a number of successors. If the
coordinator fails, the next live successor can become a coordinator for these values. Each
value has replication factor N which is the number of data replicas that should exist for
that value. Clients read and write to the coordinator replica. New nodes can enter the
ring by splitting the range of another node.

DynamoDB provides eventual consistency, low latency, and high availability, but may
return stale values. The coordinators respond to the client’s operations after receiving a
number of replies from other replicas that hold the associated value. Vector clocks [37] are
used to detect conflicts, and are resolved by clients who detect them in the reads. More
precisely, clients read a list containing the values written by the most recent concurrent

writes from a replica and resolve the conflict in some manner.

2.7.2 Cassandra

Cassandra [35] is a data center distributed column oriented storage system. In Cassandra,
a table is composed of column families. Super column families can contain more column
families. Each column or column family is identified by a unique key. Cassandra allows
sorting columns based on the value or time of the update. .

Data is partitioned by key in a ring DHT with consistent hashing, similar to DynamoDB.
Each coordinator replicates values to other nodes in the ring, but replicas are chosen based
on a data center proximity policy regarding nodes within separate racks and data centers.
Cassandra provides eventual consistency, resolving conflicts with CRDTs [59], in which
column data types are defined as CRDTs.

2.7.3 COPS

COPS [46] is a data center key-value storage system that optimizes geo-replication com-
pared with previous solutions. COPS introduced the concept of causal+ consistency and
enforced it using dependency graphs of causal relationships between operations. Conflicts
are detected using these graphs and resolved by default with a last-writer-win policy.
Each data center has a COPS cluster similar to that of a DynamoDB ring. Each
coordinator replicates its values through a chain of nodes in a cluster. This provides
linearizability, which ensures that the resulting system remains linearizable as a whole.

Chaining replicas is acceptable because partitions inside a data center are very rare.
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Replication between data centers occurs asynchronously and periodically, providing low
latency for clients, as they do not need to wait for replicas across data centers. This is also

acceptable because it is expected that a client will stick to its closest data center

2.7.4 Legion

Legion [44] extends user-centric Internet services with peer-to-peer connections between
clients, enabling them to replicate data from servers and synchronize it among them. The
server provides clients with other clients” addresses, and the clients communicate directly
through an unstructured overlay network optimized for latency.

Legion offers an extensible library of data types encoded as CRDTs, to enable con-
vergence. Using its gossip protocol for multicasting, the Legion propagates and receives

updates in a way that respects the causal order.

2.7.5 Practical Client-side Secure Replication

This solution [43] is implemented as an extension of the Legion service to provide weak
consistency semantics in byzantine settings. In this case, it provides a byzantine causal
consistency to the replication between clients in Legion.

Operations include a unique number and a hash of all direct causal dependencies.
In this way, every operation can only depend on operations that have been previously
generated in the system (no future dependencies), and a malicious replica cannot omit the
dependencies of an operation in a manner that introduces gaps in the dependency graph.

Upon detection of sibling operations by a replica, it creates a proof of misbehavior
against the replicas that generated those operations, and the server is notified to exclude
them from the system. In addition, the server periodically sends a summary of its state
containing the hash of the last observed operations. Clients can use this summary to
verify if they have received the same operations. This summary is also used to determine
whether the operations are properly propagated to the system. If not, it means that the
client is most likely to be under an eclipse attack and it should contact the server to connect
to other clients.

This solution has a version where it ensures operations are generated with its real
dependencies. It involves delegating the reception and generation of operations to a
trusted service, guaranteeing that causal dependencies are faithfully assigned.

Colluding replicas can still generate incorrect dependencies by creating an operation
07 that is concurrent with some known operation 01 when in reality 01 < 0. This problem
is addressed by having real-time timestamps uniquely attributed to each operation using
a decentralized timestamping service. This establishes an external order of operations.
Timestamps can be validated by any replica using the service certificate. This approach
requires that operations are defined as undone and redone to be able to enforce the total
order of operations when they are received out of order.
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2.7.6 Omega

Omega [10] is an edge secure event ordering service that employs Intel SGX. The ordering
service runs in edge servers and assigns logical timestamps to events, defining the total
order for all events that occur at a given node. These timestamps cannot be tampered with
because all events are generated inside the enclave. Omega guarantees integrity, freshness,
and causal consistency. It also applies a partial order to events by ordering them per tag.

Periodically, edge servers are attested by the cloud, which checks the integrity of the
enclave and freshness of the events. This allows clients to trust the server they are in
contact with by checking the cloud certificate on that server.

Events are stored in the untrusted part of the edge server and their integrity is checked
by the enclave. A merkle tree [48] containing the hashes of events is used to check integrity,
where only the root hash is stored in the enclave. This addresses the enclave’s space
limitations, being able to check the integrity of the events without having to store all their
hashes in the enclave by recomputing the tree and checking if the root with the one in
the enclave match. This approach guarantees that edge servers cannot modify application

data, return stale data, and modify the causal order of events without being detected.

2.7.7 Engage

Engage [3] is a storage system that offers efficient support for session guarantees in a
partially replicated edge setting. It combines the use of vector clocks and distributed
metadata propagation services such as Saturn [6] to achieve both low visibility times and
low operation latency.

For each object replicated in an edge server, a vector clock is stored with that object.
Each edge server also maintains its vector clock, which captures the state version of its
local state and encodes the highest version sequence number of operations executed from
each edge server. Each client maintains two vector clocks, one for capturing the read on
objects and the other for writes. Edge servers hold operations until they are safe to execute,
based on the desired session guarantees, the vector clock at the edge server and the vector
clock with the operation. Edge servers periodically send to each other their vector clocks
to account for different objects they do not own.

Engage’s metadata service is organized in a tree, where updates and their associated
vector clocks are propagated. The acyclic layout of the service guarantees that every
operation that could be a dependency has been delivered locally. Therefore, updates can

be immediately applied.

2.7.8 Arboreal

Arboreal [22] is a distributed key-value storage system designed for cloud and edge
infrastructures. It adopts a hierarchical tree structure, where the root is the cloud, and
the data at a node is the union of the subsets of the data at its children, if any. The cloud
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possesses all the data. This also reflects the heterogeneous nature of the edge. One tree
is deployed per region, and data is replicated between regions using a geo-replication
method in the cloud servers.

The acyclic property of the tree structure guarantees that messages are delivered
with respect to happens-before relationships, thus enforcing causal+ consistency. It also
prevents the heavy usage of the metadata necessary to enforce causality. If a node does
not have the data requested by the client, it requests it from its parent, and this behavior
is repeated recursively.

Arboreal allows different data persistence levels. Level number / equals the number
of replicas in the branch, and the data must be replicated before returning to the client.
The level I = co indicates that the data must reach the cloud.

A node with a failing parent connects to its grandparent and synchronizes with it to
obtain its up-to-date data. This process does not disable clients from continuing to issue
operations at the child server, only waiting if persistence is required. If the node to which
the client is connected fails, it migrates to a new node. It can vertically migrate, where the
target node waits for updates until it is up-to-date with the client timestamp. It can also
migrate horizontally where the target node asks its parent for the client’s data. Vertical
migration can cause the latency to the client to increase because the node is upper in the
tree, and horizontal migration takes longer to establish because the data that the client
wants needs to move to the target node.

2.8 Summary

In this chapter, we explained the concepts required to understand our work. We began by
explaining the different distribution models, focusing on edge computing, some related
distributed abstractions, and how distributed storage systems are composed. We then
presented some data models for storage systems and the problem of replication and data
consistency, focusing on the properties of causal (and causal+) consistency. Subsequently,
we presented the byzantine fault model, its attacks, and some techniques to mitigate them,
and how replication can be performed in a byzantine setting. We then presented some
use cases that included implemented distributed storage systems, each with different
properties and settings. Finally, we conclude the chapter with a discussion of the main
challenges that we expect to face while developing this work.

In conclusion, the available literature and work are insufficient to achieve our goal of
scalable and efficient replication in edge settings. Existing solutions either do not consider
the edge setting, do not provide security against byzantine faults extensively, or do not
provide efficient large scale replication. We believe that we can contribute to this research
by achieving these goals.

In the next chapter, we detail the specifications of this work, including the main
challenges we expect to face, our initial plans we intend to experiment with, how the

produced work will be evaluated, and the schedule to achieve these tasks.
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As stated in Chapter 1, the goal of this dissertation is to design and develop an edge-
driven storage system resilient to byzantine faults. Our contributions include: i) the
design and implementation of a NoSQL data model that includes metadata for security
purposes, ii) extending the design and implementing an overlay network for edge setting
with security properties, iii) the design and implementation of a storage system with a
byzantine replication protocol, and iv) an experimental comparison of our proposal with
other state-of-the-art distributed storage systems.

In Section 3.1, we describe the components of the storage system to be designed and
implemented, the challenges we expect to face in this process, and the initial plans for
the design of each component. In Section 3.2, we describe the metrics we will employ to
evaluate the implemented solution comparing with other solutions. Finally, in Section 3.3,

we present the estimated schedule for accomplishing the proposed work.

3.1 Proposed Solution

We want to address the problem of efficient and secure data storage at the edge by
developing an edge-driven distributed storage system that supports dynamic and partial
replication with causal+ consistency in a byzantine setting. Currently, there are no
solutions that address this or similar problems. Solutions exist that address provide
a replication protocol with these properties in the edge, Engage [3] and Arboreal [22],
Omega [10] provides causal consistency with byzantine fault tolerance but does not
address replication, and Legion’s [44] secure extension [43] only addresses replication on
clients.

Achieving these goals presents some challenges, as described below.

3.1.1 Secure Membership in the Edge

The first challenge is the design of an overlay network that is robust to malicious nodes
trying to take advantage of the overlay to disrupt the communication between nodes,

namely, eclipse attacks, and thus disrupt the system’s operation.
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Solutions exist in which these overlay networks probabilistically guarantee that there
is a connected path between all correct nodes. If a sufficient number of correct nodes exist
in the system, this is sufficient to reliably propagate messages across the correct nodes in
the system, avoiding eclipse attacks, and making it possible to causally relate operations
[51]. Some of these include DHTs such as Fireflies [30, 31], which rely on random numbers,
and another [2] which relies on random walks.

The goal is to design an overlay network on top of an existing network that has
the aforementioned security properties, and adapt it to the edge environment and the
replication model to some extent, perhaps by combining with the properties of edge-
driven overlays [11]. Ideally, it should be robust to churn, and the gossip protocol should
be inexpensive to the network, reducing message redundancy (receiving repeated and
irrelevant messages). This implies that nodes are grouped and close to each other, being
able to discern the messages they need. This property is particularly important for

achieving partial replication. A partially structured overlay fits these requirements better.

3.1.2 Enforcing Byzantine Fault Tolerance

The second and most important challenge is the development of byzantine fault tolerance
mechanisms. Enforcing causal+ consistency in a byzantine setting involves preserving the
causal history by detecting if it was tampered with. Solutions that implement causality
by propagating operations through a tree [6, 3, 22] are susceptible to eclipse attacks
because nodes have a low number of neighbors (one parent). Legion’s extension either
hashes causal dependencies (which does not defend against fully omitting them), uses
Intel SGX [12] to create correct dependencies, or uses a trusted decentralized service to
order operations. Ideally, our solution will rely on metadata to enforce causality, perhaps
using an approach similar to Legion’s extension and SGX solutions.

Allocating data to enable dynamic and partial replication will involve obtaining data
that clients need while notifying the system of the new data location.

Stored data integrity must be verifiable in some way so that the entity retrieving it
can check its validity. Omega utilizes an Intel SGX to store a verifiable log of operations.
Another possible solution is to authenticate stored data.

Correct replies to clients could perhaps be implemented by having a combination of
quorum replica answers and checking the integrity of the replied data.

3.1.3 Selecting the Data Model

Another challenge is to select a data model that is suitable for the replication protocol. It
should be sufficiently rich to provide useful semantics for various applications. NoSQL
data models are better suited to weak consistency and scalability [27]. We plan to use either
a document based or a column oriented data model. The former is better at providing
more complex entities whereas the latter is better at providing aggregation.
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Ideally, the replication model should be agnostic to the data model or even to the
API, so swapping different data models is possible and does not require alteration of the
former. The only difference would in certain operations is how the data is fetched, locally,

or remotely.

3.1.4 Data Confidentiality

A relevant challenge is how to provide data confidentiality in the face of eavesdropping
on communication channels, edge servers, or even the cloud. In some cases, certain
application data stored in the system is sensitive and must be encrypted. The granularity
with which the data is encrypted will depend on the data model.

The main problem is where the encryption keys are stored. The most obvious solution
is to make clients responsible for their own key, which is a fair strategy owing to password-
based encryption. Other solutions [5] involve partitioning the key into different machines

and then acquiring them when required.

3.2 Evaluation

To demonstrate that our solution works and performs as desired, we plan to test it and
compare it with other alternatives through experimental comparisons. We plan to use a
network emulation to test our solution.

The experimental work will be separated into evaluating the new overlay network,
separating it from the system, and evaluating the system as a whole. Sufficient and

appropriate metrics will be used to evaluate the performance of both.

3.2.1 Overlay Evaluation

For the overlay evaluation, the goal is to calculate the overhead of the security mechanisms,
compared to other overlays with similar properties, although they lack security properties.
We plan to measure the propagation reliability (what portion of target replicas messages
reach), redundancy (how many messages are repeatedly or undesirably delivered), and

latency of gossip messages.

3.2.2 System Evaluation

To evaluate the distributed storage system, we plan to compare it with other systems that
offer no security and operate preferably in the same setting (e.g., Arboreal). As such, we
plan to measure the operation latency, operation throughput, and data visibility, and see
how these evolve when the system is under attack by a variable number of nodes. In

addition, we plan to measure, storage, and metadata overheads.
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3.3 Schedule

March April May June July August September

1st| 2nd | 3rd | 4th | 1st | 2nd | 3rd 1st | 2nd | 3rd | 4th

Design

Overlay Network

Replication Protocol

Data Model

Implementation

Overlay Network

Storage System

Evaluation

Overlay Network

Storage System

Final Evaluation & Optimization

Writing

Figure 3.1: Gantt chart with the estimated work schedule.

Figure 3.1, provides an estimated schedule for accomplishing the following main tasks,
in the critical path of this work.

Design of the storage system components, including the overlay network, the secure
replication protocol, and the data model, following Section 3.1. Some bibliographic
refinements are also expected.

Implementation of the overlay network and then the storage system as a whole.

Evaluation of the the overlay network and the storage system, comparing with other
works, according to the metrics described in Section 3.2. This task is concurrent with the
implementation of their respective parts.

Final Evaluation & Optimization: Minor optimizations of the final solution and their
respective evaluations.

Writing of the dissertation.
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