Joao Miguel Nunes Veloso

Degree in Computer Science and Engineering

S o9 VWAID S’NWO
X

A
2 &
2) S
D <
€omsanon ¢

Automated support tool for forensics
investigation on hard disk images

Dissertation plan submitted in partial fulfillment
of the requirements for the degree of

Master of Science in
Computer Science and Informatics Engineering

Adviser: Francisco Loureiro, Chief Operations Officer,
PDM

Co-adviser: Joao Leitdo, Assistant Professor,
NOVA University of Lisbon

FACULDADE DE
CIENCIAS E TECNOLOGIA
UNIVERSIDADE NOVA DE LISBOA

Febuary, 2020






ABSTRACT

The advent of computers and the massification of mass storage has led to the gener-
ation of large volumes of data by individuals. This, in turn, created a challenge for the
world’s law enforcement agencies, who are many times faced with the need to look, in
a timely manner, at someone’s hard drive to find offensive multimedia contents, such as
child abuse digital proof. However, the large amount of data found in captured laptops
of suspects turns this task unfeasible, unpractical, and very time-consuming since the
investigator has limited time and resources.

When we take into consideration that a suspect might be from a foreign country, the
time window available for a criminal investigation is even shorter. Furthermore, some
criminals might have some technical knowledge and might try to hide evidence, making
the task of the investigator even more daunting.

In this thesis we aim at developing a new system that will assist criminal investigators
in looking for evidence on images of hard drives extracted from the devices of suspects.
In this work we assume that the content on the hard disk images is not encrypted and we
will focus on child abuse multimedia content, although the platform will be designed to
be extensible to handle other types of content in the future. The tool will automatically
index the contents of the hard drive, and look for potential evidence that is important to
the criminal investigators. This tool will be able to help not only police departments but
several other organizations such as the INHOPE (Internet Hotline Providers in Europe)
and NGOs fighting for children.

Keywords: Digital Forensic, Forensic Science, Picture Triage, Machine learning, Search-

ing
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REsumMmo

A revolucao tecnoldgica das ultimas décadas trouxe com ela a massificagao do arma-
zenamento em massa, isto levou a uma enorme criacao de dados por parte dos individuos.
Consequentemente, criou um desafio para os investigadores, que muitas vezes se deparam
com a necessidade de analisar, em tempo util o disco rigido de um suspeito para encontrar
contetdos multimédia ofensivos, como por exemplo conteudos digitais de abuso infantil.
No entanto, a grande quantidade dos dados encontrados em computadores capturados
de suspeitos torna esta tarefa inviavel, impraticavel e muito demorada, uma vez que o
investigador tem tempo e recursos limitados.

Quando temos em consideragao que um suspeito pode ser de um pais estrangeiro,
a janela de tempo disponivel para uma investiga¢ao criminal é ainda mais curta, em
Portugal possuem apenas 48 horas para apresentar uma acusagao. Infelizmente, este
nao é o unico problema que os investigadores enfrentam, alguns criminosos possuem
conhecimento técnico e podem tentar esconder provas, tornando a tarefa do investigador
ainda mais desencorajadora.

Nesta tese, pretendemos desenvolver um novo sistema que ajudara os investigadores
forenses na procura de provas em imagens de discos rigidos extraidas dos dispositivos
dos suspeitos. Neste trabalho assumimos que o conteudo das imagens dos discos rigidos
nao se encontra encriptada, o nosso foco sera em contetdo multimédia relacionado com
abuso infantil, embora a plataforma possa ser estendida para lidar com outros tipos de
conteudo no futuro. A ferramenta indexara automaticamente o conteudo do disco rigido
e procurara potenciais evidéncias que sejam importantes para os investigadores criminais.
Esta ferramenta sera capaz de ajudar nao apenas os departamentos policiais, mas varias
outras organizagoes como a INHOPE (Internet Hotline Providers in Europe) e ONGs que

lutam contra este tipo de material.

Palavras-chave: Forense Digital, Ciéncia Forense, Triagem de Imagens, Machine learning,

Pesquisa







CONTENTS

List of Figures ix
List of Tables xi
Acronyms xiii
1 Introduction 1
1.1 Context . . ... ... e 1

1.2 Motivation . . . . ... ... 1

1.3 Expected Outcome . ... ... ... ... ... ... ... . ... ... .. 2

1.4 Document Structure . . . . . ... ... ... ... .. o 2

2 Related Work 3
2.1 Digital forensics . . . . .. ... L L o 4
2.2 Architecture . . . ... ... . 5
221 Memory . ... e 8

222 Disk. ... 9

223 Discussion . . . ... 9

2.3 Filesystem . . . . . . . 9
2.3.1 New Technologies File System . . .. ... ............. 10

2.3.2 Hierarchical File System Plus . . . ... ... ... ......... 12

2.3.3 Ext3 Conceptsand Analysis . . . ... ... ... ... ....... 15

234 Extd. ... 18

2.3.5 FAT Conceptsand Analysis . . . ... ... ............. 18

2.3.6 Filesystemin Userspace . . . .. ... ... ............. 21

237 Discussion . . . . . . ... 22

2.4 Machine Learning Techniques . . . . .. ... ................ 22
241 NotSafeForWork. . ... ... ... ... ... . ... .. ... 23

2.4.2 Age Group Recognition . . . . ... ... .. ... .......... 24

243 DiscuSsion . . . . . .. i i e 24

2.5 Searchengineindexing . . . ... ... ... ... ... ... 27
25.1 Suffixtree . ... ... ... 27

252 Invertedindex . . . . .. ... ... ... .. o 28

vii



CONTENTS

253 N-gramindex . .. ... ... ... ... . ... ... . ...

254 Imageindexing . . . . ... .. ... ...

2.5.5 Discussion

3 Planning

3.1 Overview . .. ..
3.2 Maintask . .. ..
3.3 Design principles
3.4 Calendarization .
3.5 Tools . ......

3.6 Evaluation method

Bibliography

viii

28
28
28

31
31
32
32
33
34
35

37



List OF FIGURES

2.1 Traditional Digital Forensics process . . . . .. ... ... .. ......... 5
2.2 XML-based indexing and querying for digital forensics (XIRAF) framework
architecture [2]. . . . . . . . L 6
2.3 HANSKEN Modular view [5] . . . . . . . . ... oo oot 6
2.4 Simplified initial Architecture . . . . ... ... ..o Lo 0oL 8
2.5 MFTentry [23] . . . . o o o e 11
2.6 MFT Boot Sector [23] . . . . . . . . . 11
2.7 Exampleof the MFT entry [23]. . . . . . . . . . . . . 12
2.8 Layoutof Ext[23] . . . . . . . . 16
2.9 Layout of a sample block group [23] . . . . ... .. ... L. 17
2.10 Relationship of FAT structure [23] . . . . . . . . ... ... .. ... .... 19
2.11 Physical layout of a FAT file system [23] . . ... ... ... ... ... .... 19
2.12 FAT file system layout [23] . . . . . . ... ... ... . L L 20
2.13 Filesystem in Userspace (FUSE) high-level architecture [36] . . . ... .. .. 22
3.1 Detailed Architecture . . . . . .. ... ... L oo 32
3.2 timeline of the upcomingmonths . . . . . ... ... ... ... ... ..., 34

X






2.1
2.2
2.3
2.4
2.5

3.1

List OF TABLES

Hierarchical File System Plus (HFS Plus) new features [26] . ... ... ... 12
HFS Plus Volume Header field and there meaning [26] . . . .. ... .. ... 14
Results of Not safe for work (NSFW) proposed classifiers[44] . . .. ... .. 25
Average performance over NSFW dataset . . . . . .. ... ... ... ..... 26
Implementation of a Suffixtree . .. ... ... ... ... ... ... ..., 27
Chronograph . . . . . . . . . . L 33

xi






BLOB Binary large object.

CNN Convolutional neural network.
DEX Deep EXpectation.

FUSE Filesystem in Userspace.

GUI Graphical user interface.

HDD Hard Disk Drive.

HFS Hierarchical File System.

HFS Plus Hierarchical File System Plus.

HTTP Hypertext Transfer Protocol.
MBR Master Boot Record.

MFT Master File Table.

NSFW Not safe for work.

NTFS New Technologies File System.
OS Operating system.

RAM Random Access Memory.
ROM Read-only memory.

SSD Solid State Drive.

XIRAF XML-based indexing and querying for digital forensics.

XML Extensible Markup Language.

xiii

ACRONYMS






CHAPTER

INTRODUCTION

The only impossible journey is
the one you never begin.

Anthony Robbins

1.1 Context

The current technological revolution in our time is changing our lives, making them more
comfortable, more connected, and digital. However, criminals have also started to use
more of these technologies to their own activities. Domo, a business cloud service analyst,
estimates that more than 2.5 quintillion bytes of data are created every single day, and
forecast that this estimate will grow even more, they also predict that by 2020 1.7MB of
data will be created every second for every person on earth[1].

This has made the work of law enforcement agents a constant battle to search and
filter increasing amounts of data particularly when looking for evidences on drives that
were apprehended from suspects. This is, in part due to the decrease of storage cost and
the increasing of crimes committed using digital devices.

In this work, we describe a novel approach towards processing, managing, filtering,
and querying from disk images obtained from potential suspects and presenting them in

a way that is simple for law enforcers to use and still locate evidence in a timely manner.

1.2 Motivation

Every day more and more crimes are committed using computers, they are also getting
increasingly sophisticated. This poses a real challenge for law enforcement professionals

to keep up.
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Upon seizing a suspect hard drive detectives and analysts must guarantee forensic
integrity, so they create forensic copies of the digital devices. These images are byte by
byte copies of the original.

In the next phase, called the extraction process, they inevitably fall short, because
there are not many adequate software solutions to assist in this process, there are many
software to choose from, the existing ones require significant technical knowledge, and
usually are quite expensive.

The ideal solution would be simple to use and free, here is where our work intents
to fill in the gap. Our main goal is to provide free software that can look through disk
images and process them in a scalable way, despite the high volumes of digital material.
This process must happen in useful time, since suspects cannot be held for an indefinite
amount of time. Additionally, it should maximize the trace coverage, meaning the inves-
tigator can trace back the evidence and prove it was not planted. Finally, our solution
should minimize the necessity of specialized technicians, being this restriction motivated

by limited budget of law enforcement agencies.

1.3 Expected Outcome

This work aims to develop and make available a new tool for the forensics community to
automate the analysis and data extraction from disk images.

We expect to create and deliver a novel solution that can extract files from the pictures,
both present and deleted. In particular, in this work we will ensure that, when an image
analysed, it should determine, with a confidence interval if it contains child pornographic.

To give back to the community, help law enforcement agency’s and since this work
builds on the work of others, the source code with be made available through GitHub.

The developed solution will be tested in a real-world scenario in conjunction with
a local law enforcement agency. This will make the solution more stable, reliable, and

allow to determine its accuracy.

1.4 Document Structure
The remainder of the document is structured as follows:

* Chapter 2 describes the Related Work that was studied to elaborate this work. Fo-

cusing on underlying systems that manage relevant data and how they operate.

* Chapter 3 provides a detailed planning structure for the upcoming months, time
distribution through the various phases and how the final soluction will be evalu-
ated.



CHAPTER

RELATED WORK

Great things in business are never
done by one person. They’re

done by a team of people..

Steve Jobs

This chapter presents the related work that helped build and present our own pro-
posed architecture for the dissertation planning phase.

There are two leading similar solutions to the one proposed in this document. The
first is XIRAF[2] which applies automatic forensics analysis tools to evidence files from
hard disk images. Once an image is inserted into the system, XIRAF executes several
forensic tools from its tool repository, wraps the output, or in some cases, the Graphical
user interface (GUI) and stores them in the form of Extensible Markup Language (XML)

for later reporting.

The second and most recent soluction, is HANSKEN [3], developed by the Netherlands
Forensic Institute, it builds on XIRAF and turns the previous stand-alone architecture
into a Digital Forensics as a Service (DFaa$S) [4]. Initially published in [5], this system was
considered as a "game changer". It addresses challenges such as: i) Security, ii) Privacy,
iii) Transparency, iv) Multi-tenancy, v) Future proof, vi) Data retention, vii) Reliability,
and viii) High availability.

A common downside of these two tools is that they are not open source [6], and not
easily available in the particular case of XIRAF, and in the case of HANSKEN, this is
a paid service. They are also not optimized for any particular scenario as the one we

consider in this work (child pornography).
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2.1 Digital forensics

The advent of digital forensics has existed since computers where invented, almost forty
years ago. Initially, the forensics techniques were developed mainly for data recovery.
Examples of this early techniques can be found in two data recovery techniques working
for 70 hours to restore a copy of a highly fragmented database mistakenly removed by a
careless administrator(7].

By the mid-1980s, utility programs started being advertised that could perform tasks
such as data recovery, including "Unformat, Undelete, Diagnose & Remedy"[7]. In those
days, there were no automated tools for these purpose. Data forensics has emerged from
a collaboration between professionals and law enforcement on an ad hoc and case-by-case
basis.

Around this time, the FBI started the "Magnetic Media Program"in 1984. Unfortu-
nately, it was only used in three cases[8].

The "Golden Age'"of digital forensics were from 1999-2007, people saw it as having
a magical mirror that could retrieve an artifact of the past and started to prove valuable
to law enforcement agency in criminal cases where emails and instant messages were
involved. At the time, it was beginning to be possible to perform network and memory
recovery even months after the fact.[9]

The popularity of these techniques started spreading, also appearing in TV Series,
nicknamed the "CSI EFFECT"[10].

Nowadays, Digital Foresight is facing a crisis, that is related with factors that make

these activities increasingly complex and time consuming. The factors include:
* The growing size of storage devices
* Increasing embedded flash storage
* Encryption
* Popularity of cloud services
* Legal aspects related with digital evidences.

The standardization of secure encryption into operating systems has created a signifi-
cant challenge for forensic examiners, meaning that it is becoming increasingly impossi-
ble to recover digital evidences without a key or passphrase[11]. This is present in hard
drives and network traffic alike.

In summary, the traditional digital process are illustrated in Figure 2.1.
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Figure 2.1: Traditional Digital Forensics process

2.2 Architecture

Since the closest work to our goal in this thesis, are the XIRAF and HANSKEN systems
we will use their proposed architectures for our own soluction

The XIRAF paper [2] describes three components illustrated on (Figure 2.2), which
are: the feature extraction, tool repository, and the storage system.

From the XIRAF perspective, the starting point for the operation of the system hap-
pens when one or more pieces of digital evidence are fed into the system[2]. This content
is produced in the form of a Binary large object (BLOB) to be analyzed. A BLOB is a group
of binary data stored as a single entity in a system capable of storing and retrieving them,
these include images, audio, and other formats.

The feature extraction manager takes the input and tries to extract as many features
as possible, and it achieves this by running the tools present in the tool repository and
parsing output.

The tool repository contains a collection of tools for feature extraction, they are called
and afterwards the outputs are merged in the form of a XML format that is stored in the
storage subsystem.

The storage subsystem stores the output as an XML tree that annotates those BLOBs.
BLOBs are managed by the BLOB manager who is responsible for giving access to the
original BLOB input data.

Both tools and user queries require some level of access to the BLOB. To make this
possible, the XML annotations are stored in MonetDB[12], a high-performance database
system that provides several front-ends, including an XQuery front-end. The XIRAF

architecture and modules are illustrated in Figure 2.2
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Figure 2.2: XIRAF framework architecture [2]

Looking at the HANSKEN architecture[5], we can distinguish the RPC framework,
the Gatekeeper Service, the Lobby Service, the Orchestration service, the Project Service,
the Keystore, the Data service, the Trace Service and a User interface.

A simplified view is provided in Figure 2.3.

Graphical Keystore
User Interface |, Service
= —_— T > """iE["""""""E
rogramming [ entity H
Interface i Provider i
¥ Backend [ — — — — — =
Gatckeeper } Orchestration !
Service _ Service !
1 —— ——
Servlet ’ 1
Engine = Y
E.Ubby = A‘nalyms
Service Service
s Hadoop
MapReduce
7
’
’
Y b
Project Data Trace
Service Service Service
[ Cassandra | Hadoop FS I HBase II Elasticsearch
Logging
Service
Kafka " Cassandra ” Storm ” Elasticsearch

Figure 2.3: HANSKEN Modular view [5]

The RPC Frameworks is one of the most critical components of the HANSKEN archi-
tecture. It describes the communication between the different modules and the shared
functionality of the modules. It includes mechanisms for initial set up and dynamic
failover, where failover hosts are registered previously in Zookeeper[13].

One of the core features of this architecture is that it reports its findings to the outside
world, it deals with the authentication over RESTful web service. Since our work will be
executed with no external connection this module will not be described any further.

The Lobby Service funnels the user calls to their intended module, and it keeps trace

6
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of the routes that the functions should follow and assures that the requests are executed
in the appropriate order.

The Orchestration Service, in theory, would make business decisions, to the best of
our knowledge there is no implementation of this module, and it remains as a conceptual
piece of the architecture[5]. There are however some tests using Drools[14] and the results
are promising.

The Project Service is used for storing information related to images, HANSKEN
agglomerates this data into cases which form a project. The unique identifier of the
photos are translated into a name that makes sense to investigators. This is done on top
of a key-value store. The described implementation uses Kryo[15] and stores the images
and project details in the Cassandra datastore[16].

The images are retrieved from the Data Service, their implementation takes an hybrid
approach model, being possible to run the Data service as a standalone, like any other
module in HANSKEN, or embedded in another module for performance reasons.

The Keystore Service is responsible for storing the encrypted obfuscated keys and
encrypted shared secrets[5]. The Extraction Service analyses the data and extracts from
its traces, it does this by applying tools from forensics libraries and sending the results to
Trace Service.

The Trace Service is responsible for storing and retrieving traces. A trace is metadata,
a full keyword index, and a link to data of the trace. They used ElasticSearch[17] and
stored using HBase[18].

Each trace has one or more types. These properties are generated based on another
set of properties, e.g., a unique identifier, type, and name, combined with additional
properties for the types of a trace, e.g., modification date, e-mail subject or phone number.

HANSKEN was designed as a service with an open interface. This allows for their
clients to design and implement their own user interface. The user interfaces are not the
subject of HANSKEN paper[5].

Taking into account the two previously discussed systems, there are a few components
that our architecture will also need to have.

These include: a Disk image extractor, Feature Extraction, a way to store files and
metadata associated with each of these files, and a GUI interface.

The Disk image extractor is needed to obtain the files present in a raw image ob-
tained from the devices of suspects. Since there are multiple file systems, we will need a
component that can operate on top of any particular file system.

The Feature Extraction is present in both architectures. On XIRAF, it is the tool repos-
itory, and on Hansken the Extraction Service, the core ideas are simple. An automated
component that can run some type of metadata extractor from the files that are present
in the disk image.

A crucial component is needed to store and access individual files are stored, to pro-
vide privacy and security it makes sense to have a key-value store like HANSKEN and to

make it searchable potentially using ElasticSearch.

7
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The GUI is not given any details in any of the papers, and only some screenshots are
showed. In our work, we will use React because it shows code stability, ease of use, it is

easy to learn. Figure 2.4 summarizes our initial proposal.

Architecture

Feature Extraction

L

<:>I

Tool Repository @ GUI Interface

File Index E a

Case Data

L

Disk Image Tool invocation
Process

—

Figure 2.4: Simplified initial Architecture

2.2.1 Memory

The RAM holds the programs that the computer is currently executing. Furthermore, it
is common for a program and data manipulated by other programs to be unencrypted
in contrast to when they are in the hard drive, this gives forensic investigators a unique
insight into what the suspect was working on, the system past state and even recover
encryption keys for the content of the disk or the Hypertext Transfer Protocol (HTTP)
traffic[19]. There are even several frameworks capable of automatically reassembling
and redrawing all apps GUIs from a multitude of data elements present in an Android
memory image. One example is GUITAR[20] which can generate 80 - 95 % accurate
screenshots of what the GUI had.

Moreover, the data in memory is volatile, meaning it disappears when the power is
switched off looking deeper into how data is stored in memory, it can be described as a
linear supply of pages, addressed as an offset from the first page and commonly written
in hex-format[19].

When the operating system needs, it can swap the memory page and store it on disk.
This is done when memory is in low quantity, and another process needs additional mem-
ory space. This program is called paging. On windows, they are stored in pagefile.sys,
making it a forensics artifact of value because it will survive a reboot[19].

Currently, modern computers use a technique called virtual memory, where a process
is given its own virtual address space. Allowing the process to allocate more memory
than its physically available and continually allocate memory[19].

In the scope of this work we do not specifically address memory forensics, with our

focus being instead on hard drives and image processing.

8
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2.2.2 Disk

Disk images are bit-streams that were extracted from physical media. They play an
essential part in any forensic investigation. They can be extracted from computers and
mobile devices. Nowadays they are widely used by digital forensics investigators for
preserving activities, maintaining data integrity and chain of custody[21] while enabling
access to potentially valuable data.

An image is ultimately a sector-by-sector copy of the data. They can also be named
“snapshot” and include all allocated files, file names, and other metadata information
associated with the disk volume.

Upon creation, it is stored as a single file or set of files depending on the software that
was used, the simple act of turning on the device or booting the operating system can
result in data being changed and possibly destroy some files. This includes modifications
to operational metadata and other aspects of the original data objects such as byte order,
character encoding, file system information, MAC (modified, accessed, created/changed),
permissions, and file sizes[21]. Due to this, programs that manipulate the image use
low-level input-output operations and without any intervention of the host operating
systems. Nowadays there are available both free and commercial solutions such as FTK
Imager or by the Macintosh Disk Utility.

2.2.3 Discussion

Excluding mobile drives and portable disks, the two central locations on a computer that
contain data are the memory and the hard drive.

Regarding memory, it is not common for forensics investigators to obtain a memory
dumps from computers, it is mostly applied to smartphones. Although there exist some
forensics methods for iPhone’s, there are more for Android. This is due to the fact the
source code is widely available, and some examples have been discussed on [20], that
show that it is possible to piece together Apps GUIs and VCR. The work presented in
[22] proposes a framework capable of automatically recovering pieces of photographic
evidence produced by applications.

Our work will only focus on the content found in hard disks. However, as we stated
earlier, they may be encrypted [11]. There are several ways that the encryption may be
broken depending on the one used. However, in this work we do not undertake this
challenge and assume that the disk images provided to our system have no encrypted

content.

2.3 File system

A file system is a piece of software that manages how the information is stored and

retrieved. It is made of structures that make up the common content of a partition.

9
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A hard drive contains a partition, which houses a file system that contains the data.
There are some exception to this however, they are not relevant for this work (ie: swap
space)[23].

The advantage of separating the data into smaller pieces and identifying each piece
uniquely with a name is that it provides isolation and identity, each data block is a named
file. Since it manages these structures like a system, it is named "file system".

There exits thousands of file systems, in this work we will focus on the ones that a
forensic investigator are more likely to encounter, these are: NTFS (Section 2.3.1), HFS
Plus (Section 2.3.2), Ext3 (Section 2.3.3) , Ext4 (Section 2.3.4), and FUSE (Section 2.3.6).

A file system can be used in several types of media, such as hard drives, removable
thumb drives, optical media, and so on. The future trend for hard drive is to use Solid
State Drive (SSD). This saves energy and has faster response times. The drawback is that

they are more expensive.

2.3.1 New Technologies File System

The New Technologies File System (NTFS) was developed by Microsoft and is the default
file system in Windows, meaning this is the most common file system for forensics.

When developing NTFS, Microsoft designed it for reliability, security, and support
for large storage devices, currently in the terabyte’s zone. Scalability is provided using
generic data structures that wrap around data structures with specific content. This is
a scalable design because the internal structure will inevitably change during normal
usage[23]. To the best of our knowledge, Microsoft never published an on-disk layout
for NTFS, high-level description of components can be found, but low-level details are
sparse, the best we have available is documents of other research groups that describe
their perception of the on-disk structures [24].

The core concept behind NTEFS is that important data is allocated to files, including
the administrative data, typically hidden on other file systems. Therefore, NTES does not
have a specific layout. The entire system is considered a data area. Any sector can be
allocated to a file, an exception for this is the first sectors of the volume which contains
the boot sector and boot code. [23].

2.3.1.1 Master File Table

The Master File Table (MFT) holds the information about every files and directories, each
file or directory must have at least one entry in this table. Each entry is 1 KB in size,
the first 42 bytes have a reserved purpose and the remain are used for attributes. This

structure is illustrated on Figure 2.5.

10
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MFT Entry Unused
Header Attributes Space
T l %\ l

Figure 2.5: MFT entry [23]

This table is also a file and has a record to itself in the MFT which is named $MFT.
The MFT location is in the boot sector, which is found in the first sector of the file system.

This is illustrated on Figure 2.6.

Boot
Cluster 0 Sector

Y
i] SMFT - Clusters: 3234, 56-58

Cluster 32

Cluster 33

Cluster 34

Cluster 56

Cluster 57

Cluster 58

Figure 2.6: MFT Boot Sector [23]

2.3.1.2 Entry Addresses

The entries in the MFT are sequentially addressed using a 48bit value, and the first entry
corresponds to value 0. Microsoft calculates the maximum MFT address by dividing the
size of the $SMFT by the size of each entry.

There is also present a 16-bit sequence number that is incremented when the entry
is allocated, combining the entry and sequence number we obtain a 64-bit file reference

address as shown in Figure 2.7.

11
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MFT Entries
Seq File Reference Address
312 [...] 0x0040 & 0040 | 0000 0000 0138
313 [...] 0x0001 —{ 0001 | 0000 0000 0139
314 [...] 0x000a »| 000a | 0000 0000 013a
315 [...] 0x0003F—| 0003 | 0000 0000 013b
316 [...] 0x0003 » 0003 | 0000 0000 013c

Figure 2.7: Example of the MFT entry [23]

This makes it easier to determine when a file system is in a corrupt state. An example
of a scenario that can lead to this is a crash while data structures for a file are being
allocated. We can use this to recover deleted content, and if we find an unallocated data
structure with a file reference, we can determine if the MFT entry has been reallocated

since its creation [23].

2.3.1.3 File System Metadata

Since everything in the volume has to be a file, there must exist files somewhere in the
file system to store the system administrative data. These are called metadata files by
Microsoft.

The first 16 MFT entries are reserved for file system metadata files, the unused entries
contain only basic and generic information. These can be found in the root directory,

although they are typically hidden from common users.

2.3.2 Hierarchical File System Plus

The HFS Plus is the file system used by Apple computers running Mac OS.

Initially introduced in Mac OS 8.1 [25], it shares an architecture very similar to its
predecessor HFS Plus although naturally bringing several changes.

The more significant according to apple development portal [26] are summarized in

the following table:

Feature Hierarchical File System (HFS) HFS Plus Impact
User visible name Mac OS Standard Mac OS Extended None
Number of allocation blocks 16 bits worth 32 bits worth Decrease in space usage and files on large volumes
Long file names 31 characters 255 characters User benefit and improved cross-platform compatibility
File name encoding MacRoman Unicode Allows for international-friendly file names, including mixed script names
File/folder attributes Support for fixed size attributes ~ Allows for future meta-data extensions ~Future system can use metadata to improve Finder experience
catalog node size 512 bytes 4 KB Maintains efficiency in the face of the other changes
Maximum file size 231 bytes 293 bytes User benefit

Table 2.1: HFS Plus new features [26]

These features are available through the Operating system (OS) interface, since Mac
OS 9.0. The key advantages they bring are an efficient use of disk space, international-

friendly names, future support for named forks (see Section 2.3.2.3), and support for
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booting non-Mac OS.

2.3.2.1 Use of Disk Space

HFS divides the space on the volume in equal-sized pieces called allocation blocks. It
uses 16-bit fields to identify a particular allocation block [26].

The use of 32-bits values for the allocation of blocks allows for 232 (4,294,967,296)
allocations within a volume. This means that the file system allocates more blocks re-
sulting in a smaller allocation block size, which means less average wasted space. It also
allows the file system to support more files. These changes are particularly important in

volumes containing small files.

2.3.2.2 Core Concepts

HFS Plus can best be understood by discussing the core structures that manage and
organize the data on the volume. These are the volume header (Section 2.3.2.4), the
catalog file (Section 2.3.2.5), the attributes file (Section 2.3.2.6), the allocation file bitmap
(Section 2.3.2.7), and the startup file (Section 2.3.2.8).

In the following sections we describe these structures, since understanding them can

bring benefits to this work.

2.3.2.3 Fork (file system)

A Fork can have several meanings in computer science, when we refer to them in this
work, it is in the context of file systems. In a file system a fork is additional data associated
with an object within the file system itself. This enables the file system to have multiple
sets of data for the content. This is not a common feature. However HFS and HFS Plus
have native support for this[25, 26].

Originally it was designed to store non-compiled data that would help to render the
systems GUI. This revealed to be very useful and so other usages started to appear, such
as document processing, storing parts of a compiled resource separately, and so on. Since
HEFS Plus the file system can have an arbitrary number of forks (See Table 2.1).

2.3.2.4 Volume header

Every HES Plus volume contains a 1024 byte header at the start of the volume. It includes
information on the whole volume and the location of other structures. There is also a
copy of this table stored in the last 1024 bytes at the end of the volume. It is intended
exclusively for use when disk repair is needed. The first 1024 bytes and the last 512 MB
are reserved[26], making the allocating block 1536 bytes in total, the HFSPlusVolume

Header describes it, and a summary is presented in Table 2.2.
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Structure Name Description

Ulntl6 signature This field must be kHFSPlusSigWord ("H+’) or KHFSXSigWord ("HX’) for an HFSX volume

Ulnt16 version The options for the volume format are 4 for kHFSPlusVersion or 5 for kHFSX Version

Ulnt32 attributes This atribute are an enum of strucure that contains aditional information[27]

Ulnt32 lastMountedVersion A value that uniquely identifies the last mounted volume for writing

Ulnt32 journalInfoBlock The number of allocation blocks which containt the JournallnfoBlock for the current volume

Ulnt32 createDate The date and time the volume was created

Ulnt32 modifyDate The date and time the volume was was last modified

Ulnt32 backupDate The date and time the volume was last backup

Ulnt32 checkedDate The date and time when the volume was last checked for consistency

Ulnt32 fileCount The total number of files on the volume

Ulnt32 folderCount The total number of folders on the volume

Ulnt32 blockSize The allocation block size, in bytes

Ulnt32 totalBlocks The total number of allocation blocks on the disk

Ulnt32 freeBlocks The total number of unused allocation blocks on the disk

Ulnt32 nextAllocation Start of next allocation search. The nextAllocation field is used by Mac OS as a hint for where to start searching for free allocation blocks when allocating space for a file
Ulnt32 rsrcClumpSize The default clump size for resource forks, in bytes. This is a hint to the implementation as to the size by which a growing file should be extended.
Ulnt32 dataClumpSize The default clump size for data forks, in bytes. This is a hint to the implementation as to the size by which a growing file should be extended.
HFSCatalogNodelD  nextCatalogID The next unused catalog ID

Ulnt32 writeCount This field is incremented every time a volume is mounted. This allows an implementation to keep the volume mounted even when the media is ejected.
Ulnt64 encodingsBitmap This field keeps track of the text encodings used in the file and folder names on the volum

Ulnt32 finderInfo[8] This array of 32-bit items contains information used by the Mac OS Finder, and the system software boot process.

Table 2.2: HFS Plus Volume Header field and there meaning [26]

There are several key points to take away from the previous table, the first regarding
hidden files, is that we can detect their presence, chronology place the volume, and
determine if it is often, or rarely accessed. Additionally, metadata can be extracted from
the finderInfo array. This information can provide valuable insights, such as which files
the suspect frequently open, which operations are more frequent possibility flag them for

manual inspection in a later stage of the investigation.

2.3.2.5 Catalog file

HFS Plus uses a catalog file to store information about the hierarchy of the files and
folders on the volume. This catalog file uses a B-Tree based implementation.

A B-tree consists of a header node, index nodes, leaf nodes, and map nodes, the
location of the header node is obtained from the catalog file’s header node. From this
node, the operating system can search the tree for keys.

Every file or folder is assigned a unique catalog node ID know as CNID. Typically the
CNIDs are sequentially allocated, starting at kHFSFirstUserCatalogNodelID, more recent
implementation now allow for CNID values to wrap around enabling reuse, this is were
the kHFSCatalogNodelDsReusedBit is used to set nextCatalogID.

Since the catalog file extends a B-tree[28] file implementation it inherits the basic
structures and definitions, it only changes two things: the format of the key used for the

index and leaf nodes and the format of the leaf node data records.

2.3.2.6 Attributes file

The HFS Plus implementation reserves named forks for use in the future, an attribute file,
is also a B-tree[28]. An attribute file is a particular file present in the HFSPlusForkData
records the volume header, with no record in the catalog file, with variable length and
three data record types.

A volume can have no attributes files, if it’s extended attribute files contains zero

allocation blocks[26]. The leaf nodes of an attribute contain the attributes, they can
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be Fork data which are used for attributes with large data or extension attribute which
augments fork data attribute allowing the fork to have more than eight extents.

These records are known as recordType field, which describes the types of attributes
that are present in the data record, the values can be a Folder Record, File records, folder
thread record or file thread record. A thread record is used for linking a B-tree file to a
CNID.

2.3.2.7 Allocation file

The allocation file is used to track whether each allocation block in a volume is currently
allocated to a structure or not. The implementation is a bitmap. This bitmap contains
one bit for each allocation block present in the volume. In the advent of a bit being set,
the corresponding allocated blocks are being used somewhere in the file system structure.
The opposite means it’s available for allocation.

HEFS provides several advantages mainly a simplified design, making it extendable
and the possibility of being shrunk. The end result is an implementation that quickly
creates a disk image suitable for volumes of varying sizes.

A 32-bit number determines the size of allocation blocks, the size of the allocation file

can be up to 512 MB in size, HFS’s only supported 8 KB.

2.3.2.8 Startup file

The startup file is specifically designed to hold the information needed to boot a device
that does not have HFS Plus built-in ROM support. The boot loader can find this file
without knowing the volume status (B-trees, catalog file, and so on). Instead, the volume

header contains the location of the first eight extents of the startup file [26].

2.3.3 Ext3 Concepts and Analysis

The Ext3 file systems were widely used in many Linux distributions before being replaced
with its successor Ext4.

Ext3 added file system journaling, but the basic structure remains the same as in its
predecessor Ext2. Ext family of file systems are based on the UNIX File System know as
UFS. Ext removed many of the components of UFS because they were no longer needed,
which made the Ext file system easier to understand and be explained[23].

In Ext, there are two primary data structures responsible for storing data in the file
system, they are known as the superblock and the group descriptor. The superblock can
be located at the beginning of the file system and contains the size and configuration
information, it is similar to NTES (Section 2.3.1) and FAT32 (Section 2.3.5) file systems.

As previously stated, the file system can be divided into block groups, each of which
contains a group descriptor data structure that describes the layout of the group. These

group descriptors are located in a table called the descriptor table, located after the
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superblock. In the advent of the primary copies of the superblock being damaged more
copies can be found throughout the file system in pre-determined locations.

2.3.3.1 Superblock

The Ext superblock is located 1024 bytes from the starting point of the file system and
occupies 1024 bytes. In normal conditions most of these bytes are not used[23]. This
structure is only used for configuration values and contains no boot code. Typically the

first blocks of each group contains a copy of the superblock.

The information contained is quite simple, such as the block size, the total number of
blocks, the number of blocks per block group, the number of reserved blocks before the
first block group. In some instances, it also contains the total number of inodes per block
group, and some nonessential data such as the volume name, last write time, last mount

time, and the path in the file system where it was last mounted.

Some values can inform the operating system of the file system being clean or if some
consistency check needs to be executed. The superblock can also store the total number

of free inodes and blocks currently allocated.

To determine the file system layout, the first block size number is used, and the
number of blocks is employed to calculate the file system size. If the result is less than
the volume size, this means there could be hidden data, typically called volume slack.
The first block group is located in a reserved area. Figure 2.8 illustrates this structure and

also shows that the groups don’t necessarily need to have the same size.
Reserved

Area
\ Group 0 Group 1 Group 2 Group3 __ Group 4

e *~——o
First Data Blocks per
Block Group
L 2 ®

Total Number of Blocks

Figure 2.8: Layout of Ext [23]

In Linux, the volume label used in the superblock can identify the file system; an
example of this is in Unix where /dev/hda5 refers to its device name. Another way is
by using the volume label and the system configuration files. For example /etc/fstab in
Linux list the file system that should be mounted and possibly refer to the /dev/hda4
device as “LABEL=rootfs“ if the volume label is rootf[23].
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2.3.3.2 Block Group Descriptor Tables

The group descriptor table is what comes after the superblock. It contains a group de-
scriptor data structure for every block group. Backup of the table can exist in each block
group unless the sparse superblock feature is enabled. Additionally, the block groups
contain administrative data, such as superblocks, group descriptor tables, inode tables,
inode bitmaps, and block bitmaps[23]. A simplified layout of the block group is depicted
in Figure 2.9.

Backu rou
Superp %escp Block Inode Inode File

Block  Table Bitmap Bitmap Table Content

bbb b O INTT——

Figure 2.9: Layout of a sample block group [23]

The block bitmap manages the status of the allocation block for each group, and the
starting block address is present in the group descriptor. Its size in bytes can be obtained
by dividing the number of blocks in the group by eight[23]. Linux, when creating a file
system, defines the number of blocks per group as being equal to the number of bits in a
block. Thus, the bitmap will take precisely one bock.

The inode bitmap is responsible for keeping the state of the inodes in the group and its
starting block address. Its size in bytes is the division of the number of inodes per group
by eight. In practice, there are fewer inodes than blocks per group. The only exception
is if the user, when creating the file system, changes these values. The starting block
address for the inodes are in the group descriptor, its size is calculated by multiplying
the number of inodes per group by the size of each inode, which is 128 bytes[23].

The group descriptor contains the number of free blocks and inodes in the block group.

The superblock contains the total number of free blocks and inodes in all groups.

2.3.3.3 Boot Code

The boot code is not always present in every Ext file system. It only is valid if it contains
an OS Kernel. All other non-boot file systems don’t need this. In the cases where boot
code is present, it will occupy 1024 bytes before the superblock, this means that before
the first two sectors. The contents of the boot code are executed after it gains control from
the boot code in the Master Boot Record (MBR) present in sector 0.

Additionally, the Ext file system knows which blocks have been allocated to the kernel

and which are present in memory.
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Looking at current Linux systems, many of them don’t have boot code in the file
system allocation. Instead, there is a boot loader in the MBR, and it knows in which
blocks the kernel is located. Thus, the code in the MBR is enough to load the kernel.

2.3.4 Ext4

Ext4 is an enhancement on Ext3, currently it is the default file system for Linux distribu-
tions, this makes it an important subject for forensics investigator.

Since Ubuntu 9.10, Fedora 11, and OpenSuse 11.2, Ext4 is the primary volume file
system and boot partition as well. Its predecessor, named Ext3 was one of the most highly
used file systems in the Linux community as well. Still, Ext3 suffered several limitations
that Ext4 addressed, the main one being the ever-increasing size of storage devices[29].

Since 2002, the need for Ext4 has been evident [30] with multiple proposed exten-
sions for Ext3 to provide new features for maintenance and evolution. It is backward
compatible with Ext3.

A significant difference in regard to Ext3 is on the organization of group blocks, the
previous 128 MB block group limit resulted in a lower file system size, not ideal for mod-
ern drives [31]. This is a result of the fact that only a small number of group description
could be placed in the span of a single block group. The soluction proposed for this prob-
lem is the meta-block group feature [30], where a single descriptor block can describe a

group consisting of a series of blocks.

2.3.5 FAT Concepts and Analysis

The File Allocation Table (FAT) is probably one of the most simple file system present
in conventional operating systems. FAT has used on Microsoft DOS and Windows 9x
operating systems, but since then was replaced with NTFS (Section 2.3.1). It is supported
by all Windows and most Unix operating systems and from a digital forensics point of
view, it will be encountered by investigators for years to come. The reason for this is
frequently found in the compact flashcard. These can range from digital cameras to USB
thumb drives, which many times use this file system, which makes it an important file
system to discuss.

One of the main reasons we stated earlier that the FAT file system is simple is due to
its small number of data structures. However, this has made it necessary, over the years,
to modify those data structures, the objective of providing it new features.

There are two main data structures in FAT that address multiple purposes and belong
to various categories of the model. Every file and directory is allocated as a data structure,
called a directory entry. This contains file name, size, the starting address of the file
content, and other metadata. Files and directory content are kept in data units, which
are named clusters, they can be allocated to more than one cluster. The relation between

these data structures is shown in Figure 2.10
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Figure 2.10: Relationship of FAT structure [23]

There are three different versions of FAT: FAT12, FAT16, and FAT32. The significant
differences among these versions is the size of the entries in the FAT structure. The layout
of a FAT file system is comprised of three physical sections, which can be seen in Figure
2.11.

The Reserved area is the first section and includes data in the file system category.
Typically in FAT12 and FAT16, there is only one sector. It can be, however, altered in the
boot sector. The second section is the FAT area, and it houses the primary and backup
FAT structures. This structure is present immediately after the reserved area. The third
section is named the data area and stores the cluster that will be allocated for the file or

the directory.

Reserved FAT Data
Area Area Area

Figure 2.11: Physical layout of a FAT file system [23]

A FAT 32 file system boot sector contains additional information, that includes the
sector address of a backup copy of the boot sector and a major and minor version number.
FAT 32 also has a FSINFO data structure that contains information about the location of
the next available cluster and the total amount of free clusters [32]. This data is not guar-
anteed to be accurate and is only a guide for the operating system. The next subsection

will describe these aspects in more detail.

2.3.5.1 Essential Boot Sector Data

One of the first concepts that is relevant to understand the FAT file system is the location

of the three previously discussed layout areas.
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The data areas in FAT are organized into clusters and described in the boot sector.
There are slight differences in the data area from FAT12 and FAT16 to FAT32. In FAT12
and FAT16, the beginning of the data area is solely used for the root directory, whereas,
in FAT32, the root directory can be anywhere in the data area. However, it is rare for it
not to be in the beginning similar to previous versions of FAT. Dynamic size and location
of the root directory allows FAT32 to avoid bad sectors and enable the directory to grow
as large as needed. In FAT12/16, the directory has fixed sizes that come from the boot
sector. Figure 2.12 shows a detailed comparison of FAT12/16 and the FAT32 file system.
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Num of FATS * ] Sectors in
t Ent "
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FAT32
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Reserved FAT Direciory Data
Area Area 1 Area
Y
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Reserved ! s Sectors in
Seclors Num of FATS * Root Directory File System

Size of each FAT Starting Location

Figure 2.12: FAT file system layout [23]

2.3.5.2 Non-essential Boot Sector Data

In addition to the layout information, the boot sector contains non-essential values. These
non-essential values have these names because they are not needed for the file system to
work normally. The purpose of these values is for convenience and, in some cases, may
not even be correct. An example of such a value is a string called the OEM name. This
corresponds to the tool that was used to create the file system. However, it’s an optional
value. Windows 95, as an example, sets it to "MSWIN4.0", windows 98 to "MSWIN4.1",
Windows XP to "MSWIN5.0“ and so own. Linux is also capable of using FAT, it set this
value to "mkdosfs"[23].

FAT file systems have a 4-byte volume serial number that according to Microsoft
specifications, is generated at creation time using the current time, although the operating
system can decide any value it sees fit.

Additionally, there is an eight-character string, which can be "FAT12", "FAT16", "FAT32",
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or "FAT". Almost every toolset sets a value for this string currently, but it is not a require-
ment for it to be updated. The only accurate way of determining the file system type is
by calculation.

The last label is an eleven-character volume label string that can be specified by the

user on creating the file system. It is saved in the root directory of the file system.

2.3.5.3 Boot Code

The boot code for a FAT file system is intertwined in the system data. This is the complete
opposite of Unix file systems where it is completely isolated.

The first three bytes of the boot are jump instructions in assembly that make the CPU
jump the configuration data to the rest of the boot code.

Having boot code in a FAT file system does not guarantee however, that the drive is
bootable. In these cases, the code display a message to signal another disk is needed to
boot the system. The boot code is called from the instructions present in the MBR, and

this locates and loads the appropriate operating system file.

2.3.5.4 Content Category

The content category is where the data that comprises a file or directory is stored. Fat
names its data units as clusters. A cluster is a group of consecutive sectors. These must
be of the power of 2, such as 1, 2, 4, 8, 16, 32 or 64. According to Microsoft official
specification[33], the maximum cluster size is 32KB. Every cluster has an address, and
the address of the first cluster is 2. Meaning it’s impossible for a cluster address to be 0
or 1. Every cluster is located in the data area region of the file system, which is the last of
the three areas[23].

2.3.6 File system in Userspace

FUSE is the most widely used userspace file system implementation[34]. Although many
file systems were implemented using FUSE because of its simple API not many work
due to its internal components such as architecture, implementation, and also due to
performance issues[35].

FUSE consists of a part kernel and part user-level. The kernel part is implemented
in the Linux kernel module, that when loaded, registers a fuse file system. A fuse file
system behaves like a proxy for the user-level daemon.

A FUSE driver is registered with the path /dev/fuse block devices, and this device
is the interface between daemons and the kernel. Generally, the daemon reads FUSE
requests that arrive at /dev/fuse, processes them and afterward writes the response to
the same path.

A simplified and modular view of FUSE architecture is illustrated in Figure 2.13.
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Figure 2.13: FUSE high-level architecture [36]

When an operation occurs over a mounted FUSE file system, the VFS is responsible
for routing the transaction to the FUSE’s kernel driver. This driver then allocates a struc-
ture for the request and places it in the queue. The process that started the operation
is placed in a waiting state. Sometimes processing might require FUSE to reenter the
kernel, which can generate a lot of overhead, which in turn makes FUSE slow. Recent
work proposed a soluction to make a FUSE implementation work without crossing the
userspace [37]. Without this, previous implementations could also complete requests
without communicating with the user-level FUSE daemon, but they had to be present in

the kernel page cache.

2.3.7 Discussion

After presenting a brief overview of the various file system one thing is very clear, we
need a tool capable of abstracting the file system and presenting the files in a uniform
manner capable of being fed in a pipeline efficiently.

The only tool capable of providing such level of abstraction is Sleuth Kit (TSK) and
the Autopsy Forensic they are both Unix-based tools released in early 2001 [23].

The Sleuth Kit is a bundle of over 20 command-line tools that are organized into
groups[38]. Certain groups include volume tools, disk tools, file system tools, and search-
ing tools. Additionally, the file system tools, contains disk drive utilities, and drive
volume utilities, that are capable of organizing the data into categories. Each of the tools
can be broken into two parts, the first uniquely identifies its group, and the second iden-
tifies its function. An example is a file name category (starts with f) that lists (the ls)
another example would be istat which manipulates the metadata category (the i) that

displays statistics (the stat).

2.4 Machine Learning Techniques

In order to solve a problem on a computer, we need an algorithm. An algorithm is a simple

sequence of instructions that operates over some input and generates some output[39].
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Counterpointing this is the case were we can not create or do not have an algorithm to
perform some complex task. An example is distinguishing a spam email from a legitimate
one, because this requires answering the question: is something spam? and what should
be taken into account?

Machine Learning tries to solve a problem where we lack in depth knowledge nec-
essary to build a clear algorithm. Taking the example above we can quickly compile
hundreds of spamming emails and try to make the computer "learn"from that data.

The advantage nowadays is that computer hardware has the ability to store and pro-
cess large amounts of data.

Machine learning can be defined more formally has programming computers to op-
timize a performance criteria using example data or past experience[39]. This work will
use models that had parameters previously defined, and they were built by infering them
from training data or past experiences. The backbone of building mathematical models
is the theory of statistics because it makes inferences from samples. Machine learning

can be split into four basic kinds of problems, these are:

* Unsupervised learning
* Supervised learning
* Reinforcement learning

* Semi-supervised learning

Unsupervised learning, is useful for finding unknown patterns in data sets without
classifying previously, it can also go by the name of self-organization because of this. It
models probability densities of given inputs [40].

Supervised learning is a function that maps input to an output based on example,
input-output pairs[41]. Inferring a function from labeled training data from a set of
examples[42].

Reinforcement learning, sometimes abbreviated to RL, is related to how an agent
should take certain actions when placed in an environment in order to maximize some
notion of rewards[43].

Finally, Semi-supervised learning combines some of the approaches explained earlier.

It joins some labeled data with a large amount of unlabeled when the model is in training.

2.4.1 Not Safe For Work

NSFW or Not Safe For Work are images that contain nudity and pornographic material.
The detection of such material and the disciple of automatically identify corresponding
imagery is also referred to has NSFW[44].

In recent years the reach in the field of NSFW detection has increased, this is due to

governmental guidelines in some countries trying to limit the availability and distribution
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of such material. Also, companies denying access in their infrastructures to such materials
requires automatic mechanisms for classification.

Some earlier approaches were based on skin detection and human body part detection
using classifiers with hand-crafted feature[45, 46].

We found some implementations of this method using JavaScript and Python(nude.py).

Other techniques include using visual color words for detecting child pornography
[47]. This approach aimed to help forensic investigator identify illicit images from a large
image set.

However, looking at more recent methods, we see a trend in using Convolutional
neural network (CNN), which have the advantage of not requiring any feature before
training. CNN’s can have learning algorithms that are supervised, semi-supervised or
unsupervised (see Section 2.4).

The primary difficulty in NSFW is distinguishing between beach photos of people in
bikinis and trunks and real pornographic content. CNN overcame this by training using
large datasets which allow the algorithm to take away specific features of pornographic

content has if it was a human training.

2.4.2 Age Group Recognition

Age Group Recognition is the ability of an algorithm to classify faces into predefined age
groups with an acceptable accuracy[48]. It is not a simple process even for humans[49],
the Mean Absolute Error (MAE) of human age estimations from visual appearance is 4.7
year[50] .

Automatic age group classification can be made more accurate by using large databases
such as identification systems. Some other major fields that take advantage of age group
recognition are monitoring and bio-metrics [51], because of this they ensure younger
children have no access to prohibited internet pages, and when used in vending machines
can control the access to alcohol and tobacco for underage people[52].

The use of this technology is possible because of significant facial changes, such as
craniofacial growth and skin deformation[48]. The most common age groups are 0-3,
4-7, 8-13, 14-22, 23-35, 36-47, 48-59 and 60+. Looking at the age group distribution,
we observed that they are not evenly distributed this is because younger ages experience
greater changes [50].

The challenges faced in age group classification are low images, facial expressions,
and facial poses [53], additional factors like genetics, gender, and race also causes people
to age differently. External factors such as facial hair, glasses and cosmetic surgery may

hide the real age of a person [54], thus throwing off algorithms.

2.4.3 Discussion

Analyzing our architecture 2.4, it is apparent we away in the tool repository to identify

child pornography.
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Using a real child pornography dataset would provide a reliable and accurate result.
However, it would be illegal and immoral for several reasons. Thus we need a new way
to solve our problem.

Glancing at the problem, we need a way first to identify pornography material and
afterward separate a child from adult. The soluction for this is first to use an NTFW
algorithm and secondly age classification algorithms[44].

There are several NSFW detection algorithms, the most popular are based on CNN
architectures (see Section 2.4), they are Yahoo, Clarifai, nude.py and 12V [55-58]. Initial
approaches were based on skin detection and human body parts, and they used hand-
crafted features, an implementation of this algorithm is nude.py [45, 46].

Yahoo released an open-source NSFW detection API freely available on GitHub in
2016.

Clarifai is a paid commercial soluction from Clarifai Inc, who specializes in computer
vision, which relies on CNNs in age group identifying. Another free NSFW detection
is Illustration2Vec abbreviated to 12V, trained initially with Anime images [59]. It dis-
tinguishes from other NSFW soluction in identifying explicit pornographic actions and
specific body parts. For this, it is not a useful feature and will not be taken into account.
Additionally, it is normal for algorithms that focus on pure NSFW detection to achieve
much more precise results[44].

Each of them takes a threshold classifier. This was previously studied in [44]. They
took a dataset of 2,000 sample images and calculated the ROC curves for all five classi-
fiers, Yahoo, Clarifai, 12V, nude.py, and a coin toss. A ROC curve or receiver operating
characteristic is a technique used for selecting classifiers based on their performance [60].
It shows how well a model can distinguish between two things in the content safe for
work and not safe for work. The AUC value varies from 0.0 to 1.0. We want a soluction
with the highest AUC possible. The results of their work are summarized in Table 2.3
where tpr means true positive rate and fpr false positive rate. Thus the best algorithm
will have a high AUC, tpr and a low fpr.

Classifier AUC Threshold tpr fpr

Yahoo 0.975 0.384 0.928 0.076
Clarifai 0.963 0.682 0.922 0.121
2v 0.896 0.090 0.826 0.190
nude.py 0.518 - 0.594 0.558
Coin toss  0.500 - 0.500 0.500

Table 2.3: Results of NSFW proposed classifiers[44]

Considering the most adequate threshold for each algorithm, these parameters need to
be tested on a comprehensive dataset. Fortnightly [44] has already done this for us. They

had limited resources and could not manually inspect millions of images. Nonetheless,
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they validated their results by extrapolating the measured on a simulated dataset of
sufficient size. This is archived by generating a series of 100 sets, each comprising 1
million data points, each representing an image, in the 100 datasets 1000 images were
NSFW, and the remaining 999000 where SFW or in statistics 0.1%. The results are
demonstrated in Table 2.4, where r@k is the recall after k images are retrieved, Rankl1
refers to the first relevant image. For our particular work, its crucial to determine if there
is child pornography content of a given disk image or not. Ideally, independent of the

number of images present it that image.

Rearrangement strategy Rankl  r@100 r@1000 r@5000

random 1463.00 0.0000 0.0000 0.0050
binary (Yahoo) 144.39  0.0009 0.0071 0.0397
ranked (Yahoo) 8.74 0.0109 0.0977 0.3851
binary (Clarifai) 169.41  0.0006 0.0294 0.0283
ranked (Clarifai) 32.83 0.0031 0.0608 0.1386
binary (I2V) 324.65 0.0003 0.0030 0.0142
ranked (I2V) 41.79 0.0024 0.0234 0.0918

Table 2.4: Average performance over NSFW dataset

From these results, the Yahoo classifier is the better for our purpose, and we now
need an algorithm for age recognition. Luckily for us, some competitions that challenge
researcher to come up with solutions for this, one of theses examples is the ChalLearn

LAP 2015 challenge on apparent age estimation with more than 115 registered teams.

The winner explained their model with great details and made available for any in-
terested party to use [61]. They used CNNs with the VGG-16 architecture [62] and
pre-trained on ImageNet for image classification. However, ImageNet has a limited num-
ber of age annotations. To overcome this, they crawled 0.5 million images of celebrities
from IMDB and Wikipedia pages, at the time of writing this paper it is a public dataset
for age prediction to date[61].

Deep EXpectation (DEX) of apparent age, starts by detecting the face in the image,
and then proceed to extract the CNN predictions from an ensemble of 20 networks on
the cropped face[61]. DEX, can be divided into five stages: input image, face detection,
cropping the face , feature extraction, and finally prediction. Upon receiving the image,
DEX detects a face using the Mathias detector [63] in order to crop the image the face
needs to be aligned, the original image is rotated between -60° and 60° in five steps. The
image chosen for the next step is the one with the strongest detection score. Afterward,
the chosen picture is then fit in a 256x256 pixels square and analysed by the CNN. An

estimated age value is then outputted.

The CNN of DEX was optimized on the crawled dataset. Being well documented,

freely available, and proved in a contest, it is a perfect piece for our architecture.
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2.5 Search engine indexing

The reason to index a large quantity of data is for later optimizing the speed and perfor-
mance when finding relevant documents for a search query. Without the presence of one
beforehand, the program would have to look up every document. This might not be seen
like a problem if we have a low amount of documents to search, but issues start to arise
as the number of document increases. The difference in some cases could be from some
milliseconds to several hours.

Several techniques already exist, such as the Suffix tree, Inverted index, and N-gram

index. These are designed taking into account the following factors:

* Merge factors - When data is placed in the index, how are the words added to the

index, and is it possible to run operation asynchronously,

» Storage techniques - How is the index stored and is it possible for the data to be

compressed or even filtered,
* Index size - How much computer storage the index requires to operate,
* Lookup speed - How much times does it take to find a specific word,
* Maintenance - How costly it is to maintain the index over time,

* Fault tolerance - How resilient the index is to corruption, bad data and data loss.

2.5.1 Suffix tree

Since they were introduced in [64], suffix trees have been one of the most used methods of
choice for text indexing, because they are easy to implement and provide many important
features.

It can be described as a compressed tree built by all files suffixes using their keys and
positions in the text as their values.

They can be implemented in several ways that affect the performance. Table 2.5 shows

some of these possible implementations. In this, s is be the size of the alphabet.

Name Lookup Insertion Traversal
Unsorted arrays O(s) 6(1) 6(1)
Bitwise sibling trees O(logs) 0(1) 6(1)
Hash maps 6(1) 6(1) O(s)
Balanced search tree O(logs) O(logs) 6(1)
Sorted arrays O(logs) 0(s) 6(1)
Hash maps and sibling lits  6(1) 6(1) 6(1)

Table 2.5: Implementation of a Suffix tree
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2.5.2 Inverted index

An inverted index is similar to a database that stores the mapping from content to files.

Their primary focus is supporting fast searching and the main drawback of using
an inverted index is the additional processing that is required upon insertion of a new
document to the database[65].

The internal structure contains a postings list for every file present in the index. This
postings list contains for each file a unique document identifier know as docklIds, which
for increased retrieval speed are typically stored incrementally. These list can quickly be
accessed by consulting the lexicon, which is a dictionary that serves as a lookup table for
each term that exits in the list and points directly to it[66]. It’s prevalent among search
engines, and several architectures use it, such as ADABAS, DATACOM, and Model 204
[67-69].

2.5.3 N-gram index

N-Grams or n-word phrases use a tokenized index. The text is broken down word by
word when they encounter one of a list of specified characters, then an n-gram of each
word is emitted, this corresponds to the specified length.

The implementations are similar to a sliding window that moves over the word, this,

in turn, produces a continuous sequence of characters that are in a specified length[70].

2.5.4 Image indexing

The previously explained indexes focus heavily on text indexing. However, some of these
can also be applied to images. This is the case of inverted indexes, the idea behind it is to
add an additional field to store the image. In Elasticsearch, this is known as the field key
and is used for Binary datatype in the form of Base64 encoded string.

A Base64 schema is a group of encoders that convert binary to text using ASCII char-
acters, each digit represents 6 bits of data.

An additional field like the properties mapping can serve to store the location on
the image that the picture was extracted from and other metadata that we find relevant

during the development phase.

2.5.5 Discussion

We need software that is optimized for distributed document indexing. A viable soluction
is ElasticSearch. ElasticSearch is a document-oriented database that was build with speed
and performance in mind, it is specially designed to store, manage and straightforwardly
retrieve documents.

On storing documents, ElasticSearch converts it into JSON format making it queryable

and retrievable. Additionally its schema-less, means that we do not need to provide a
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prior scheme before using it, indexes are automatically generated and fine tuned for type
guessing and high precision. We can access them through its REST API.

Under the hood Elasticsearch is a collection of clusters, these are servers that save and
give federated indexing and search capabilities. Behind the implementation there is an
inverted index implementation (Section 2.5.2), this is also why it takes some time for a
file to become searchable.

Its REST API is very well documented, and examples are abundant on the internet,

this is an additional reason for why we chose it.
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CHAPTER

PLANNING

If I had eight hours to chop down
a tree, I'd spend the first six of
them sharpening my axe.

Abraham Lincoln

In this chapter, we present the main modules of the project that will be developed in
the upcoming months.

The work can be divided into 7 phases, the earliest functional prototype is planned
for phase four around April.

After the test phase, we have planned a real-world scenario in collaboration with a
local law enforcement agency. This will conclude the development cycle and lead to the

conclusion phase.

3.1 Overview

In this document, we describe the architecture of automated extraction tools for forensics
investigation that focuses heavily on child pornography content. However, our architec-
ture is extensible, and it can contain more tools in the tools repository, the work presented
in [2] takes the same approach. An example would be extraction from documents such
as PDF, Word, PowerPoint, and so on.

Our main objective is to build a proof of concept to demonstrate that global forensics
investigators can have access to new tools to speed up their work.

The system starts its analyses when a forensics investigator inputs a disk image, after
feeding it to the docker images the Sleuth kit looks for files both hidden and visible and
feeds them to the Feature Extraction Module.
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The Feature Extraction Module creates a pipeline and determines if the file is an image
or not. In case it is not an image, it is logged in the case data. In the advent that a picture
is present, the tool repository is invoked, and the Yahoo NSFW and DEX of apparent age
produce a combined score for the probability of the file containing child pornography.

The results are them stored by Elasticserach and made available throw an API. The
front-end will be made using React.

After compiling the information gathered from the previous chapters, we can see a

completed and detailed look of our planned solution in Figure 3.1.

Architecture

# Feature Extraction /—\
docker

Tool Repository '- Elasticsearch

File Index rI; g

Web Page

Yahoo NSFW

( |::> Deep EXpectation

Disk Image
(Sleuth Kit) React
@ Case Data
Tool invocation
Process

P —

Figure 3.1: Detailed Architecture

3.2 Main task

The main task is to deliver a solution capable of processing large disk images in a reason-
able time frame with acceptable accuracy.

It is not enough to identify suspicious files, the solution must also provide tags for the
investigator to search for and make them admissible in court.

Additionally, it must be simple to use and require little to no technical computer

background to run and maintain.

3.3 Design principles

Although our solution was never intended to be put in production in its current scale, we
still hope to provide help to local and global law enforcement agencies.

Additionally, our soluction will also provide access to the seized material via a cen-
tralized service that the investigation team can depend on and rely upon. They do not

need to know the back-end details of how we implemented it.
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3.4 Calendarization
The project can be divided into 7 phases, which are as follows:

* Phase 1 - Problem definition and objective
Clear definition of the problem in collaboration with the company as well as the
objectives and understatement of what the project can be.

* Phase 2 - Related Work-Study

Analyze the existing work, similar tools, and implementation for the different com-
ponents that will be used later. The goal of this is to understand what can be useful

to help speed up development for this new solution
Additionally, try to understand if a similar product exits, both commercial or free,
and if there are any limitations.

* Phase 3 - Functional and non-functional specification
Analyse system requirements that the final build will need to have and a guide for
the system architecture

* Phase 4 - Implementation
The development of a base solution was described in Phase 3 and, subsequently, the
components integration.

* Phase 5 - Testing

The various components will be tested and validated independently.

* Phase 6 - Real-world scenario application

Execution of the final version in a current case with real data.

* Phase 7 Conclusion and elaboration of a report.

Table 3.1 and in Figure 3.2 presents a summary of the planning.

Descripion of Activitys out nov dez jan fev abr mai jun jul ago set

Phase 1 - Problem definition and objective X X
Phase 2 - Related Work Study X X
Elaboration of the Dissertation Preparation report X X
Phase 3 - Functional and non-functional specification X

Phase 4 - Implementation X X X X
Phase 5 - Testing X X
Phase 6 - Real-world scenario application X X
Phase 7 - Conclusion and elaboration of a report X X

o< X

X
X
X

Table 3.1: Chronograph
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. Phase 2
Phase 4
Phase 7

Delivery of

Delivery of Dissertation Preparation report ) Dissertation
> Feb17 Sep 21
Oct Nov Dec 2020 Feb Mar Apr May Jun Jul Aug Sep
Figure 3.2: timeline of the upcoming months
3.5 Tools

Looking back at our architecture 2.4, there are three important pieces of software that
are needed. Firstly we need a software capable of abstracting the different file systems
and provide a common API, secondly a way to search through the documents and images
that were previously found. Finally, our solution needs to be packed and made available.
We chose respectively Sleuth Kit, Docker, Elasticsearch, and Docker as base technologies.

Sleuth Kit is an open-source library that contains a collection of utilities based on Unix
and Windows to help forensic investigators analyze disk images. The current versions
is 4.6.2 released on 9 of august of 2018 and supports NTFS, FAT/ExFAT, UFS 1/2, Ext2,
Ext4, HFS, ISO 9660, and YAFES?2 file systems. Its predecessor is The Coroner’s Toolkit
that worked exclusively for Unix systems.

Elasticsearch is a real-time search engine that performs distributed search and ana-
lytic, and it’s optimized for cloud computing environments. It is ideal for storing docu-
ments because it does not require an initial schema to be defined beforehand. Addition-
ally, it supports structured, unstructured, and time-series queries and can be interleaved
with other applications for data visualization such as Kibana. For this work, Elasticsearch
is ideal because of its features concerning searching large quantities of files in real-time,
other features, mainly data visualization, are not relevant. Thus, it will not be used.
Future works may find some usage for these features.

Docker is an open-source tool that combines many technologies that arose from oper-
ating system research such as LXC containers, virtualization, and hash-based or git-like
versioning [71]. A docker approach is similar to using a virtual machine. A key dif-
ference between using Docker and other virtual solutions relies on Docker sharing the
Linux kernel with its host machine. This forces the end-user to have a Linux system or
Linux-compatible software such as R, Python, Matlab, among others.

The advantage of sharing the Linux kernel is that it makes Docker more light-weight
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and capable of achieving greater performance. A simple way of exemplifying this is that
a common computer could barely run more than two virtual machines but, in contrast,
could easily run 100 containers[71]. In fact, this is the reason that made Docker so used
in the industry and extremely popular. For this work, its reproducibility and ease of us is
the reason we will rely on it.

The final deliverable of the thesis work will be a binary Docker image that contains

all the software discussed and already installed, configured and tested.

3.6 Evaluation method

Initially, the different component will be tested using benchmark placed inside the disk
images.

The YFCC100M-HNfc6 dataset[72] consists of visual features extracted from the Ya-
hoo Flickr Creative Commons 100 Million, created in 2014 by Yahoo it contains 99.2
million photos and 0.8 million videos that were uploaded to Flickr between 2004 and
2014 made public under a Creative Commons commercial or noncommercial license.
Each file has metadata associated and was created using the Caffe [73] framework.

In a later stage of development PDMFC will generate some base images that will
test the output of our architecture, these will be generated from clothing catalogs which
contain different age groups, gender, and races.

Finally, if the previous stage is successful, the program build will be sent to Portuguese
Judicial Police to be executed in a real-world scenario and elaborate an accuracy report

based on their findings.
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