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Abstract

Web applications performance is a key aspect nowadays. In order to be successful, and

productive, users expect to have a system highly responsive. Moreover, network-Intensive

web applications performance is sensitive to many factors.

Currently, companies are building their products using a well established web design

paradigm, known as Single-Page Applications. These applications introduce a whole new

set of challenges and reliably measuring the performance of these applications is not a

simple task. Both the application code and data are loaded asynchronously, thus making

the classic load time metrics unrepresentative.

It is important for developers to understand the effects that impact the performance

of this kind of applications. In this work, we address the problem of providing feedback

to developers regarding modifications performed on these applications. We will focus on

using metrics related with network time. We instantiate in two typical network-intensive

applications developed by Feedzai.

The goal of this thesis is to develop a framework and methodology to reliably measure

performance of single-page applications, describing the necessary infrastructure to track

the evolution of loading time metrics, detect regressions, and measure improvements

objectively.

Keywords: network-intensive, web applications, single-page web applications, web per-

formance
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Resumo

O desempenho das aplicações Web é um aspecto fundamental hoje em dia. Os utili-

zadores esperam ter um sistema altamente responsivo. O desempenho das aplicações de

uso intensivo da rede é sensível a muitos fatores.

Atualmente, as empresas estão a construir os seus produtos usando um paradigma

emergente de design para a internet, conhecido como aplicações de página-única. Estas

aplicações apresentam um novo conjunto de desafios e medir de forma confiável o de-

sempenho destas aplicações não é uma tarefa simples. Tanto o código da aplicação como

os dados são carregados de forma assíncrona, tornando as métricas de tempo de carga

clássicas não representativas.

Consequentemente, é importante para os programadores entenderem os efeitos que

afetam o desempenho destas aplicações. Neste trabalho, abordamos o problema de forne-

cer respostas aos programadores sobre modificações realizadas nestas aplicações. Vamo-

nos focar no uso de métricas relacionadas com o tempo na rede. Iremos contextualizar este

cenário em duas aplicações típicas de uso intensivo de rede desenvolvidas pela Feedzai.

O objetivo desta tese é desenvolver uma estrutura e metodologia para medir de forma

confiável o desempenho de aplicações de página-única, descrevendo a infra-estrutura

necessária para identificar a evolução de métricas de tempo de carregamento, detectar

regressões e medir melhorias objetivamente.

Palavras-chave: rede-intensiva, aplicações internet página-única, desempenho
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1
Introduction

Nowadays, everything is accessible through the web. We live in an online world and it

is important for companies to maintain their online presence. Web applications have

become an essential component for companies to develop their products, helping them

to target users and achieve business objectives faster. Consequently, companies want

to retain their customers and engage them with new strategies and technologies. Web

applications play an important role to meet customer expectations, enhance user interac-

tion and provide better engagement. Being able to access these applications from nearly

everywhere, it captures a larger audience faster and so, it creates the need for companies

to build their products as web applications.

In today’s world, a significant number of web applications deployed on cloud infras-

tructures are network-intensive. These applications tend to drive more traffic over the

network, with resources such as Cascading Style Sheets (CSS), JavaScript (JS) and Hyper

Text Markup Language (HTML) files. It is critical for applications to access data over

the network and to optimize overall performance. Due to web applications growing im-

portance, companies rely their products on these applications. Performance has to be

consistently measured and monitored, in order to avoid critical consequences and lost

customers.

As web development practices evolve, a modern web design paradigm is emerging,

known as Single Page Applications (SPAs). Nowadays, companies such as Facebook

and Twitter built their web applications using this new approach, because it can deliver

more dynamic content and richer user experiences. These applications are not usually

network-friendly since they heavily depend on JS, CSS, HTML, and AJAX requests but, in

comparison to traditional web applications, these applications are faster, since they can

redraw, asynchronously, the User Interface (UI) without requiring a full roundtrip to the

server in order to retrieve new content. By breaking the traditional web design approach,

1



CHAPTER 1. INTRODUCTION

these applications introduce a whole new set of challenges, when it comes to measure

performance.

In this work, we present a solution that aims to overcome these challenges. By provid-

ing network-related metrics and measure overall performance on SPAs, we intend to help

Feedzai and their developers, to assess their applications performance and the sources of

bottlenecks as to allow them to easily meet their business demands.

1.1 Single Page Applications

SPAs are web applications that run in a single static HTML page and whose content is

dynamically updated in response to user interactions. All the application code - HTML,

CSS, and JS - is retrieved within a single page load and other resources are loaded from

the server, asynchronously, via AJAX, and inserted (i.e, displayed) to the page as neces-

sary.[MD06]

SPAs design focus on providing a user experience of a native desktop application

within the browser environment can be achieved with the proper level of abstraction

thanks to advanced JS frameworks like AngularJS[Gooa], Ember.js[Emb], Backbone.js[Bac],

and ReactJS[Rea]. These frameworks are initially loaded by the browser when we first

visit a SPA, after the first page load.[EAS15] They are responsible for creating and man-

aging independent sections of the application, called views, asynchronously loaded from

the server. These views are not entire HTML pages, but portions of HTML that the user

sees and interacts with. [EAS15] They are dynamically attached to the Document Object

Model (DOM), usually inside a div container, as illustrated in Figure 4.1, or another doc-

ument area, via JS. As the user navigates and interacts with the page, the framework

smoothly swaps the content of one view for another view and, if necessary, communicates

with the server to get additional data to populate views. These transactions are done

asynchronously using AJAX and, as the prefered data format exchange, JavaScript Object

Notation (JSON). This design allows to have more responsive web applications which

contribute to their usability by end users.

This approach is fundamentally different from classical web applications. In the next

section, we present the differences between this two types of web applications. For now

it is suffice to say that, with classical web applications, a full-page reload can be highly

disruptive for the user interaction, resulting in the user losing context of his activity

and being unable to (temporarily) interact with the web application. In comparison,

SPAs are faster and usually provide a better User Experience (UX) since navigation on

the application does not require full page reloads, resulting in a much more fluid and

responsive experience without the user having to wait for several seconds for a full page

to re-render.

With this approach, the traditional browser’s design of history navigations is bro-

ken. In order to keep track of user’s location as they navigate, JS frameworks provide a

component called router, that controls and manages the browser’s navigation history.
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Figure 1.1: “Pages” of a SPA - Views, adapted from [EAS15]

Routers can solve this problem in two ways. The first one is via hashbang - a technique

that provides access to the actual Uniform Resource Locator (URL) of the browser, via

JS, and can change the browser URLs hash fragment identifier according to the current

state, without causing a full page reload.[MP13] This approach forced the creation of

navigation paths with the hash symbol (e.g, http://index.html/#contacts).

Further ahead, the HTML5 specification introduced the history.pushState() and his-
tory.replaceState() methods in the HTML5 History API, allowing routers to access browser’s

history and manipulating history entries, in a much cleaner way without relying on the

fragment identifier. With these solutions, users seem to be navigating through separate

pages in the application. This whole process of controlling the UI of a SPA is performed,

mostly, on the client side, in the browser, introducing to a new set of problems[MP13]

that will be further discussed in Section 1.2.

Currently, millions of users are using these applications every day, such as Facebook
and Gmail, as SPAs become a popular approach to a modern development practice for

responsive web applications.

1.2 Differences from Classical Web Applications

In this section, we will focus on the main differences between SPAs and classical web

applications. Since these two types of web applications have some differences, it is in-

teresting to explore this topic in order to understand why we need to take a different

approach when measuring the performance of SPAs in comparison to known methodolo-

gies and techniques for performance assessment in classical web pages.

In classical web applications, each page is defined in one single HTML file. Each time

a user enters a new URL on the browser location bar, a new request to the server is done in

order to get the next page. The server then responds by sending back an entire HTML file

causing (potentially containing processed data fetched from a database in the server side)
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CHAPTER 1. INTRODUCTION

the browser to redraw everything on the page at the same time he loads the necessary

resources and assets included on that page (e.g, CSS, JS files and images). This process

results in heavier payloads and constant page reloads.

In terms of UX, SPAs have definitely an advantage. These applications feel more fluid

and responsive since they run on a single page, dynamically updating the views that need

to change only as necessary, resulting in much lighter payloads as most resources are

loaded once throughout the lifespan of the application.

To better illustrate this, Figure 1.2 shows the lifecycles of this two types of web appli-

cations.

(a) Classical web applications lifecycle

(b) Single page applications lifecycle

Figure 1.2: Classical Lifecycle vs. SPA Lifecycle

Let’s assume the initial page on the browser is main.html. With classical web applica-

tions (Figure 1.2a), as the user interacts with the page, he clicks on a link that leads to the

contacts page. The browser will need to make a new request to the server in order to get

this new page content (1). The server then responds with the entire contacts.html file (2)

causing a full page reload in order to display the new content (3).

SPAs (Figure 1.2b) take a different approach. When a user clicks on a link that re-

quests the contacts page, the JS framework is responsible to route and display the new

contacts view. This content is usually much smaller than an actual view content for the

full contacts page would be. First, the framework requests the view content from the

server, asynchronously (1). Then, the server will respond with the contacts content (2), in

JSON format, and the new view is rendered dynamically without a page reload since the

client-side framework is running in the browser.
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1.3 Challenges in measuring the performance of SPAs

Measuring the performance of traditional applications is pretty straightforward with

the current performance monitoring solutions. These solutions allow for each new page

request, to track how long it takes new content to load and the time the browser took

to display the new page. Tracking page load times it’s accomplished, for example, by

listening to the onload 1 event, used to determine when a page finished loading.

With SPAs, all the application code and data are loaded asynchronously thus, making

this classic load time metrics unrepresentative of the user perception of the responsive-

ness of the page load. We can no longer fully rely on the currently available performance

monitoring solutions available in browsers that follow a more traditional, or multiple

pages design approach. Since all interactions are done on a single page, this leads to

a whole new set of challenges to measure performance. In this domain, it is important

to mention the work from SOASTA 2, a company that provides web performance opti-

mization solutions, and we now present the three major challenges, presented in their

article [Rum]:

• The onload event no longer matters. Each time a user enters a new URL on the

browser location bar, the browser starts to parse the HTML and, assuming the

cache is empty, it downloads all the components statically included on the page

requested (e.g, images, script files, CSS files, etc.). In the case of SPAs, the JS

framework code is also downloaded. When the browser completes downloading

these components, it will fire a window.onload event, that notifies the page finished

loading. The challenge here is that, on a SPA, the framework only starts to run in

the browser after this event, dynamically updating views as necessary, by fetching

new content asynchronously. Since SPA load times will be generally longer than the

traditional ones, measuring the page load performance until the triggering of the

onload event is not an optimal solution because it will not contain the load times of

the initial resources that are dynamically loaded.

• Soft navigations are not real navigations. At this point, we know that navigation

on SPAs is based on switching content of views, by changing the route dynamically

as the user interacts within a single page. This route changes, or “internal” naviga-

tions, are also called soft navigations. They can force the URL to change, without

causing a browser refresh as traditional link-based navigations. This is a prob-

lem since the current performance monitor solutions rely on traditional browser

navigation design, assuming that each browser navigation causes a page to load.

Unfortunately, there is no standard mechanism to track soft navigations event nor

the time required to fetch content while performing these navigations.

1https://developer.mozilla.org/en-US/docs/Web/API/GlobalEventHandlers/onload
2https://www.soasta.com/
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CHAPTER 1. INTRODUCTION

• The browser will no longer fire the onload event, again. Since the browser only

fires the onload event after a full page load, we can not track soft navigations. The

browser will no longer fire the onload event again since these navigations do not

cause a page to reload. Consequently, we can not track the load timings from

resources that have been fetched, asynchronously by the SPA framework, leaving

us without a notion of when these resources have finish download. The challenge

here will be to measure these times and to listen for changes after the onload event.

1.4 Problem statement

In this document, we describe a conceptual framework and methodology to reliably

measure performance of SPAs and the necessary infrastructure. This framework will

be developed at Feedzai’s Lisbon office, integrated in the Front End Engineering team.

This work aims to build a generic approach to track the evolution of loading time metrics,

detect regressions and measure improvements objectively, of both Pulse and Case Manager
products, but ideally being possible to generalize for other SPAs also.

We plan to build a framework that monitors and measures overall performance met-

rics in these applications and to build a data visualization tool that report results to

Feedzai, in order for developers easily identify bottlenecks on their applications.

1.5 Document structure

In this chapter, we explain the concept of network-intensive web applications, giving

focus on client-side applications or more specifically, single-page web applications. We

introduce the main concepts of these applications and made a comparison between SPAs

and traditional web applications, to introduce some of the challenges associated with

measuring the performance of SPAs.

Chapter 2 presents two network-intensive applications developed by Feedzai, Pulse
and Case Manager, which will be the main use cases for applying the solution to be

developed in the context of this thesis.

Chapter 3, covers the state-of-the-art of monitoring performance in client-side appli-

cations, current techniques that are already monitoring these applications and discusses

metrics that can be measured and their relevance.

Chapter 4 presents how we will tackle the problem, providing an overview of the

approaches we plan to employ. Furthermore, we present the main architecture and logic

of the framework proposed and the architecture of the framework and the high-level

schedule of the thesis work.
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2
Thesis context

The work to be conducted in this thesis elaboration will be integrated in an industrial

context, in the particular case, in the Feedzai company. We will be focusing on two use

cases provided by the company that will guide our work. For completeness, we now

briefly discuss a bit the background of the company and the two use case applications.

2.1 Feedzai overview

Feedzai is a data science and machine-learning company with the mission to make com-

merce safe for business customers. Founded in Portugal, Coimbra by Nuno Sebastião,

Pedro Bizarro, and Paulo Marques as the first start-up to be created as a result of Carnegie

Mellon University program to create new knowledge in the areas of ICT (Information

and Communications Technology) from Portugal through research and education. As a

global company, they support its customers from offices in Silicon Valley, London, New

York City, Lisbon, Porto, and Coimbra.

Their leading platform powered by Artificial Intelligence (AI) and big data can detect

fraud in real time in omnichannel commerce. Companies located across Europe, United

States, South America and Africa are currently using Feedzai’s anti-fraud solution to keep

commerce moving safely.

They have built an intelligent platform with foresight into next-generation fraud tech-

nology that provides real utility to data feeds that come from different sources. Instead

of using the current rules-based approach to fraud detection, their software solution com-

bines machine learning with behavioral analysis. By using real-time processing, machine-

based learning to analyze big data, they make possible to identify fraudulent payment

transactions and minimize risk in the financial industry. Banks, payment providers, and

retailers are using this technology in order to manage risks, in the way consumers behave

7
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when they make purchases related to banking or shopping, across physical and online

transactions.

Feedzai handles, per day, $1B in total payments volume, with fraud detection rates

varying between 80% and 90% and an associated very low rate of false positives.

In the next section, we will present the two main products that are responsible to

ensure detection and preventing fraud in real-time, developed by Feedzai. These products

will be the main use cases to apply in this thesis work.

2.2 Pulse

Pulse is a platform that integrates big data analytics and machine learning techniques in

order to detect and prevent fraud in real-time. It processes transactions, physical and

online purchases, cash withdrawals, and many more related events. Pulse automatically

analyzes imported datasets, creates field mappings and histograms in order to identify

patterns and provide additional insights into the data, allowing data scientists and engi-

neers to validate data schemas, clean data and analyze datasets quickly. Combining these

built-in data analysis tools, all of this is accessible in one ultimate unified toolset called

Data Science Design Studio, and in here data scientists can create projects, train machine

learning models, collaborate with teams together on projects, share insights and improve

outcomes.

The main end goal is to efficiently iterate and train machine learning models, evaluat-

ing visually and easily compare them. These models are continuously retrained with new

data as events are processed and alerts decided. A Rules Engine component adds an extra

layer of depth to machine learning models, as it allows data science teams to detect and

develop decision rules to optimize the performance of their projects.

All of this follows a flexible data architecture design, composed of different and iso-

lated components. Figure 2.1 illustrates an overview of Pulse and how its parts are fully

combined.

Pulse is a state-of-the-art and complex platform. It is designed to fully support tasks

for different user profiles and built around data science and machine learning concepts.

It supports a schema-agnostic architecture, making it easy to customize data schemas for

each business use case. Its architecture is composed of several different parts that com-

municate and support complex scenarios. The main core component is the Pulse Server.
This component has the responsibility of managing multiple applications, simultaneously,

and their respective metadata. In here lies a Jetty Hypertext Transfer Protocol (HTTP)

server responsible to deploy web applications and serve a Representational State Transfer

(REST) Application Programming Interface (API). Jersey and Jackson are the services that

handle data exchange, in JSON format. In the UI perspective, the main components are:

• Predictive Analytics & Dashboards - establish expected baseline behavior for per-

formance measurements in order to evaluate success based on historical data, how

8
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Figure 2.1: Pulse’s components overview

the system is evolving and its current state. Data visualization tools enable users to

create custom dashboards that provide real-time tracking business metrics.

• Case Management - This component was designed for analysts to have access to a

more user-friendly system where teams could act upon alerts that require manual

review. Thanks to data visualization techniques, analysts can visually evaluate

alerts, improving feedback and final decisions. The interface is named Case Manager
and, in the next section, we describe the application architecture and main concepts.

2.3 Case Manager

Case Manager aims to bring a state-of-the-art interface that help analysts to discover new

fraud patterns by search, navigate and correlate data in the system using an analytical

approach supported by rich visualization of data. This platform is targeted for fraud

analysts working in companies that manage risk internally, manually handle events that

fulfill companies criteria, performing actions on alerts, organize workloads of teams and

automatize processes regarding events. This product aims at high customization since

each client has his own data scheme, by reducing the effort of integration when delivering

solutions and support fully different scenarios.

It is integrated with Pulse, working together to confront actions and improve fraud-

detection by manually handling them. It is able to set up rules to decide which transac-

tions must need for human review. The information received and processed is then sent

back to Pulse, via HTTP, and notified through its REST API.

Figure 2.2 illustrates a general overview of the architecture and communication be-

tween the different components of Case Manager and how it works with Pulse. These

components are:

9
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• Load Balancer - improves the distribution of workloads and connects browsers to

Case Manager instances.

• RabbitMQ - messaging platform used by Pulse to support communication between

machines and processes across datacenters.

• Pulse - sends events to Case Manager and receives feedback.

• RDBMS - data is stored in a relational database.

Figure 2.2: Communication between Case Manager’s components

From a front-end architectural perspective, many libraries and tools are used in Case
Manager. React and Redux is the framework used to build the UI, and tools such as

bundler Webpack and npm as the JS package manager.

Case Manager’s application entry point is a JS file - index.js, responsible for initializing

the redux store and render the root react App component in the DOM. This component

initializes the application (e.g, fetch the UI configuration) and when everything is loaded,

it renders the Router component. This component is responsible to render a react compo-

nent based on the current application path.

The MainContainer component represents the general structure of a page. It contains

common sections (i.e, header and sidebar) and also contains dynamic subsections. The

content of these subsections changes accordingly to the current application path and are

defined in separate components.

Together, these components play an important role to make Case Manager working in

sync along with some other components that are necessary for each application page (e.g,

login page, details page, and so on).

10
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2.4 Summary

This chapter described the underlying concepts and architecture for both Pulse and Case
Manager. We first described Pulse, a platform powered by AI that transforms multiple data

streams and fraud insights, creating risk profiles looking towards better fraud prevention

and improved customer experience. Then, we described Case Manager, a human-readable

semantic layer to the underlying machine logic, with rich data visualization for analysts

better discover new fraud patterns.
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3
State of the art

This chapter presents an overview of the state-of-the-art methodologies and techniques

used to measure performance in SPAs. In Section 3.1, we first describe the architecture

of web applications in order to understand how their different components interact and

the overall structure of these applications. In section 3.2, we present some frameworks

that help building SPAs. Section 3.3 introduce some current tools that monitor and

measure performance of web applications in general, but also for SPAs. We also present

the challenges of measuring performance in these applications and what are the most

relevant metrics to consider. Lastly, Section 3.4, presents a short discussion about how

these techniques and solutions relate but do not completely solve the problem we are

trying to address.

3.1 Web Applications architecture

Web applications are distributed applications, generally using the web browser as its

client. These client-server applications go beyond the two-layered client-server paradigm,

using a multi-tier architecture, where each tier represents an application layer. Usually, a

standard three-tier architecture is used for web applications:

3.2 SPAs frameworks

Currently, a wide collection of frameworks adopted the principles of SPAs. Frameworks

such as AngularJS[Gooa], Ember.js[Emb], and ReactJS[Rea] are available as open-source

projects that simplify the task of design and build well-architected SPAs. We know that

these applications heavily depend on JS, resulting in more interactive interfaces on the
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client-side. It is essential to have a clean and well structured code, allowing SPAs devel-

opers to focus more on improving efficiency, code quality and maintainability.

These frameworks are all implemented in JS. This high-level programming language

is usually used to make web pages more interactive and, with SPAs frameworks, allows

web browsers to dynamically transfer data to the web server and retrieve content dynami-

cally without a full page reload. By helping to build more secure and efficient SPAs faster,

JS frameworks are used by developers to build their applications. Also, a combination

of frameworks with libraries (e.g, React[Rea] and Redux[Red]) can help building more

complex web applications. This strategy is usually adopt by companies such as Feedzai,
to build their products.

When it comes down to performance, these JS frameworks cause extra overhead.

When we first visit a SPA, the framework’s code is initially loaded by the web browser

and will be responsible not only to build views, but also to download the necessary

resources, asynchronously, resulting in slower first page loads. Hence, it is essential to

address the impact of this overhead when it comes to measure performance on SPAs.

In summary, this section presented the frameworks that are currently used by devel-

opers and companies to build their SPAs, in order to understand how these applications

are built. The next section presents an overview of the measurements and techniques we

can use to monitor and measure performance in today’s wide range of web applications.

3.3 Performance measurements

3.3.1 Performance measurements for web applications

When it comes down to measure performance in web applications, there are alot of tools,

each one with their utility and functionality. Generally, these tools aim to measure and

benchmark performance metrics. Metrics such as the total number of requests and bytes

transferred over the network and response time. This last, is the time it takes for a request

to be processed (e.g, in the server) and a response is returned and, thus making probably

the most important metric in web performance. We now present some of the widely used

tools and techniques that helps developers and companies to easily identify bottlenecks

in their applications.

3.3.1.1 Apache JMeter

Apache JMeter[Apa] load testing tool is considered to be a web performance testing tool. It

is a Java application and it is designed to measure performance in web applications. It is

designed to load tests and functional behavior. This tool can test the performance of static

resources but also web dynamic languages such as ASP.NET[Asp]. It can simulate heavy

loads, individual servers or networks. It also provides a graphical interface, with rich

data visualization and analysis plugins enabling faster debugging and test plan creation.
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3.3.1.2 WebLOAD

WebLOAD[Web] is a load and web performance testing tool built for web application that

enables load testing using technologies such as AJAX and HTML5. This tool can generate

load from on-premises machines, but also from the clout. Some of the features include

DOM-based recording and playback, HTTP functionality and load methods. Based on JS,

this tool can supports large-scale testing in complex user load conditions. It is ease to use,

by generating clear analysis of a web application’s performance and functionality.

3.3.1.3 LoadUI

In comparison to the previous tools, this web performance testing tool is probably the

most interactive and flexible one, allowing to create and update tests while a web applica-

tion is tested. LoadUI[Loa] offers advanced report and analysis features, to easily examine

the actual performance. In comparison to previous tools, a great advantage is that we do

not need to constantly restart the tool as the application changes.

Nowadays, a wide range of these type of web performance testing tools are available

for free, as open-source projects, making it available to developers and companies that

want to measure their web applications performance. As web development evolve, new

modern practices such as SPAs, are introducing to a whole new set of challenges when it

comes down to measure their performance. This web applications break the traditional

web design approach and consequently, this current performance monitoring solutions

can not be apply when it comes to measure performance. In the next section, we present

the state-of-the-art performance measurements in these web applications.

3.3.2 SPAs performance measurements

With SPAs, we can not fully rely on the current web applications performance monitoring

solutions based on traditional techniques, since the design approach is fundamentally

different from classical web applications. This section presents and discuss briefly, some

tools and techniques used to monitor and measure SPA overall performance. Before

we dive into how performance is measured in these web applications, we introduce the

metrics that can be measured and explaining some measurement challenges.

Metrics such as SPA framework load time, first page load and time to interactive1 are

essential when it comes down to measure performance of SPAs and, by using the current

performance monitoring solutions, we can not be accurately measure them.

For example, the window.onload event, is trigger when all static resources finish load-

ing, thus not waiting for asynchronous activity that is happening behind the scenes, by

the SPA framework (i.e, loading necessary resources for views). Figure 3.1 illustrates a

waterfall overview of these resources load times and Figure 3.2 represents a first page

1Time when the layout is visually stable and capable of handle user input
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load timeline, on a SPA built with AngularJS[Gooa]. In this case, the browser fires the

onload event at 1.2 seconds but the application is only visually complete in 1.9 seconds.

In this work, we intend to use these load times metrics as our main performance

measurements for SPAs.

Figure 3.1: Waterfall overview from resources in a SPA

Figure 3.2: First page load filmstrip of a SPA

3.3.2.1 Google Analytics

Google Analytics[Goob] is a service provided by Google that can track and report all kind

of website traffic. It works by simply adding a snippet of JS code - analytics.js - to every
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page of the website. For each page the user visits, the code collects data and reports to

Google’s data collection servers. This snippet collects data such as the total time a user

spends on a website, the time a user spends on a page, geographic location and among

other relevant information.

This implementation works well for classical web applications since the snippet runs

every single time the users load a new page. With SPAs, the site just loads once - the first

page load - and other subsequent content is dynamically brought into the page without

a full page load. Consequently, the snippet code runs only once and thus, is not able to

track the different views over which the user navigates, therefore providing imprecise

information.

In order to overcome this issue, the code of this tracker needs to be updated. For SPAs,

when content is dynamically loaded, the URL address bar updates and the tracker needs

to update the data about this new content. A limitation of this solution is that it requires

the developer to manually write code in order to capture the information that should be

tracked during the user interaction with the page.

To solve this, we can integrate a JS library named autotrack[Aut], combining with the

analytics.js snippet. It provides tracking for interactions that we care about without the

constant effort of manually update the analytics.js tracking code. This library includes a

plugin called urlChangeTracker[Url] that detects changes to the URL, via the History API,

and updates the tracker by sending additional page views, automatically.

Thus, with this solution, we allow SPAs to be tracked, by adapting the original ana-
lytics.js tracking code. However, the urlChangerTracker plugin does not support tracking

hash changes, which means that will not work properly for all SPAs and, if we aim to

build a generalized tool to work properly for all SPAs, this solution does not seem total

ideal for our goal.

3.3.2.2 New Relic Browser

New Relic is a company that provides software analytics and application performance

monitoring as a service. One of their products is New Relic Browser[Rel] that provides

full visibility into web applications lifecycles and supports monitoring for SPAs, indepen-

dently of the framework used to build the application.

This service also provides more detailed information about all the activity that pro-

duces events, such as AJAX requests, synchronous and asynchronous JS operations, among

others. To achieve this, it uses a JS snippet responsible for collecting data and monitoring

interactions that can potentially lead to a page load or route changes. If these interactions

lead to a route change, the interaction is saved along with additional information about

the activity that lead to that event.

In comparison to autotrack[Aut], this solution is framework-agnostic, which means

that it is compatible with most of SPA frameworks and, thanks to a browser monitoring

UI (illustrated in Figure 3.3), more detailed information can be easily displayed to clients,
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helping them to analyze pitfalls of their applications. This solution is not suitable for our

solution, because we aim to build a tool that must run on premise, without relying the

contact for external services.

Figure 3.3: New Relic Browser’s UI

3.3.2.3 Boomerang

Boomerang[Boo] is a JS library that measures the performance of page loads and interac-

tions of a website from the end user’s point of view. It was created by Philip Tellis, from

Yahoo[Yah], and today it is an open-source project maintained by developers from com-

panies such as SOASTA[Soa]. SOASTA’s product, mPulse, is a performance monitoring

solution that loads Boomerang[Boo] in order to monitor and measure web applications

performance.

It was first designed for classical web applications, but with the constant increase in

popularity of SPAs in modern applications, this library was updated in order to support

these applications. Currently, Boomerang[Boo] supports several frameworks and is able to

track all SPA navigations. To achieve this, it will start by listen for several events from the

SPA framework (e.g, $routeChangeStart in AngularJS) and, between the start and end of

route changes, it will start monitoring for changes in the DOM (by listening to any Muta-

tionObserver2 events), tracking any downloads of CSS, JS, images and XMLHttpRequests.

If some changes occur, Boomerang automatically assumes that they were relevant to the

route change event, considering a navigation to be complete when these new resources

have been fetched.

According to Boomerang[Boo] documentation, it supports SPA frameworks such as

AngularJS[Gooa], Ember.js[Emb] and Backbone.js[Bac] by enabling the right plugin.

2https://developer.mozilla.org/en-US/docs/Web/API/MutationObserver
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In the purpose of this thesis, these frameworks do not apply for our main use cases (e.g,

Case Manager built with ReactJS[Rea]) and thus, some extra configuration is necessary

in order to work. This solution is a case to further study and to probably apply, to our

solution.

3.4 Discussion

In this chapter, we introduce the architecture of web applications, in order to briefly

understand how these applications are designed. Then, we introduce the concept of SPA

frameworks to fully understand how these applications are built. We also present some

tools and techniques that are currently measuring performance in both traditional web

applications and SPAs. We can now understand that measuring performance in SPAs is

not straightforward with current performance monitoring solutions.

The next chapter introduces a conceptual framework and methodology to reliable

measure performance in SPAs.
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Approach

In this section, we present the main architecture and logic of the framework proposed,

along with the task schedule and requirements to build and validate the given solution.

First, Section 4.1 presents how we will tackle the problem, providing an overview of the

conceptual framework and methodology. Section 4.2, presents the list of requirements

proposed by Feedzai, for the given solution.

4.1 Framework proposed

This work aims to build a generic approach to track the evolution of loading time metrics,

detect regressions and measure improvements objectively, of both Pulse and Case Manager
products developed by Feedzai, but ideally being possible to generalize for other SPAs

also.

We plan to build a framework that monitors and measures overall SPA performance

metrics combining with a data visualization tool. The framework will work as a Command-

Line Interface (CLI) that provides load time metrics, as JSON the output format, reporting

these results back to Feedzai. The data visualization tool will parse the different outputs

and manage to build a more user-friendly interface, with the goal for developers analyse

the metrics results, and to easily identify bottlenecks on their applications. This tool

will implement data visualization techniques, converting JSON format outputs such as

statistics, graphics and timelines.

4.2 Framework requirements

The following requirements were proposed by Feedzai:
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Figure 4.1: Architecture for the solution proposed

• Must run on premise. That is, the tool should be able to run on Feedzai machines

without contacting external services (cloud services obviously fall on this category)

• Must be able to integrate with Feedzai’s continuous integration infrastructure.

This entails being a self contained application with an output in a parseable format.

• Must be generic enough to be used in different SPAs. Notability in the two SPAs

developed at Feedzai, but ideally also in others.

• Must produce replicable results. Being a performance measuring tool it is very

important that variables are reduced to a minimum and we have replicable results.

Ideally the application should be able produce replicable results even in different

machines.

• Must measure simple and relevant metrics. The measured metrics should be easy

to explain to external stakeholders and should have a big impact on the user experi-

ence.

• Must be well documented, simple to operate and maintain. All the configurations

must be documented, it must be able to operate without human intervention and

mustn’t require a lot of maintenance.

• Should execute in an efficient way. The application should not consume “large”

amounts of resources.
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