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ABSTRACT

In recent times, wireless ad hoc networks have been becoming increasingly relevant due
to their suitability for Internet-of-Things (IoT) applications. These networks are com-
prised of a set of devices that communicate directly with each other through the wireless
medium, without relying on any pre-existing infrastructure. In deployments scattered
across a wide area, the devices are unable to reach all other devices directly, and thus,
they must cooperate by retransmitting messages on behalf of other devices, to enable
network-wide communications. In this sense, practical abstractions that distributively
coordinate the communications between the network’s participants — Communication
Primitives — are fundamental pieces to devise distributed applications and services for
these networks. Throughout the literature, Neighbor Discovery, Broadcast, and Routing
emerge as key abstractions/services to support these primitives.

Although numerous instances and improvements of these three services have been
proposed over the years, no single solution can be considered the most suitable in all sce-
narios due to these networks being highly dynamic, having a heterogeneous nature, and
being affected by environmental conditions (e.g., noise in the wireless medium). Hence,
it is essential to identify how the different proposed solutions relate to each other to bet-
ter compare, combine, or dynamically select their distinct strategies in different settings.
However, unveiling the relations between them is quite challenging due to their highly
heterogeneous specifications and assumptions. This observation motivated us to devise,
for each service, a generic conceptual framework that abstracts its solutions’” common
elements while offering parameters to capture the behavior of particular instances (i.e.,
proposed solutions). In addition, to address the lack of systematic experimental eval-
uation of these services on real networks, we conducted an experimental evaluation of
some representative solutions on a wireless ad hoc network formed by commodity devices,
leveraging prototypes of our frameworks. The results revealed new interesting insights
that had not been previously studied in the context of communication primitives for these

networks.

Keywords: Wireless Ad Hoc Network, Broadcast, Routing, Neighbor Discovery, Frame-

work, IoT
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REsuMoO

Nos ultimos tempos, as redes ad hoc sem-fios tém vindo a tornar-se cada vez mais rele-
vantes devido a sua aptidao para aplicagoes na Internet das Coisas (IoT). Estas redes sao
compostas por um conjunto de dispositivos que comunicam diretamente entre si através
do meio sem-fios, sem recorrer a nenhuma infraestrutura pré-existente. Em implantagoes
espalhadas ao longo de uma ampla area, os dispositivos sao incapazes de alcangar dire-
tamente todos os outros e, por conseguinte, tém de cooperar retransmitindo mensagens
em nome de outros dispositivos, afim de possibilitar comunicag¢des por toda a rede. Neste
sentido, abstragoes praticas que distributivamente coordenem as comunicagdes entre os
participantes da rede — Primitivas de Comunicagio — sao pegas fundamentais para conce-
ber aplicagoes e servicos distribuidos para estas redes. Ao longo da literatura, Descoberta
de Vizinhos, Difusdo e Encaminhamento emergem como as abstragdes/servigos chave para
suportar estas primitivas.

Embora intmeras instancias e melhorias destes trés servicos tenham sido propostas
ao longo dos anos, nenhuma solucao singular pode ser considerada a mais adequada em
todos os cenarios devido a estas redes serem extremamente dinamicas, terem um natu-
reza heterogena e serem afetadas por condi¢oes ambientais (e.g., ruido no meio sem-fios).
Deste modo, é essencial identificar como as diferentes solucdes se relacionam entre si para
melhor comparar, combinar ou selecionar dinamicamente as suas estratégias distintas em
diferentes contextos. Porém, revelar as rela¢des entre si é deveras desafiante devido a
sua grande diversidade de especificacoes e pressupostos. Esta observacao motivou-nos
a desenvolver, para cada servigo, uma framework genérica que abstrai os elementos co-
muns das suas solugoes enquanto oferece parametros para capturar o comportamento de
instancias particulares (i.e., solu¢des propostas). Adicionalmente, de forma a enderecar
a falta de avaliacao experimental sistematica destes servicos em redes reais, realizamos
uma avaliacao experimental de algumas solu¢oes representativas numa rede ad hoc sem-
fios formada por dispositivos comuns, recorrendo a protdtipos das nossas frameworks. Os
resultados revelaram novas informagoes interessantes que nao foram estudadas anterior-

mente no contexto de primitivas de comunicagao para estas redes.

Palavras-chave: Redes Ad Hoc Sem-fios, Difusao, Encaminhamento, Descoberta de Vizi-

nhos, Framework, IoT
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CHAPTER

INTRODUCTION

Over the years, we have been witnessing the emergence of the Internet-of-Things (IoT):
ubiquitous networks of interconnected everyday objects (e.g., vehicles, buildings, house-
hold appliances, wearables) embedded with the ability to perform computations and
exchange data with other devices[1, 2]. IoT devices have become notably widespread
across a multitude of use cases, being predicted that this growth will tend to rise even
further in the near future [3]. Within these use cases, a vast amount of IoT applications
depends on Cloud services and its deployments often rely on conventional wireless net-
works [4]. This architecture, however, is unsuitable for several IoT scenarios due to the
following inherent limitations.

On the one hand, conventional wireless networks, leveraging on technologies such
as the well-known WiFi[5] and 3G/4G/5G [6-8], are centralized and heavily rely on
a pre-existing (wired) infrastructure (i.e., network backbone), containing one or more
devices that coordinate the access and forward the traffic within the network. While this
structure provides some benefits, namely being fairly reliable and providing high-speed
and high-bandwidth transmissions, it also inhibits the flexibility of the networks since
it constrains the mobility of the network’s participants to areas covered by the static
backbone infrastructure, and it hinders the network deployment and relocation.

On the other hand, Cloud Computing [9] is becoming a bottleneck on the performance
of many IoT applications due to the ever-increasing amounts of data produced and con-
sumed by IoT devices [3], which are rendering the Cloud unable to collect, process, and
reply in useful time [10]. This hindrance sparks the need to mitigate network congestion
and decrease latency. In addition, there is also the intent to reduce applications’ costs by
reducing Cloud resources’ usage [10], and to escape from the Cloud’s unsatisfactory data
privacy protection [9-11].

The demand to offload computations from the Cloud motivates a paradigm shift

1



CHAPTER 1. INTRODUCTION

towards Edge Computing[11, 12], which exploits the computational capabilities of pe-
ripheral network devices that are located near end-users. However, since any device
outside a Cloud’s data center has the potential to contribute to Edge Computing, this
paradigm has a broad spectrum of materializations [11, 13, 14]. In this sense, wireless
ad hoc networks, emerge as a more flexible and robust platform than conventional wireless
networks for materializing Edge Computing in the context of IoT. These networks are
suitable candidate for deployment in situations with inadequate, inexistent, unavailable,
or debilitated network infrastructures[1, 2, 15, 16], such as: areas affected by natural
disasters; remote area exploration; environmental monitoring; traffic management; au-
tonomous and smart vehicles; smart cities and homes; health care applications; military
applications; and Personal Area Networks. In this regard, IoT has been inducing the
contemporary reemergence of wireless ad hoc networks due to their eligibility to address

the limitations of current IoT deployments.

1.1 Problem Statement

On wireless ad hoc networks, the devices, also called nodes, are typically scattered
through a wide area, being unable to directly reach all the others with their transmissions
— forming a multi-hop network. Consequently, the nodes must cooperate, by retransmit-
ting messages on behalf of other nodes, so that they reach their intended destination(s).

When devising distributed applications and services [1, 2, 15] tailored to these net-
works, it is necessary to coordinate the node’s cooperation in a distributed fashion. Nev-
ertheless, that process can be quite challenging, and thus it becomes crucial to conceive
practical abstractions that encapsulate the coordination of the communications between
the network’s participants — Communication Primitives.

Among the several communication primitives found throughout the literature of wire-
less ad hoc networks [15, 17-20], Broadcast and Unicast emerge as the most relevant. On
the one hand, broadcast consists of disseminating a message throughout the network to
deliver it to all the nodes [21]. On the other hand, unicast consists of sending a message
towards a single destination. To enable this primitive, the nodes may need to rely on
a Routing service which dynamically selects a sequence of nodes to forward messages
towards the intended destinations [22]. Moreover, at the heart of numerous instances of
broadcast and routing services, there often lies another crucial service: Neighbor Discovery.
Neighbor discovery consists of detecting and evaluating the (wireless) links that a node
can establish with other nearby nodes with whom it can directly communicate, i.e., its
neighbors [23]. As such, Neighbor Discovery, Broadcast, and Routing emerge as the most
key abstractions/services to support communication primitives for these networks.

Although the literature on neighbor discovery, broadcast, and routing is quite ex-
tensive, with numerous solutions and improvements proposed over the years —that
explore or combine different techniques, due to the highly dynamic and heterogeneous

nature of these networks (e.g., dynamic topology, movement patterns, communication

2
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patterns) —no single solution can be considered as the most adequate in all scenarios.
For this reason, it becomes essential to identify how the different solutions relate among
each other to better compare, combine, or dynamically select their distinct strategies, in
an effort to devise better solutions for the different key services for wireless ad hoc net-
works. However, unveiling the relations among them is quite challenging due to their
highly heterogeneous specifications and assumptions, which hinders the ability to reason
about their similarities and trade-offs. Although some attempts were already made in
the past [24-30], they focus only on particular situations and do not address the overall

problem completely.

Furthermore, the vast majority of solutions have only been evaluated resorting to sim-
ulations [31-35], since they provide an accessible, inexpensive, and controlled evaluation
environment. Nonetheless, even the most detailed simulations are unable to capture the
particular characteristics of real wireless ad hoc environments [36, 37], usually employing
inaccurate models, not considering hardware limitations of wireless interfaces, or ignor-
ing external sources of interference in the wireless medium. Although real testbeds have
been employed in the past to evaluate some solutions [38-44], they generally either have
static grid topologies with equidistant nodes and without external interference, which is
highly unrealistic to occur in real ad hoc networks; or they are limited to a few nodes (less

than 10), which are not enough to drive significant conclusions.

In light of the aforementioned challenges, the objectives of this thesis are two-fold. On
the one hand, we intend to tackle the problem of relating the different solutions proposed
for neighbor discovery, broadcast, and routing among themselves, and, on the other hand,
we intend to address the lack of systematic experimental evaluation of their solutions on

real ad hoc networks.

1.2 Contributions

To tackle the previous problems, we developed, for each key service, a conceptual frame-
work that abstracts its common elements while offering a set of parameters that capture
the behavior of particular instances. As such, these frameworks allow to better compare
the distinct strategies and mechanisms of each solution. In addition, these conceptual
frameworks can be materialized (i.e., implemented) to further simplify the development,
implementation, and experimental evaluation of different instances of the three services

for wireless ad hoc networks.

To address the lack of systematic experimental evaluation of these services on real
networks, we conducted an experimental evaluation of some representative solutions
on a wireless ad hoc network formed by commodity devices', leveraging prototypes of

our frameworks. This experimental evaluation focused only on practical solutions, i.e.,

'a commodity device is a device that is relatively inexpensive and widely available.



CHAPTER 1. INTRODUCTION

solutions that can be implemented in commodity hardware since they do not require spe-
cialized hardware functionalities, such as: reporting the signal strength of each received
message; Global Navigation Satellite Systems (GNSS) (e.g., GPS [45] or Galileo [46]); ve-
locity and battery information; and transmission power selection. Despite that, our frame-
works are still able to specify those solutions if such functionalities are available.

The three frameworks were designed to cooperate with each other in a cross-layer ar-
chitecture due to the dependencies among them. In addtion, we intend these frameworks

to operate at the application level [17], to:

* Allow each application or protocol to leverage specific tailored communication

protocols for their particular needs.

* Avoid modifying the network stack of the devices, which is challenging and not

always possible in commodity devices.

* Enable modifying and/or process messages (in-network-processing) before their re-
transmission to, for instance, append additional information (piggybacking), filter
messages or data, aggregate information, or to monitor the data being transmitted,

which most times are application-dependent tasks.

Security concerns related to the communication primitives are out of the scope of
this thesis. For simplicity reasons, we assume that each node has only a single wireless
interface, though extending the frameworks and implemented algorithms to support
multiple interfaces per device is possible. We further assume that each node in the
network is uniquely idendified by a unique number, which in practice can correspond to
IP addresses, MAC addresses, Router-IDs, etc.

The proposed contributions of this thesis are the following:

* Provide three conceptual application-level frameworks for specifying the three
essencial services to support communication primitives: one for neighbor discovery

solutions, another for broadcast solutions, and the last for routing solutions.

* Provide a set of implementations, leveraging prototypes of the previous frameworks,

of some of representative solutions of each service in the literature.

* Set forth an experimental comparison of the implemented solutions on a real wire-

less ad hoc network, formed by commodity devices.
The work reported in this dissertation originated the following publications:

* Generalizing Wireless Ad Hoc Routing for Future Edge Applications (To Appear)
André Rosa, Pedro Akos Costa, and Joao Leitao
18th EAI International Conference on Mobile and Ubiquitous Systems: Computing,
Networking and Services (MobiQuitous 2021)
Beppu, Japan, Nov. 2021



1.3. DISSERTATION STRUCTURE

1.3

Dissertation Structure

The remainder of this dissertation is organized as follows:

1.4

Chapter 2 provides an overview of the relevant literature. It starts with the related
work on wireless ad hoc networks, discussing various types of these networks as well
as the challenges inherent to the wireless medium. Then, it follows with a review of
the most relevant neighbor discovery, broadcast, and routing solutions for wireless

ad hoc networks, that have been presented in the literature.

Chapter 3 presents the proposed conceptual frameworks, discussing its architecture
and operation as well as providing examples of how to parametrize each one of these

frameworks to specify representative solutions found on the literature.

Chapter 4 details the methodology and discusses the results of the conducted exper-
imental evaluation of the implemented solutions on a real ad hoc network, formed

by commodity devices.

Chapter 5 concludes this dissertation with some final remarks.

Research Context

The work developed on this thesis was conducted within the european project “LightKone
— Lightweight Computation for Networks at the Edge” (Ref. 732505) and partially sup-
ported by FC&T through NOVA LINCS (grant UIDB/04516/2020) and NG-STORAGE
(PTDC/CCIINF/32038/2017).

A portion of the work presented here was previously published and presented at
SRDS [47].



CHAPTER

RELATED WORK

Wireless ad hoc networks have already been heavily explored throughout the years, with
a vast plethora of research dedicated to tackling their several challenges. This chapter
comprises a literature review on the most relevant research related to the services to
support communication primitives for these networks. As such, we start by presenting
the characteristics and challenges of wireless networks (§2.1), followed by a review of the
neighbor discovery (§2.2), broadcast (§2.3), and routing (§2.4) services, discussing their

objectives and challenges, along with highlighting some distinguished solutions.

2.1 Wireless Networks

A wireless network is a communication abstraction comprised of a set of interconnected
computational devices, called nodes, that communicate by exchanging messages through
the wireless medium. These messages are transmitted over another abstraction called
(wireless) links, that enable two or more nodes of the network to communicate directly
without being physically connected.

Each node is uniquely identified within each network by a number (i.e., its ID), which
can be, for instance, an IP address or a MAC address. The nodes can be classified as hosts,
which are the destinations and sources of traffic, or routers, which forward traffic between
the hosts. In turn, the links can be classified as either bidiretional (or symmetric) or unidi-
rectional (or asymmetric) depending if messages can be, or not, sucessfully transmitted in
both directions, respectivly.

According to their structure, wireless networks can be classified as either infrastructure-
based, which we named conventional wireless networks, or infrastructure-less, called wire-
less ad hoc networks. Conventional wireless networks are centralized and supported by a

wired infrastructure formed by interconnected routers, creating a wired backbone. This
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2.1. WIRELESS NETWORKS

organization attempts to preserve the advantages of wired networks, such as fairly reli-
able, high-speed, and high-bandwidth links, while offering flexibility to network hosts.
However, this organization is not entirely flexible since it limits the hosts’ mobility to
only static areas covered by the routers and requires a pre-existing infrastructure which
hinders the network deployment and relocation. On the other hand, we have wireless
ad hoc networks, which, due to them being the focus of this thesis, we will delve into a

detailed analysis next.

2.1.1 Wireless Ad hoc Networks

In wireless ad hoc networks, the devices communicate directly with each other without
requiring any a priori infrastructure. As such, these networks are able to emerge as they
are needed, i.e., they are formed in an ad hoc fashion.

Since the nodes are typically unable to directly reach all the others, they must co-
operate by retransmitting messages on behalf of other nodes, for them to reach their
intended destinations. In this regard, the nodes usually take the role of hosts and routers
simultaneously.

The nodes are free to join or leave the network at will, at any given time, causing
the network to varying in size over time. The nodes may also present multiple mobility
patterns or no mobility at all. By virtue of these characteristics, the topology of wireless
ad hoc networks is extremely dynamic, typically unstructured, and highly heterogeneous.
Although this renders wireless ad hoc networks highly challenging to leverage, it also
grants them high flexibility. Due to this remarkable flexibility, wireless ad hoc networks
are highly versatile, being well-suited in multiple scenarios, which led to the emergence
of different specialized types, which we delve into next.

2.1.1.1 Wireless Ad hoc Network Types

There are several types of wireless ad hoc networks that, despite having common charac-
teristics, have enough particularities for specialized solutions to exist for each type. These
types are not mutually exclusive, being possible to have hybrid networks. We highlight
the following types:

Wireless Mesh Networks (WMNs) In WMNs [48], the routers form a network back-
bone to forward the hosts’ traffic, resembling conventional wireless networks. However,
unlike them, in WMN:Ss, the backbone itself is a wireless ad hoc network, although hybrid
settings with wireless and wired links can exist. In WSNs, the routers have little or no
mobility and the hosts are mobile and usually resource-constrained. In addition, the
hosts often rely on routers to communicate with other nodes, albeit sometimes they can
also contribute to routing messages. Nowadays, WMNs are becoming extremely relevant
to wirelessly extend existing network infrastructure. Inter-Planetary Networks (IPNs) [49]
are a sub-type of WMNs adapted for the outer space.

7



CHAPTER 2. RELATED WORK

Wireless Sensor Networks (WSNs) In WSNs[17, 50, 51], the nodes are usually resource-
constrained and present little mobility. The nodes are also equiped with sensors to mea-
sure and collect information from the physical environment, e.g., temperature, air quality,
and humidity, which is then usually aggregated into a single node, called the sink node.
In general, minimizing the energy consumption to preserve the nodes’ batteries is the
main objective on these networks. UnderWater Networks (UWNs) [52] are a sub-type of
WSNs tailored to operate underwater. Since electromagnetic waves are heavily attenu-
ated in water, UWNs leverage acoustic waves to carry information incurring much higher

propagation time.

Mobile Ad Hoc Networks (MANETs) In MANETs[15] the nodes are highly mobile,
causing their topology to be extremely dynamic. Vehicular Ad Hoc Networks (VANETs) [53]
are a sub-type of MANETSs specialized on inter-vehicle communications. In VANETs, the
mobility is much higher than in MANETSs, and the nodes have specific movement patterns.
Flying Ad Hoc Networks (FANETs)[16] are a sub-type of VANETs formed by UAVs'. In
FANETs, mobility is much higher than in VANETs, and the node density is usually much
lower. Delay/Disruption Tolerant Networks (DTNs)” [54] are another sub-type of MANET
that experiences frequent network partitions. As such, full end-to-end routes are often
impossible to determine, and thus nodes have to carry messages to forward them upon

encountering other nodes.

Cognitive Radio Ad Hoc Networks (CRAHNs) In CRAHNs[55], the nodes leverage
unoccupied licensed bands of the electromagnetic spectrum to avoid interference in con-
gested unlicensed bands. As such, these networks require specialized hardware that is

able to access licensed frequencies.

The taxonomy of these networks is summarized in Figure 2.1.

Wireless Ad Hoc Networks

-
WMNs WSNs MANETs  CRAHNs
\\I/_/-\ L-\ 7 : : N -
IPNs UWNs VANETs DTNs
N— N— \_I,/—/\ N—

FANETs
N—

Figure 2.1: Taxonomy of wireless ad hoc networks.

L UAV stands for Unmanned Air Vehicle, commonly known as “drones”.
2 also known as Intermittently Connected Networks (ICNs)

8



2.1. WIRELESS NETWORKS

2.1.2 The Wireless Medium

The wireless medium is anything through which information can be transmitted without
relying on wires [6]. Typically, the wireless medium refers to radio waves; however, other
parts of the electromagnetic spectrum [56, 57] and even acoustic waves [52] can be used.
Information is encoded into these waves, forming signals. However, these spectrums are
shared among everything (i.e., devices and objects). Thus, in the case of omnidirectional
antennas, where transmissions are simultaneously propagated in all directions, whenever
a transmission occurs, every device in the sender’s vicinities may receive it, i.e., wireless
communications have a broadcast nature. This phenomenon is commonly referred to as
one-hop broadcast [58], which can be leveraged to abstract one-hop unicast (or point-to-
point) and one-hop multicast links by having nodes to which messages are not destined
ignoring them. However, due to this broadcast nature, wireless communications face

many challenges, that need to be addressed to enable successful communications.

2.1.2.1 Challenges

Fading Fading corresponds to waves losing energy. The lower the energy, the more
difficult it is to distinguishing between signals and noise, eventually being impossible
to retrieve any information. The intensity of this energy is called the Received Signal
Strength Indicator (RSSI)[6, 15] and its proportion over the intensity of background
noise is called Signal-to-Noise Ratio (SNR) [6]. There are several types of fading caused
by multiple factors [6], such as the distance to the transmission source (Path-Loss Fading),
waves’ attenuation and blockage by objects (Shadow Fading), the relative movement of the
sender and receivers during transmissions (Doppler Fading), and wave’s frequencies. The
maximum distance at which signals from a given node are correctly received is called its
transmission range. However, these ranges are usually not uniform and may fluctuate over

time [6] due to all sources of fading and interference.

Interference Whenever waves overlap with each other, even if partially, the carried
signals might get corrupted impossibilitating their retrieval [6]. This phenomenon is
called interference and directly detecting it in the wireless medium is impossible since
nodes cannot transmit and listen (on the same frequency) simultaneously, as their signals’
intensity dominates all the others. Interference results from, e.g., nearby objects emitting
waves (e.g., microwave ovens) or causing the reflection, scattering, and refraction of waves
that causes signals to be propagated by multiple paths that interfere with each other [6].
A particular case of interference, called collisions, occurs when multiple nodes transmit
simultaneously [6]. The Hidden Terminal Problem® [6, 59] is a particular situation that
arises when multiple nodes, that are not within the range of each other yet are within
range of a receiver, transmit simultaneously causing a collision at the receiver. To exemplify

it, suppose we have three nodes A, B, and C, with B being within the transmission ranges

3 “terminal” is another name used for network hosts.
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of A and C yet they do not reach each other, as illustrated in Figure 2.2. When A and C
transmit simultaneously they cause a collision, resulting in B not receiving any signal. In

this case, A is hidden to C and vice-versa, since they are not aware of each other.

Figure 2.2: The Hidden Terminal Problem.

Contention To mitigate collisions, the nodes need to compete for the isolated usage of
the wireless medium, resulting in some nodes postponing or even cancelling their trans-
missions — Contention [6] —and is enforced by Medium Access Control protocols (later
discussed in §2.1.2.2). The Exposed Terminal Problem [59, 60] is a particular situation that
leads to unnecessary contention and arises when nodes that would not cause collisions at
the receiver contend. To exemplify it, suppose we have four nodes A, B, C, and D and that
A and D are within B’s and C’s transmission ranges, as illustrated in Figure 2.3. When
B is transmitting to A, if C intends to transmit to D it must wait eventough both A and
D could simultaneously receive. There is a collision; however, only within the overlap of

the senders’ transmission ranges (collision at the sender). In this case, C is exposed to B.

Figure 2.3: The Exposed Terminal Problem.

Gray Zones The Gray Zone Problem [61, 62] consists of the existence of zones located
at the fringe of transmission ranges where some transmissions are successfully received
while others are not (illustrated in Figure 2.4). This phenomenon causes unstable links
and can happen, for instance, due to different data-rates (which have different frequen-
cies) being used in each transmission (e.g., it happens in WiFi with one-hop broadcasts

and unicasts [63]); different message sizes; or fading and interference.
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Figure 2.4: The Gray Zone Problem.

Network Partitions Interference and mobility may lead to the fragmentation of the
network into several isolated zones called partitions. In these situations, nodes belonging
to one partition are unable to communicate with nodes belonging to other partitions.

These partitions can be temporary, lasting a few seconds, or long-lived.

Network Congestion Whenever nodes produce or receive more traffic than they can
handle, they become congested [64] and start dropping messages. As such, congestion
results in contention, message losses, increased latency, and low throughput, effectively
impairing communications. Excessive contention or too many retransmissions to over-

come collisions may lead to congestion that causes more contention and message losses.

2.1.2.2 Medium Access Control (MAC) Protocols

These protocols regulate the usage of the wireless medium [6, 65-67] by coordinating
contention and overcoming losses with retransmissions. At this level, the data units
exchanged between the nodes are called frames, which may contain messages or control
information for the MAC protocol. We highlight the following MAC protocols:

Time-Division Multiplex Access (TDMA) TDMA [66-70]is a family of protocols that
reserve, for each node, a time-slot where it is allowed to transmit. This scheduling usually
guarantees that concurrent transmissions do not collide and it can be static or dynamic.
When nodes transmit frequently, TDMA avoids collisions while fairly dividing the access
to the medium. However, when only a fraction of nodes often transmits, it incurs needless
delays, i.e., it suffers from the exposed terminal problem. Unfortunatly, TDMA requires

the nodes to be synchronized [6, 67] and computing optimal time-slots is highly complex.

ALOHA In ALOHA [6] the nodes immediately transmit and wait for an acknowledg-
ment (ACK) from the receiver. If no ACK is received, the sender attempts again after
some random period. Unfortunatly, when nodes often transmit, ALOHA causes many col-
lisions. As a result, several enhancements [6, 71, 72] were proposed to increase ALOHA’s
robustness, which usually combine ALOHA with some variant of TDMA. In addition,
ALOHA is only employed for unicast transmissions.

11
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Carrier-Sense Multiple Access with Collision Avoidance (CSMA/CA) In Carrier-Sense
Multiple Access (CSMA) [6] each sender senses the medium before transmitting to avoid
collisions. If there is an ongoing transmission, the sender waits a random period before
attempting again, executing ALOHA otherwise. This strategy only avoids collisions at
the sender, thus suffering from the hidden and exposed terminal problems. To tackle
the former, CSMA/CA [6, 73, 74] extends CSMA with virtual sensing the medium, by
exchanging two control frames. First, the sender transmits a Request-to-Send (RTS) to
the receiver, which replies with a Clear-to-Send (CTS). If the sender receives the CTS,
it transmits the message, attempting again after a random period otherwise. Any other
node that receives an RTS or CTS defers its transmissions, thereby mitigating the hid-
den terminal problem. However, virtual sensing does not avoid this problem entirely
since faded signals that can no longer be recovered can still cause interference. This
occurence leads to some nodes not receiving the CTS, yet their transmissions colliding
at the receiver nonetheless [74]. Furthermore, virtual sensing further amplifies the ex-
posed terminal problem since all the nodes that receive a CTS abstain from transmitting,
even if no unfavorable collision would occur. CSMA/CA is only employed in unicast

transmissions.

Multiple Access with Collision Avoidance (MACA) MACA [60] is a protocol derived
from CSMA/CA that attempts to mitigate exposed terminal problem by removing the
physical sensing of the medium, only reling on virtual sensing since only collisions at the
receiver prevent receptions. MACA further enhances the RTS/CTS exchange by: waiting
only a short period after receiving an RTS, enough for the sender to receive the CTS; allow
nodes to transmit despite receiving an RTS if they do not receive a CTS (further tackling
the exposed terminal problem); include in the RTS and CTS the size of the message to
be transmitted to enable the nodes to determine how long the medium is occupied; and

bypass the RTS/CTS exchange whenever messages have similar sizes to those frames.

Broadcast Medium Window (BMW) BMW [75] complements CSMA/CA by address-
ing the hidden terminal problem in one-hop broadcasts. It requires every node to be
aware of all the receivers, i.e., all other nodes with whom they have a bidirectional link
(discussed in §2.2). First, a unique sequence number (SEQ) is assigned to each broad-
cast message waiting for transmission. Next, the sender selects a single receiver, using
a Round Robin policy, with whom it executes CSMA/CA. However, the RTS is enriched
with the SEQs of the messages waiting to be acknowledged by all receivers, and the CTS is
enriched with the SEQ of the message the receiver is waiting for. The sender transmits the
message whose SEQ is included in the CTS and waits for the ACK. All the other receivers
may also receive the message; however, they do not respond with an ACK. The verification
of reception by an unselected receiver is done in subsequent (broadcast) transmissions to

that receiver when it is selected.
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Frequency-Hopping Spread Spectrum (FHSS) FHSS[6] is a technique® to mitigate
interference by continuously changing (“hopping”) the frequency of the waves in a pseu-
dorandom pattern. To achieve this, it requires the nodes to pre-establish the sequence of

frequencies to use and be synchronized to switch frequencies simultaneously.

2.1.2.3 Wireless Technologies

There are multiple technologies that enable the creation of wireless ad hoc networks [1,
2, 6, 76]. Each of them presents distinct features, such as the frequency of waves, trans-
mission ranges, available data-rates, and MAC protocol. The most common technologies

are:

Wireless Fidelity (WiFi) WiFi[5, 6, 77] is the common name given to the IEEE 802.11
family of wireless standards. It typically operates at the 2.4 GHz and 5 GHz unlicensed
frequency bands of the electromagnetic spectrum. The MAC protocol employed in WiFi
results from a combination of CSMA/CA and MACA (§2.1.2.2). This family of standards
has several amendments, providing different data-rates (raging from 1 Mbps to 1 Gbps),
being WiFi considered a medium-range with relatively high-data-rate technology. WiFi is
most well-known for creating conventional wireless networks; however, it also supports
an ad hoc and mesh modes [78]. The mesh mode is distinguished from the ad hoc mode

by directly supporting routing at the MAC level.

Bluetooth Bluetooth [79, 80]is a wireless technology designed with energy efficiency in
mind. It specifies multiple classes, each with different transmission ranges (up to 200 m)
and data-rates (from 125 kb/s to 2Mb/s), being considered a low-range and low-data-rate
technology. Bluetooth operates at the 2.4 GHz unlicensed frequency band and employs a
variant of FHSS (§2.1.2.2). It supports a master/slave and, more recently, multi-hop mesh

topologies with a practically unlimited number of nodes.

IEEE 802.15.4 The IEEE 802.15.4[81] standard targets low-power and low-data-rate
(from 20 kbps to 250 kbps) devices, usually found in WSNs. It also operates at the
2.4 GHz unlicensed frequency band and employs CSMA/CA as MAC protocol, with an
optional combination with TDMA. This standard serves as the basis for several other
technologies; in particular, we highlight ZigBee [82] and 6LoWPAN [83]. ZigBee adds
network functionalities, such as routing, being each network composed of three types
of devices: the coordinator, routers, and end-devices. The coordinator forms and man-
ages the network, routers forward messages between nodes, and end-devices produce
data. 6LoWPAN specifies how to apply IPv6 over low-power networks based on the IEEE
802.15.4 standard to enable using standard Internet Protocols on these networks, unlike

ZigBee. As such, it does not specify particular routing protocols to use.

4Since it is used to avoid interference, we are considering it along with MAC protocols. However,
according to the OSI model, FHSS is part of the PHY layer instead of the MAC layer.
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2.1.3 Discussion

In this section, we discussed the characteristics of wireless networks, in general, and
of wireless ad hoc networks, in particular. We revied wireless ad hoc network types,
the characteristics and challenges of the wireless medium, MAC protocols, and wireless
technologies. Since in this thesis we intended to study communication primitives for
wireless ad hoc networks formed by commodity devices that may present some mobility,

we must select the most suitable network type and wireless technology.

All the discussed wireless ad hoc network types are intended for specific use cases.
WSNs are comprised of resource-constrained (and often specialized) devices, limiting the
strategies of communication protocols and thus are not suitable. Considering that we are
not concerned with the network operating as a wireless backbone to other devices, WMNs
are also not adequate. Since leveraging licensed bands requires specialized hardware, not
available in commodity devices, CRAHNSs are also not suitable. Finally, since we are not
concerned with constant mobility, MANETSs are not eligible as well. In this regard, we
chose to focus on generic wireless ad hoc networks since they abstract from the other types’
specific characteristics, thereby enabling devising more general solutions. Nonetheless,

our solutions can be transposed and adapted to any other network types.

Considering the wireless technology, the majority of commodity devices is equipped
with Bluetooth and WiFi antennas. ZigBee and 6LoWPAN are usually only present in
specific hardware designed for WSNs. Among Bluetooth and WiFi, we chose to imple-
ment our frameworks for the latter since it is more appropriate to support distributed
applications for commodity devices due to its higher data-rates. Nonetheless, our frame-
works can be implemented over any wireless technology, in theory, to support specific use
cases. We will resort to WiFi’s ad hoc mode, instead of the mesh mode, to enable designing

customizable and flexible neighbor discovery, broadcast, and routing solutions.

As previously stated, the WiFi’'s MAC protocol is a variant of CSMA/CA combined
with MACA. However, it does not provide any hidden terminal prevention mechanism for
one-hop broadcasts, which is heavily leveraged in (network-wide) broadcast, and suffers
from the exposed terminal problem. Although, in theory, we could replace CSMA/CA
with other protocols, this is usually not feasible in commodity devices since it involves
modifying the communication stack (part of the Operating System) or firmware of wire-
less interfaces [84]. Furthermore, even though MAC protocols try to mitigate the wireless
medium’s challenges, they are not enough to ensure that communications are reliable.
Therefore, the unreliability of communications through the wireless medium must be
addressed by communication protocols for wireless ad hoc networks. In particular, these
protocols must employ mechanisms to mitigate collisions and contention and identify uni-
directional and unstable links. For those reasons, communication primitives might bene-
fit from incorporating or adapting some techniques of MAC protocols, such as: backoff-
periods to desynchronize transmissions, ACKs in intermediate transmissions, BMW'’s
collision avoidance for one-hop broadcasts, or TDMA’s transmission slots.
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2.2 Neighbor Discovery

As previously stated, communication primitives coordinate the nodes’ cooperation to
deliver messages to their destinations. In this regard, a crucial piece in numerous so-
lutions is each node being aware of the nodes with whom it can directly communicate
—its neighbors or neighborhood. This information is particularly relevant in several broad-
cast (§2.3.2.2), routing (§2.4.2.2), MAC (§2.1.2.2), data aggregation [17] and distributed
storage [15] protocols as well as contact-tracing applications [85].

Neighbor discovery is the process of detecting and evaluating the links between a
node and its neighbors and is typically accomplished by each node transmitting, through
one-hop broadcast, messages called hellos (or beacons) to announce its presence [86—88].
Hellos contain the sender’s ID and other complementary information that characterize
it, such as its hello transmission period, its coordinates, its velocity, or its willingness to
forward messages of other nodes [86, 89-93]. Different solutions encapsulate different
data in these messages.

Upon receiving a hello, the nodes become aware that they are within the sender’s
transmission range. However, the reverse cannot be assumed since the nodes’ transmis-
sion ranges might be different and are not uniform and fluctuate over time (§2.1.2.1),
leading to only one node being able to receive the messages sent by the other. In this
case, the node that is unable to receive is a unidirectional (or asymmetric) neighbor of the
other, yet the latter is not a neighbor of the first. When both nodes consider each other
as unidirectional neighbors, they become bidirectional (or symmetric) neighbors. Detecting
bidirectionality is crucial to enable two-way communications, being that unidirectional
neighbors are often disregarded by most protocols that leverage neighborhood informa-
tion. Bidirectionality is detected through the reception of a hello acknowledgment (hack)
from a neighbor [87, 89, 94], which indicates that it successfully received a hello from
the local node. Unlike hellos, hacks are destined to a specific neighbor; however, they are
usually also one-hop broadcast to group several hacks into a single message. In addition,
hacks also enable discovering the neighbors’ neighbors, i.e., two-hop neighbors, by eaves-
dropping hacks meant for other nodes. This two-hop neighborhood information is used
by some broadcast and routing solutions [86, 89, 95, 96].

In theory, some MAC protocols can perform neighbor discovery, e.g., through the
RTS/CTS exchange, the reception of frames and ACKs, or MAC beacons [6]. However,
often MAC protocols cannot be modified and are not exposed to upper layers, especially
in commodity hardware [63, 84]. As such, neighbor discovery is usually performed by
higher layers protocols.

Due to the highly dynamic topology of wireless ad hoc networks, neighborhoods fre-
quently change over time, even without node mobility due to the particularities of the
wireless medium [97]. As such, accurately determining and maintaining neighborhoods

is rather complex and incurs many challenges.

> Do not inform upper layers of MAC layer information, such as acknowledgment reception.
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2.2.1 Challenges

Discovery solutions must tackle several challenges to determine accurate neighborhoods

without incurring excessive transmissions. We highlight the following:

Neighbor Detection The accuracy of neighbor detection dependents on the interval
between consecutive hello transmissions. The smaller these intervals, the more accurate
is detecting neighbors; however, the higher the risk of incurring collisions and contention
(§2.1.2.1). In contrast, the larger these intervals, the higher the chance of nodes not being
aware of some of their neighbors, i.e., false negatives [23]. Therefore, choosing proper
intervals is not trivial. Thus, some solutions employ adaptative intervals, perform discov-
ery only when needed, or piggyback hellos in outgoing messages to improve discovery
performance [91]. Moreover, to quickly mitigate false negatives, some solutions have the

nodes transmit a hello (after a small jitter) upon detecting a new neighbor [86].

Loss Detection Whenever a given number of hellos, called hello misses, are not received
from a neighbor, the neighbor is considered lost (unreliable failure detection). If the
misses are small, the nodes may prematurely consider loosing a neighbor, yet still being
within its transmission range (false negatives) [63]. However, if the misses are high, the
nodes are slow to detect losses, assuming they are neighbors with nodes that are not
within their transmission range anymore, i.e., false positives [23]. Furthermore, larger
hello intervals also cause slower loss detections, while lower intervals lead to quicker loss

detections.

Bidirectionality Detection Similar to hellos, the strategy, intervals, and misses em-
ployed with hacks influence the accuracy of bidirectionality detection. In addition, bidi-
rectionality also incurs in false negatives, when a bidirectional neighbor is not considered
as such, and false positives, when a neighbor is considered bidirectional yet its not. The
main hack exchange strategies are piggyback them with hellos [86], send in separate

periodic messages [87], or immediately reply upon the reception of a hello [98].

Unstable Neighbors Occasionally, the nodes may sporadically receive hellos, leading
to the detection of new neighbors that are lost shortly afterward. Moreover, these recep-
tions may also happen in small enough intervals, yet still irregular, to not consider these
neighbors lost. Both these cases lead to unstable neighbors which severely affect the perfor-
mance of communication protocols[23, 97, 99]. In an attempt to tackle this phenomenon,
some discovery solutions assign to each neighbor link quality metrics that express the like-
lihood of successfully communicating with that neighbor [23, 25, 99]. Each link has two
values, one in each direction, according to the view of each node, since the conditions in
each direction might be different. These metrics are used to favor some neighbors over
others or even to filter “bad” neighbors by employing link acceptance policies [61, 86, 100].
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Examples of these metrics can be the average RSSI or SNR of hellos [25, 86, 87] or the

number of hellos received within a time window [25, 86, 87, 99].

Ghost Neighbors In case there are gray zones where one-hop broadcasts are received
yet unicasts are not, the reception of hellos cause the detection of a ghost neighbor with
whom it is impossible to communicate through unicast[61, 63]. This situation is espe-
cially relevant in WiFi since it employs different data-rates for one-hop broadcasts and
unicasts. One way to tackle this is manually setting the data-rates to be equal [63] or to fil-
ter neighbors whose hellos have low SNR (or RSSI) [61]. However, not all devices support

these features. Alternatively, link qualities can be measured with unicast traffic [25].

2.2.2 Discovery Algorithms and Protocols

Here we discuss existing discovery solutions, starting with the proposal of a classification
scheme (§2.2.2.1), followed by examples (§2.2.2.2), and finishing with some frameworks
(§2.2.2.3).

2.2.2.1 Classification
Discovery solutions can be classified according to their discovery strategy as:

* Passive: Hellos and hacks are piggybacked in outgoing messages, resulting in no
additional transmitions to perform discovery[25, 99, 101]. However, this strategy
is intrinsically dependent on the traffic pattern. If nodes transmit sporadically, the
discovered neighborhoods may be short-lived. A particular case of passive discovery

is when routing control messages also include discovery information [94, 98, 102].

» Active: Hellos and hacks are transmited in explicit discovery messages. There are

two main active approaches:

- Periodic: Discovery messages are periodically transmitted [86, 87]. The in-
tervals between consecutive transmissions do not need to be static and may
change over time. In fact, each transmission should employ a random jitter to
avoid synchronizations with other nodes [103]. Periodic discovery is the most
common type of discovery since it is quite robust. However, it is costly in the

number of transmissions performed.

— Reactive: Discovery is only performed when needed, by sending explicit dis-
covery messages upon some event, e.g., by request from other protocol or
changes to neighborhood information [101]. This discovery strategy incurs
only a few transmissions; however, since there is no proactivity in maintaining

neighborhoods, they can quickly become stale.

* Hybrid: Discovery is performed through a combination of the previous approaches,
performing discovery by eavesdropping on ordinary traffic, complemented with

17



CHAPTER 2. RELATED WORK

transmitting explicit discovery messages, for instance, when there is no recent traf-
fic[25]. As such, this strategy decreases the number of transmissions while main-

taining the robustness of the periodic approach.

2.2.2.2 Examples

Most recent studies on neighbor discovery focus on decreasing the node’s energy consump-
tion by turning off the wireless radio during some periods [104, 105]. These solutions are
only relevant to energy-constrained devices and are thus beyond the scope of this thesis.

We highlight the following discovery protocols:

Neighborhood Discovery Protocol (NHDP) NHDP [86] is a periodic discovery proto-
col that includes the hacks in the periodic hellos. Throught these hacks, NHDP deter-
mines two-hop neighborhoods. In addition, NHDP has optional reactive hello trans-
missions when the local neighborhood changes. NHDP does not specify any concrete
link-quality metric, allowing any to be used, and has an optional link acceptance policy,
called link hysteresis, which filters neighbors with low link quality. NHDP also contains an
extension mechanism that allows exchanging additional information with neighbors by

appending it in hellos and hacks, which is fundamental to the OLSR routing protocol [89].

Babel’s Discovery Protocol Babel’s routing protocol [87] is periodic and performs bidi-
rectionality detection by transmitting hacks (called “I Heard You” or IHU) in periodic
messages independent from hellos, usually with a higher period to reduce the amount
of control traffic. It also has optional reactive hello transmissions when the local neigh-
borhood changes and does not specify any link-quality metric, allowing any metric to be
used. In addition, it also supports the transmission of hellos with unicast to perform link

quality measurements or to overcome losses of one-hop broadcasted hellos.

BATMAN’s Discovery Protocol BATMAN'’s discovery protocol [98] can be considered
both periodic and passive. When isolating the discovery process separately from the
remaining BATMAN protocol, it periodically transmits hellos, which are immediately
replied to with reactive hacks. However, BATMAN optimizes discovery by combining it
with disseminating routing control information, turning the discovery to be passive. In
this case, starting the broadcast of control messages serve as an implicit hello, and the

retransmition of those control messages serves as implicit hacks.

Turnover-based Adaptive HELLO Protocol (TAP) TAP[106] is a periodic discovery
protocol that dynamically adapts each node’s hello transmission interval by comparing
the number of new neighbors detected within a time window, called the turnover, with the
optimal turnover they should be detecting. When the turnover is lower than the optimal
value, the hello interval is increased. When the turnover is higher, the hello interval is
decreased. In this way, TAP enables tackling the overestimation and underestimation of
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the hello interval each node should employ. However, the computation of the optimal
turnover must be done beforehand and assumes that all nodes are moving at a constant

speed and in a random direction, which may not be realistic in a real network.

Event-Based Hello Protocol (EHBP) This discovery protocol [101] is a hybrid protocol
where the nodes only send hellos in case they recently sent any non-discovery traffic.
Therefore, nodes are only detectable by others when they are transmitting regular traffic,
thus decreasing the number of transmissions incurred by the discovery process. However,

this strategy may lead to unstable neighborhoods in case traffic patterns are irregular.

2.2.2.3 Frameworks

Here we discuss some frameworks that capture the behavior of discovery protocols for
wireless ad hoc networks. During the literature review, we only found a few frameworks

related to neighbor discovery. Next, we discuss them:

Efficient and Accurate link-quality monitoR (EAR) EAR[25]is a neighbor discovery
framework that performs link quality estimations through unicast transmissions to in-
crease its accuracy. The framework is composed of three complementary strategies: pas-
sive, cooperative, and active monitoring. Active monitoring consists of explicitly ex-
changing discovery messages with neighbors. Passive monitoring consists of measuring
the delivery ratio of messages received from a neighbor. Cooperative monitoring consists
of measuring the delivery ratio of messages sent by the neighbor to other node®. The
execution of EAR is divided into two phases: measurement period and update period.
During the measurement period, each node estimates the receiving link quality with each
neighbor by adaptively selecting one of the three previous strategies according to the traf-
fic. At the end of this phase, the nodes may change the measured receiving quality with
their neighbors (sent through hacks) if it changed. Next, during the update period, nodes
process the link quality changes informed by the neighbors and update the recorded link

qualities, in each direction, with the measured and exchanged information.

Spear Spear[24]is a neighbor discovery framework for WSNs (§2.1.1.1). It comprises
four modules: application module, energy module, algorithmic module, and communi-
cation module. The application module gathers the application’s latency constraints in
neighbor discovery and informs the energy and algorithmic modules. The energy module
determines the period in which nodes have their radio turned-on for listening to incoming
messages, based on application constraints and the remaining battery. The algorithmic

module determines the discovery schedule, i.e., when hellos should be sent, considering

6 Requires promiscuous mode in the radio, which is not always supported in commodity devices.
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the periods when the radio is enabled. The communication module performs the mes-
sages’ transmissions, according to the discovery schedule, and registers the neighbors’

information.

2.2.3 Discussion

In this section, we discussed neighbor discovery in wireless ad hoc networks. We started
by reviewing its challenges and presented some discovery solutions and frameworks.
Furthermore, we proposed a classification scheme for the discovery strategies.

In the course of our study on neighbor discovery, it emerged that discovery solutions
share several design patterns in common, in addition to managing a neighbors table. A
central piece in any discovery solution is the strategy employed to exchange hellos and
hacks with the neighbors, which we named the Discovery Pattern. This strategy is what
determines the type of solution according to our classification scheme. Examples of it
are to piggyback hellos and hacks in other messages (passive), explicitly send them upon
a periodic timer (periodic) or some other event (reactive), or any combination of these
strategies (hybrid). Another relevant aspect of discovery solutions are the Transmission
Periods which determine the intervals between consecutive discovery messages, which
may be null (on non-periodic solutions), static (always the same period), or dynamic
(adapting according to some algorithm). Other fundamental component in discovery
solutions tailored for real networks is measuring the reliability of the links with neighbors,
estimated trough Link Quality metrics. Several examples of such metrics were previously
discussed in §2.2.1. An aspect strongly related to link quality are Link Acceptance policies,
which are present in some solutions to filter (i.e., ignore) unstable neighbors. Finally,
discovery solutions must be easily extensible, allowing to exchange extra information
on the hellos and hacks, e.g., the nodes’ coordinates, and enabling filtering some of
these messages, e.g., invalid digital signatures. We named this component the Discovery
Context.

We highlight a lack in the literature of frameworks to specify discovery solutions for
wireless ad hoc networks. Of the five components we identified, the discussed frameworks
only identify a few. EAR identifies the discovery pattern and the link quality metric. Its
discovery pattern can have three variants: passive, cooperative (a particular type of pas-
sive), and active monitoring (periodic). EAR’s discovery patterns, however, do not specify
how to detect new neighbors but only how to accurately measure link quality with already
found neighbors. Furthermore, this framework does not address transmission periods,
link acceptance policies, nor discovery contexts. The Spear framework identifies three
of our components: its algorithmic module resembles the discovery pattern combined
with the transmission period, and the communication module is similar to the discovery
context. Addressing the conservation of the devices’ energy is out of the scope of this
thesis, which is a main focus of Spear. Moreover, this framework does not address link
quality metrics, link acceptance policies, nor diverse discovery patterns.
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As a final note, we highlight that there is a lack of a generic and flexible discovery
framework that considers the five components we identified and that the existence of such
a framework is extremely relevant to study and improve the performance of protocols

that levarage neighborhood information, in particular broadcast and routing solutions.

2.3 Broadcast

One of the most essential communication primitives in wireless ad hoc networks is the
network-wide broadcast, or simply broadcast of a message [107, 108]. Broadcast is remark-
ably important for supporting a panoplia of distributed applications and services on
these networks, in particular routing [89, 94, 98], multicast [109], geocast [110], resource
discovery[111], and data replication [112].

Broadcast consists of delivering a message, sent by a single node called the broadcast
source, to all the nodes belonging to the network (including the source itself) [113]. For
this purpose, the nodes must distributively cooperate, by retransmitting each message,
so that it is disseminated throughout the entire network. In this sense, (network-wide)
broadcast often leverages one-hop broadcast to deliver messages to all the neighbors of
each node with a single transmission. This strategy is particularly relevant since it con-
serves energy and reduces the wireless medium’s occupation compared with retransmit-
ting through unicast to each neighbor. However, it is crucial not to confuse the concepts
of one-hop broadcast and (network-wide) broadcast since they have different scopes yet
similar objectives. In fact, we can generalize both types of broadcast by defining r-hops
broadcast as delivering a given message to all nodes within a radius of » hops from the
source. As such, the r-hops broadcast encompasses both the one-hop broadcast (r = 1)
and the network-wide broadcast (r = o). Such broadcast variant is employed by some
routing solutions to limit the scope of the dissemination of some control messages [29,
114-121]. The r-hops broadcast primitive can be accomplished by appending a Time-
to-Live (TTL) field in each message [90, 122], starting with the value r. Before being
retransmitted, the new TTL value of each message will be the maximum TTL from all the
copies of the message received, decremented by one. If the new TTL becomes equal to
zero, the message is not further retransmitted.

During the dissemination of a broadcast message, due to relying on one-hop broadcast,
it is natural that some nodes receive several copies of the same message through different
neighbors, called their parents for that particular message [123]. In this regard, it is crucial
to identify the reception of copies to avoid duplicate deliveries and to avoid endless
retransmissions of the same message. This objective can be achieved by extending each
message with a unique identifier (the message ID), which is recorded by the nodes that
receive the message so that they only process and deliver it once. As such, upon receiving
a message, the nodes simply record its reception and discard it if its ID was already
recorded. This ID can be, for instance, randomly generated or a monotonically increasing

sequence number unique for each broadcast source.
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Unfortunately, the wireless medium’s highly unreliable and dynamic nature allied
with no MAC strategy for one-hop broadcasts (§2.1.2.1) hinder the reception of messages.
Consequently, the broadcast of messages through the wireless medium is far more com-

plicated than in wired networks, incurring many challenges.

2.3.1 Challenges

We highligh the following broadcast challenges:

Transmission Failures As previously stated, ensuring that all nodes deliver a message
in a system where the nodes interact through the wireless medium is no easy matter since
it is usual for transmissions not to be received by some nodes due to collisions. Further-
more, the lack of hidden terminal mitigation for one-hop broadcasts in the MAC protocol
further exacerbates this phenomenon. However, employing mechanisms to overcome
such losses (e.g., retransmissions with explicit acknowledgments) increases contention,
collisions, and congestion. Therefore, in wireless ad hoc networks, ensuring that all nodes
always deliver all messages is not a trivial task, and thus the broadcast is often unreli-
able’, i.e., it strives to deliver each message to all nodes, yet it does not guarantee it [107].
Although this may seem problematic, a reliable broadcast is often unnecessary [89, 107].
The reliability of a broadcast algorithm corresponds to its effectiveness in delivering mes-

sages to all nodes, being that the higher its reliability, the better the algorithm [124].

Broadcast Storm Problem During the broadcast of a message throughout the network,
neighboring nodes are more likely to attempt to retransmit it simultaneously, increasing
contention and the probability of collisions occurring. Furthermore, during this process,
it is natural that many retransmissions of some nodes are only received by nodes that had
already received the message through previous transmissions, i.e., many retransmissions
are redundant. These phenomena are collectively referred to as the well-known Broadcast
Storm Problem [107], that arise whenever multiple nearby nodes blindly retransmit each
message. With the goal to avoid broadcast storms, broadcast algorithms typically avoid
explicit acknowledgment of messages and having all the nodes performing retransmis-
sions of each message while exploring complementary mechanisms to maximize their
reliability. There are two strategies to mitigate broadcast storms: i) decrease the num-
ber of redundant retransmissions, by inhibitting somes nodes from retransmitting each
message, and i7) desynchronize the retransmissions of nearby nodes, by delaying them
for a short random period called jitter [103] or random assessment delay (RAD)[125]. The
cost of a broadcast algorithm corresponds to the number of retransmissions performed to
disseminate each message. For all the nodes to receive a given message (perfect reliability),
the set of nodes that retransmit it must form a Connected Dominating Set (CDS). The

minimum cost that enables achieving perfec reliability, i.e., the perfect cost, is achieved

7 Also called best effort or probabilistic
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when this set of nodes form a Minimum Connected Dominating Set (MCDS) [126, 127].
However, determining MCDSs is highly complex, and thus broadcast solutions endeavor
to approximate them. In this sense, employing jitters also allows nodes to acquire infor-

mation through the reception of copies, which can guide their retransmission decision [96,
107, 128].

Delivery Latency The latency of a broadcast algorithm is defined as the time required
for all nodes to deliver each message [107]. By employing jitters to avoid collisions, the
propagation of each message gets delayed at each node and accumulates these delays at
each hop traveled. Hence, the usage of jitters and the selection of the nodes to retransmit
(so that messages travel through the shortest paths) have to be carefully configured to
achieve the lowest latency. Broadcast latency is often overlooked; however, it is remark-

ably important in some cases, such as route discovery in routing protocols [94, 102].

In view of these challenges, broadcast solutions strive to simultaneously maximize the
reliability while minimizing both the cost and the latency. However, these objectives
are highly conflicting since they are inter-dependent. To obtain high reliability, broad-
cast solutions must avoid broadcast storms while attempting to reach all the nodes. As
aforementioned, this is achieved by decreasing the number of redundant retransmissions
(lower cost) and by increasing the maximum jitter (higher latency). Furthermore, the
higher the number of retransmissions (higher cost), the higher the chances of collisions
(lower reliability) and the larger the maximum jitter has to be to avoid them (higher
latency). However, decreasing the cost might prevent losses from being compensated
by redundant retransmissions and the nodes that retransmit from forming a CDS —a
condition called overcancelation [129] —thereby penalizing the reliability. Moreover, re-
dundant retransmissions (high cost) may be unavoidable while propagating messages
through all the shortest paths to achieve lower latency or the nodes may prematurely
decide to retransmit due to not having enough time to acquire sufficient information that

enables them to cancel their retransmissions.

2.3.2 Broadcast Algorithms and Protocols

Here we discuss broadcast solutions that have been proposed to address the previous chal-
lenges. We start by presenting how these solutions can be classified (§2.3.2.1), followed

by some examples (§2.3.2.2). Finally, we discuss some broadcast frameworks (§2.3.2.3).

2.3.2.1 Classification

To guide their decisions regarding the need to retransmit and computing jitters, broadcast
solutions resort to several techniques that may leverage different information. As such,

broadcast solutions can be classified according to the nature of this information. This
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classification, however, is not exclusive, being that several solutions employ and combine

multiple techniques of different types. We propose the following classification scheme:

* Probabilistic: In this type of solution, each node retransmits with a given probabil-
ity. These probabilities can be static[15, 107, 130, 131] or dynamic[15, 125, 130,
132, 133]. Probabilistic solutions are more suitable for dense and homogeneous
networks since they do not determine the importance of nodes for propagating

messages [15].

* Copy Aware: This type of solution leverages information extracted from the re-
ception of copies. This information can be implicit or explicitly piggybacked on
messages. We highlight three relevant sub-types:

— Copy-Count-Based: These solutions resort to the number of copies received,
either to influence the decision to retransmit [15, 107, 123, 129, 134-136] or
to compute jitters[125, 129, 137]. Copy-Count-Based solutions may fail to
determine the importance of nodes for propagating messages [123, 129].

— Hop-Count Aware: This type of solution leverages the number of hops trav-

eled by each copy received to guide their decisions [15, 137, 138].

— Route Aware: In this type of solution, each message carries the route(s) it
traveled, i.e., carries the IDs of the nodes that retransmitted that message [96].
Typically, these routes have a maximum number of nodes (or hops) containing
only the most recent retransmissions. A particular case of this is Parent-Aware
solutions [123, 129], which piggyback in each message the parents (or only the
first) so that the nodes that received the message know its two-hop routes.

* Position Aware: This type of solution resorts to the nodes’ positions to estimate
their Expected Additional Coverage (EAC) or to compute jitters. The positional
information is typically carried in the messages. However, we distinguish this
type from Copy-Aware since the information carried has positional semantics. The
positions can either be exact or relative to other nodes, leading to two sub-types:

- Distance Aware: These solutions leverage the relative distances between a
node and its parents to compute its EAC[107, 123, 135, 139, 140]. If the
distances are small (i.e., below a given threshold), the EAC will be small, and
thus the node should not retransmit. Distances can be estimated from the RSSI,
SNR, or the node’s coordinates. Jitters may also be computed proportionately

to the distances, giving priority to nodes further from their parents [129, 134].
— Location Aware: These solutions resort to coordinates to obtain more accurate

estimations of the EAC of each node [15, 107, 141, 142].

* Energy Aware: These solutions consider the battery level of the nodes (when nodes
are mobile) and attempt to minimize the network’s overall energy consumption
during each broadcast [140, 143-146].
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* Neighbor Aware: This type of solution leverages neighborhood information to base
its decisions. The acquired neighborhoods can either be global, i.e., the complete
network topology [140, 143, 144], or local, only the neighborhood of the local node
and optionally of its neighbors [95, 96, 128, 145, 147-149]. Several neighbor-aware
algorithms combine neighborhood knowledge with copy-aware strategies, being, in
fact, hybrid solutions. Jitters may be computed from neighborhoods, giving priority
to nodes with more neighbors [15, 128]. Regarding the retransmission decision, the
solutions can be separated into:

— Self Decision: Each node decides by itself whether to retransmit or not each
message by estimating if its neighbors were already (or will be) covered by
other retransmissions [95, 128, 133, 142, 148].

— Delegated Decision: Each node selects a sub-set of its neighbor to retransmit
each message next. There are many names given to these sets: forwarding neigh-
bors[150], forward nodes [127, 149, 151], forward lists [148], forward sets [152],
cluster heads and gateways [107], multi-point relays (MPRs) [89, 147, 153-155],
or broadcast relay gateways (BRGs) [96]. For simplicity, we name them as dele-
gated neighbors. The selection of delegated neighbors is where these solutions
differ and can either be static, if they are independent of the messages received;

or dynamic (copy-aware hybrid), if they are computed on a per-message basis.

— Hybrid Decision: The retransmission decision is a combination of the two pre-
vious techniques, with nodes selecting some of their neighbors to retransmit

next while allowing other neighbors to decide by themselves [27].

2.3.2.2 Examples

Most recent studies on broadcast focus on specific use cases [156]. However, since we
intend our framework to be able to capture a broad spectrum of solutions, we mainly
focus on classic solutions for generic wireless ad hoc networks. We highlight the following

broadcast solutions:

Flooding In Flooding each node always retransmits each new message received [107,
108]. To mitigate broadcast storms, uniformely distributed jitters can be employed. Al-
though being a simple and robust solution, it incurs many redundant retransmissions
and may lead to broadcast storms despite the use of jitters. Flooding is the most simple
broadcast algorithm and its name is often used to refer to the broadcast primitive [133,
147, 157].

Counter-Based Scheme (CBS) The usage of random jitters to mitigate collisions en-
ables nodes to receive multiple copies of each message before retransmitting. As such,
in CBS[107], the nodes abstain from retransmitting in case they received a number of
copies above a given threshold since the EAC they would provide is negligible.
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Gossip Gossip is a family of probabilistic algorithms [130]. In Gossipl each node re-
transmits with a given probability after a uniformely distributed jitter. Gossip1 suffers
from bimodal behavior where sometimes only a few nodes near the source deliver the
messages. To overcome this, Gossipl Hops has nodes near the source to always retransmit.
Gossipl Exp is identical to Gossipl except it employs a truncated-exponential distributed
jitter [158]. Gossip2 extends Gossip1 by having each node located in regions with low node
density (using neighborhood information) retransmit with a higher probability. Gossip3
extends Gossipl Hops with an additional phase for the nodes that decided not to retrans-
mit on the first phase. At the end of the second phase, the nodes execute CBS. The second
phase enables nodes in sparse regions of the network to retransmit (as in Gossip2), using

the number of copies received to estimate the number of neighbors.

Dynamically Adjusted Probabilistic Flooding (DAPF) DAPF[133] is a probabilistc
copy-aware algorithm composed of four phases. At each phase, the nodes that did not
retranmsit the current message yet execute CBS. If the result of CBS is to retransmit, each
node retransmits with a probability given by 1/((n + 1) — (in/3)), where i is the current

phase and 7 is the first parent’s number of neighbors.

Hop Count-Aided Broadcasting (HCAB) HCAB|[15, 138] is a hop-count-aware algo-
rithm where each node retransmits, after waiting for the jitter, if no copy was received
with a higher number of hops travelled than the first. The intuition is that if this condi-
tion is not met, then that message was already propagated through multiple directions,

and thus the current node’s retransmission has a higher chance of being redundant.

Hop Count Aware RAD (HCA-RAD) Extension The HCA-RAD Extension[125] im-
proves CBS by i) increasing the number of copies each node may receive while ii) at-
tempting to propagate messages through short paths. As such, i) allows more nodes to
cancel their retransmissions and ii) requires fewer retransmissions overall to propagate
messages throughout the network. For each new message received, each node waits for
a jitter equal to the sum of t, a random value between 0 and AT, and the result of AT
minus its first parent’s t. For each copy received, 2AT is added to the remaining jitter.

When the jitter expires, each node executes CBS.

Distance-Based Scheme (DBS) DBS[107] is a distance-aware algorithm where each

node retransmits if the distance between it and its first parent is above a threshold.

Distance-Based Adaptive Scheme (DibA) DibA[139] is a distance-aware algorithm
that dynamically adapts to the network’s local density using the number of copies re-
ceived to estimate the number of neighbors. Upon receiving a new message, each node
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waits for a random jitter. Whenever a new copy is received, each node increases a dy-
namic distance threshold D, individual to each message. After the jitter times-out, if the

minimum distance to the parents is lower than D, the node does not retransmit.

Location-Based Scheme (LBS) LBS[107] is a location-aware algorithm where each
node retransmits each message if the EAC provided by its retransmition, which is com-

puted resorting to the coordinates of the nodes, is above a threshold.

Power-Aware Message Propagation Algorithm (PAMPA) PAMPA[15, 123, 134, 135]
is a family of copy-count-based distance-aware algorithms. In the original PAMPA, after
receiving a new message, each node waits for a jitter proportional to the distance to its
parent (estimated trough the RSSI) and then executes CBS. In this way, nodes farther
away from their (first) parents have higher retransmission priority, enabling closer nodes,
that provide low EAC, to receive more copies. PAMPA-ATH/CP addresses PAMPA’s over-
cancelation in heterogeneous topologies by only counting copies that either were received
from nodes that share the first parent or with a higher RSSI than the first copy.

Flow-Aware Broadcasting Algorithm (FABA) FABA[129]is a PAMPA variant that at-
tempts to mitigate even further overcancelations of PAMPA-ATH/CP in heterogeneous
topologies. Whenever a new message is received, each node executes the original PAMPA.
Upon receiving a copy, a new jitter t is computed (as in PAMPA) and, if ¢ is higher than the
current jitter, t replaces it. As such, the remaining jitter is increased, allowing nodes to po-
tentially receive more copies. When the jitter expires, the nodes execute CBS. The nodes
that did not retransmit enter a second phase, with the same duration as the last jitter.
When this second phase ends, the nodes decide to retransmit as in PAMPA/ATH-CP.

Scalable Broadcast Algorithm (SBA) SBA[128]is a self-decision neighbor-aware algo-
rithm that resorts to two-hop neighborhoods. SBA employs a random jitter that confers
retransmission priority to nodes with more neighbors than their neighbors. When the
jitter expires, each node does not retransmit if all its neighbors were covered by previous
retransmissions. Since the more copies are received, the more likely this condition is
met, SBA’s jitter computation attempts to increase the number of nodes that receive many
copies before deciding to retransmit. Flooding With Self-Pruning [148] is very similar to

SBA but only resorts to one-hop neighborhoods and only considers the first copy received.

Lightweight and Efficient Network-Wide Broadcast (LENWB) LENWB[95] is a self-
decision neighbor-aware algorithm that extends SBA by further verifying if all the neigh-
bors not yet covered by previous retransmissions will be covered in the future. For this,
LENWB establishes retransmission priorities that correspond to each node’s number of
neighbors, with node IDs used to break ties. As such, LENWB requires every node to be
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aware of its neighbors, its neighbors’ neighbors, and its two-hop neighbors’ number of

neighbors. LENWB uses a uniformly distributed random jitter instead of SBA’s jitter.

Cluster-Based Scheme (CLS) CLS[107] is a neighbor-aware algorithm that distribu-
tively constructs groups of nodes, called clusters, where each node takes one of the roles:
head, gateway, or normal. All the neighbors of a cluster head belong to a cluster defined by
it. Nodes which belong to more than one cluster are considered gateways. Only cluster

heads and gateways retransmit each new message received.

Multi-Point Relaying (MPR) MPR[89, 147] is a delegated-decision neighbor-aware
algorithm that leverages two-hop neighborhoods. In this algorithm, the delegated neigh-
bors are called Multi-Point Relays (MPRs) and are static. Each node computes its MPRs by
selecting a subset of its neighbors whose retransmissions cover all its two-hop neighbors.
Upon the reception of a new message, if the current node belongs to the MPRs of the
message’s parent, it retransmits the message. The lower the cardinality of MPRs, the
lower the cost. However, computing the minimum MPRs is complex, especially if nodes

have many neighbors, and thus approximations may be used.

Ad Hoc Broadcast Protocol (AHBP) AHBP[96]is a delegated-decision neighbor-aware
algorithm where the delegated neighbors, which are called Broadcast Relay Gateways
(BRGs), are dynamically computed for each message leveraging two-hop neighborhoods
and the routes traveled by the messages. BGRs are computed similarly to MPRs but
removing from the known topology the nodes contained in the message’s route and their
neighbors, since they were already covered. Whenever a node receives a new message, if
it was selected as a BGR by its first parent, it computes its set of BGRs and retransmits
it. To address mobility, AHBP-EX also retransmits when the link with the parent is not
known or it is not bidirectional. Dominant Pruning [148] resembles AHBP; however it

only considers the parent and its neighbors instead of the routes.

2.3.2.3 Frameworks

Broadcast solutions share certain architectural patterns, which led to the origin of some

frameworks to specify them. Next, we discuss the ones we found:

Generic Distributed Broadcast Scheme (GDBS) The authors of [26, 27] proposed a
generic framework capable of specifying hybrid copy and neighbor-aware broadcast algo-
rithms. This framework is composed by five parameters: k, h, coverage condition, timing,
priority function, and selection. The k corresponds to the number of hops neighborhoods
are obtained, and & corresponds to the maximum number of hops of the routes piggy-
backed in each message. The coverage condition is a predicate that dictates whether
all the node’s neighbors were already (or will be) covered by other retransmissions. This

predicate leverages each node’s local neighborhood, the traveled routes, and the delegated
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neighbors (optionally piggybacked in each message). The timing parameter determines
when to evaluate the coverage condition. It can be immediately evaluating after the re-
ception of a new message or after some jitter. The priority function is used to predict
future retransmissions of nodes and may be used by some coverage conditions. In case
the coverage condition is true, the node cancels its retransmission. If the coverage condi-
tion is false, the selection parameter is executed to optionally select delegated neighbors,
which are piggybacked in the message. Nonetheless, each node is allowed to not oblige

to this delegation if it determines that its retransmission would be redundant.

Broadcasting from Static to Mobile networks (BSM) BSM [28]is a neighbor discovery
and broadcast framework for VANETs and has six parameters: beacon content, beacon
frequency, CDS, timer, ack timer, and T. The beacon content determines the information
carried in hellos. The frequency of beacons specifies the hello periodicity. The CDS
parameter locally determines if the local node belongs or not to a specific CDS of the
network, which is performed after the reception of each hello. The timer computes jitters
to employ before retransmitting and can be based on nodes belonging to the CDS, the
number of neighbors that did not yet receive the message, or the distance to the centroid
(i.e., mean position of all neighbors and itself). If neighbors are updated, the ongoing
timers may also be updated. The ack timer defines the period that nodes should wait for
ACKs. If some ACKs from the neighbors are not received within this period, the local node
assumes that those nodes did not receive the message. The T parameter specifies the time
each message should be cached. For each message, each node determines the neighbors
already covered based on the copies received. This set is maintained for a period of T.
This set may change with the addition and removal of neighbors and the reception or
expiration of ACKs. After the timer expires, the node cancels its retransmission if all of
its neighbors were already covered. If this set is later modified and becomes non-empty,

the current node starts a new timer, after which it may retransmit again.

2.3.3 Discussion

In this section, we discussed broadcast in wireless ad hoc networks, highlighting the
challenges and some of the most relevant solutions and frameworks. Additionally, we
proposed a classification scheme for broadcast solutions based on the nature of the infor-
mation they leverage to base their decisions.

During our literature review, it became clear that broadcast solutions share a similar
structural pattern. At their core, these solutions contain a Retransmission Policy that gov-
erns the local decision of each node regarding its need to retransmit each new message
received from another node. These policies strive to avoid redundant retransmissions,
possibly attempt to propagate messages through the shortest paths, and/or ensure that
each message is retransmitted if there are neighbors that have not received it yet. Exam-
ples of these policies are retransmit: always, with a given probability, if the number of
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copies is low, if the distance to the parent is low, if all the neighbors were not yet covered,
or if the current node is a delegated neighbor. We underline that some of the retransmis-
sion policies require the nodes to gather specific information (even if this information is
imprecise) on their execution environment. In particular: distance-aware solutions need
the relative distance between the local node and its parents; location-aware solutions re-
quire the coordinates of the nodes; hop-count-aware solutions require the number of hops
traveled by each copy received; and neighbor-aware solutions require knowing the neigh-
borhood relations with other nodes. We note that, contrary to counting message copies
which can be easily handled at the broadcast protocol level, obtaining such information
requires external support, e.g., an external configuration provided by users, support from
the device’s hardware (e.g., to extract the RSSI or coordinates), or a companion protocol
being executed alongside the broadcast protocol. To these external sources of informa-
tion, we called the Retransmission Context. As pointed out earlier, many solutions employ
jitters to avoid simultaneous retransmissions of nearby nodes. In addition, some retrans-
mission policies require a period to gather information before making their decision.
Furthermore, some solutions dynamically update the currently set delay of each message
after the reception of a new copy to postpone the evaluation of the retransmission policy
so that the nodes are able to gather more information before making a decision. The
previous observations imply that computing such jitters require sophisticated strategies,
which might depend on the retransmission context, that assign retransmission priorities
to different nodes, allowing nodes with lower priority to collect more information while
mitigating collisions and minimizing the latency. As such, another inherent part of broad-
cast algorithms is a function that defines when the retransmission policy is evaluated
for each message, which we called the Retransmisson Delay. Examples of these functions
may be a delay: uniformly distributed, truncated-exponentially distributed, inversely
proportional to the distance to the parent, or based on the number of neighbors. Finally,
some solutions allow each node to latter reassess its retransmission decisions for each
message, reevaluating the retransmission policy again to ensure that nodes that are cru-
cial for propagating the message to other nodes retransmit. To the number of times the
retransmission policy is evaluated, we called the Retransmission Phases of the algorithm,
being that each phase is intercalated with retransmission delays. In the light of the afore-
mentioned, the distinguishing behavior of specific broadcast solutions can be captured
by specifying these four components.

Although some frameworks were already proposed, they fail to address all of the
four components we identified, and hence we can conclude they lose expressiveness.
The GDBS does not address solutions non-neighbor-aware, with dynamic timers, or with
multiple phases. However, it identifies four broadcast contexts: the neighborhoods, the
selection of delegated neighbors, node priorities, and the traveled routes. The GDBS’s
coverage condition is a family of broadcast policies, yet it is not flexible enough to specity,
e.g., gossip and hop-count aware solutions. The GDBS’s timing parameter matches with
the broadcast delay; however, it does not address dynamic timers. The BSM framework
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has the same limitations as GDBS. However, it identifies two broadcast contexts: the dis-
covery protocol (with the beacon content and frequency); and the CDS, which determines
if each node belongs to a specific network’s CDS. BSM’s broadcast policy retransmits if
the node belongs to the CDS. The timer corresponds to the broadcast delay; however, it
also does not support dynamic timers. We consider explicit ACKs and caching messages
as orthogonal strategies to increase the reliability instead of being intrinsic parts of the
solutions. Thus, the ack timer and T are irrelevant to our case.

To finish, we stress the lack of a framework in the literature that is flexible enough
to specify the most diverse types of broadcast solutions through the four fundamental

components that we identified.

2.4 Routing

The most notable communication primitive in a network is the unicast of a message, i.e.,
deliver a message, sent by a node called the source, to a single destination. In the context of
multi-hop wireless ad hoc networks, if the destination is within the source’s transmission
range, messages can be directly sent with one-hop unicast. However, when this is not
the case, the source has to entrust to other nodes the forwarding of the message towards
the destination on its behalf. Similarly to one-hop unicast (§2.1.2), the simplest way to
perform the (network-wide) unicast of a message is by broadcasting it, with all the other
nodes which are not the destination ignoring it [22]. Unfortunately, this is a very wasteful
solution since it occupies the medium with many useless retransmissions. Therefore,
unicast primitives endeavor to forward messages only through a single sequence of inter-
connected nodes, called a route, towards the destination. The process of automatically
discovering these routes is called (dynamic) Routing [22].

Each node that belongs to a given route must forward messages only to one of its
neighbors that belongs to that route, called the next-hop (of that route). As such, neighbor
discovery is essential for computing routes as it provides each node with properties of the
wireless links with the other nodes which can be directly reachable by itself. One of such
properties is the bidirectionality of communication [87, 89], i.e., both nodes can send and
receive messages from each other, as it is often crucial to ensure two-way communication.

In general, there are usually multiple available routes from a given source to a given
destination. In this sense, routing solutions typically strive to discover just the best routes
to use by employing cost metrics to distinguish the routes. A route’s cost is a function
of the route’s constituent links costs, usually the sum [87, 89] although other functions
may be employed, such as the average of the constituent links’ costs [159]. We distinguish
between link quality and link cost since these two concepts have different, yet sometimes
overlapping, semantics: the first expresses how reliable a link is to transmit information
while the latter expresses how expensive it is to use that link to send information. In
fact, link costs can be based on link qualities or other attributes (cost metrics will be
discussed in §2.4.1). We note that, however, analogously to link qualities, link costs
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are also directional, i.e., may present different values in each direction, to reflect the
dissymmetry of sending messages in each direction [89].

Routes are computed in a distributed fashion trough the cooperation of the nodes, be-
ing that each node does not have to be aware of complete routes, only their next-hops. The
routes known by each node are typically encoded in a (local) conceptual data structure
called the routing table, which associates to each reachable destination the corresponding
next-hop(s) [89, 160]. In addition, these structures may contain additional information in
particular routing solutions to support the forwarding of messages. Nonetheless, there
are few solutions that do not resort to these structures at all [93].

Unfortunately, due to the high dynamism of wireless ad hoc networks’ topology, dis-

covering routes and maintaining them accurate incurs many challenges.

2.4.1 Challenges

In this section, we discuss the challenges that routing solutions for wireless ad hoc net-

works must address. We highlight the following:

Route Discovery Discovering the best routes to a given destination requires simulta-
neously exploring several alternatives through the distributed cooperation of the nodes.
Hence, it is quite expensive to perform. As such, route computation strategies strive to
minimize the routing overhead [30], defined as the number of control messages transmit-
ted to support route discovery, as it is essential to mitigate contention, congestion, and
collisions. Furthermore, they also strive to minimize the route discovery latency [102], de-
fined as the time elapsed to establish a route, as it is fundamental to maintain the routes
accurate and available. Nonetheless, there is a trade-off between these two objectives,
being that to achieve low latency, it is often required to incur high overhead. Since route
discovery heavily relies on neighbor discovery and broadcast, adopting efficient broad-
cast and discovery strategies is fundamental to routing. For this reason, some protocols

“merge” neighbor discovery with route discovery to reduce the overhead [94, 98, 100].

Bidirectional Routes The vast majority of routing solutions only consider bidirectional
links to establish routes [87, 89, 94, 98, 160]. This approach has the advantage of routes
allowing to forward traffic in both directions. However, ignoring unidirectional links may
lead to “longer” routes than they could have been. As such, some improvements were
proposed to consider link direction [161]. Another alternative is to establish tunnels (i.e.,
virtual links) over routes in the reverse direction of unidirectional links [162-164], which
enables existing solutions to operate without modification. Nonetheless, leveraging uni-
directional links may increase the overhead since it requires the discovery of two routes

(one in each direction) if the source and destination intend bidirectional communication.

Quality of Service (QoS) QoS is a measurement of the overall performance and is
intrinsically related to the routes’ characteristics. The simplest cost metric corresponds to
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the route’s number of hops, which results in the shortest routes having the lowest number
of retransmissions required to reach the destination. However, not always the shortest
routes in the number of hops are the “best” to forward traffic due to the intermediary
links” conditions. As such, it might be more suitable to select routes using more relevant
metrics that ensure some QoS guarantees. These metrics may be computed from link
qualities or other attributes. Examples of these metrics are: the link’s expected number of
transmissions to deliver a message (ETX)[25, 165], the link’s expected transmission time
(ETT)[166], the link’s age [61, 159, 167], the link’s stability [98, 159, 168], the congestion
of the nodes [169], or the energy spent using the link [170]. Typically, the best routes are
usually the ones with the lowest cost. However, some of these metrics (e.g., link stability)
entail that the best routes are the ones with the highest cost. Multipath routing can further
be used to ensure QoS guarantees by multiplexing the traffic through multiple routes
simultaneously to: increase the aggregate throughput, mitigate congestion, increase the
end-to-end reliability, or decrease the end-to-end latency[171].

Stale Routes Topology changes cause the routes to become outdated, or stale [160]. Stale
routes can either be no longer the best —sub-optimal routes —, incuring inefficient prop-
agations, or no longer be connected — broken routes —, resulting in non-useful trans-
missions and unsuccessful deliveries. Therefore, routing solutions strive to mitigate the
occurrence and duration of stale routes. Since topology changes and delivery failures
are frequent in wireless ad hoc networks, stale routes are natural, and the network might
even never converge (i.e., all the nodes having the same view of the routes)[171]. As a re-
sult, some solutions employ periodic propagations of control messages to overcome these
challenges at the expense of incurring high overhead [89]. Due to this high overhead,
some other solutions disregard sub-optimal routes and only discover a new after they
break [94, 102]. Another approach is to rely on multipath routing, immediately switching
routes after a break without performing additional route discoveries [171]. Routing loops
are a particular case of broken routes where messages are forwarded towards the same
intermediary node more than once [87, 160, 172], incurring many wasteful transmissions.
These loops may be short-lived, long-lived, or even persistent. Some solutions guarantee
loop freedom [87, 94, 160, 173]. In case this is not guaranteed, decreasing the time routes
are stale mitigates the occurrence of loops. Nonetheless, it should be appended to each
message a TTL field for them to be eventually discarded.

Route Flapping Route flapping corresponds to nodes alternating their route to a given
destination between different alternatives within a short period [160], increasing the over-
head, the processing load on the nodes, and delivers messages out-of-order. Route flap-
ping may be caused by i) unstable links or i7) the way control information is propagated.
In the case of i), the routes that contain those links keep being frequently created and de-
stroyed. Detecting and mitigating i) is the responsibility of the discovery protocol. In the
case of ii), the propagation of control information leads to the discovery of shortest routes

33



CHAPTER 2. RELATED WORK

that will shortly after be replaced with better routes after the arrival of new information
(e.g., the control information encoding a better route may arrive later). To mitigate this
phenomenon, nodes may delay the routing table’s update to enable the reception of in-
formation from several paths and update only once —damping[160]. However, damping

increases the route discovery latency.

Transmission Failures During message forwarding, transmissions might fail to be re-
ceived by the next-hop due to the wireless medium’s unreliability or due to congested
nodes dropping messages. Typically, these failures are not a concern of routing and are
dealt with by upper-layer protocols (e.g., TCP [174]). However, in wireless ad hoc net-
works, the “effort” employed in forwarding a given message is non-negligible due to the
wireless medium’s limitations. Moreover, employing end-to-end retransmissions greatly
increases the effort and cost required to forward a message, exacerbating these difficul-
ties. Thus, in these networks, it can be relevant to overcome transmission failures on a
hop-by-hop basis. One strategy is having each next-hop replying with an ACK, either
explicitly or implicitly (i.e., eavesdrop on retransmissions), allied with retransmit again if
no ACK is received [87, 94, 159]. However, this might cause the issues it tries to overcome.
Another strategy is having several neighbors cooperate to carry-out the forwarding [175,
176].

Scalability Scalability is defined as the system’s ability to continue being efficient as the
size of the system grows (i.e., number of nodes increases). There are two main factors that
hinder the scalability of routing solutions: 7) the increase in overhead to discover routes
and mitigate staleness and i) the increase of the number of entries in routing tables and
auxiliary information each node has to maintain. To address i), some solutions limit the
scope of control information’s propagation. One alternative is to only propagate control
messages to nearby nodes — limit in space [29, 177]. Another alternative is to propagate
control messages more frequently to nearby nodes than farther nodes — limit in time[115,
178]. To tackle ii), some solutions do not pre-discover routes or only pre-discover them
towards nearby nodes (through limiting propagations in space). Another strategy is to at-
tempt to summarize entries in routing tables. However, unlike in wired and conventional
wireless networks where the node IDs can be easily grouped into network prefixes [179],
such task is non-trivial nor always possible within wireless ad hoc networks due to their
dynamic topologies. Despite that, some solutions still attempt to perform such aggrega-
tion [179-182]. Moreover, multipath routing aggravates ii) since each routing table entry

may contain more than one route.

2.4.2 Routing Algorithms and Protocols

Throughout the years, countless routing algorithms and protocols have been proposed,

along with endless derivations and improvements. All these solutions endeavor to address
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the previous challenges under the most diverse network scenarios. Next, we discuss
classification schemes for these solutions (§2.4.2.1), followed by some examples (§2.4.2.2).

Finally, we finish the section with a review of some routing frameworks (§2.4.2.3).

2.4.2.1 Classification

Due to the massive amount of routing techniques and strategies, routing solutions can
be quite distinct from each other. For this reason, there are several classification criteria
of routing solutions. We highlight five criteria: route provision strategy, route computation
strategy, route origin, forwarding policy, and location scheme.

The route provision is defined as the scheduling of route discovery to a given desti-

nation (i.e., when routes are computed), and each solution is classified into:

* Proactive (or Table-Driven): All the nodes periodically compute routes to all des-
tinations so that they are immediately available when needed. Unfortunately, this
strategy incurs high overhead, routing tables tend to be large, and, if the traffic is
low, most of the routes may not even be used. Therefore, proactive solutions tend
to be not scalable. Examples of this type of solutions are [87, 89, 98, 100, 160, 176,
179, 183, 184].

* Reactive (or On-Demand): Each route to a given destination is only discovered
when it is required. In this way, these solutions avoid high overhead in maintain-
ing routes that are not used and, at the same time, also decrease the amount of
information that each node has to maintain. Therefore, this type of solution tends
to be more scalable than proactive routing. However, when the network topology
is very dynamic, routes are regularly broken, leading to many consecutive route
discoveries, which tend to be more expensive than proactive discovery strategies.
Furthermore, these solutions also incur a high latency before forwarding traffic
while routes are being discovered. Examples of this type of solutions are [94, 102,
159, 181, 185].

* Hybrid: Combines the two previous approaches by proactively maintaining routes
to some destinations while reactively discovering routes to the remaining destina-
tions. Hybrid solutions inherit part of the route availability of proactive solutions
as well as the scalability of reactive solutions. Examples of this type of solution
are (29,173, 177].

Routing solutions can also be classified according to their route computation strategy

(i.e., how routes are computed) into:

* Distance-Vector: The nodes execute some variant of the distributed Bellman-Ford
algorithm [22] to compute the routes. In this algorithm, the routes are implicitly
constructed through the propagation of distance-vectors. These distance vectors cor-
respond to a set of reachable destinations and their associated costs. Each distance
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vector may comprise a single or several destinations. Each node assigns as next-hop
to each destination its neighbor which has the lowest sum among all the neighbors
of the advertised cost (to that destination) with the link’s cost between the node and
that neighbor. This cost is then advertised in the node’s distance-vector. Examples
of this type of solution are [87, 94, 98, 160].

* Link-State: All the nodes gather the complete, or a connected sub-set, of the net-
work topology and locally compute routes to all reachable destinations through
some variant of the Dijkstra’s algorithm [22]. To enable global topological knowl-
edge, each node disseminates a small sub-set of its known topology (e.g., its neigh-
bors) throughout the network. Examples of this type of solutions are [89, 100, 178,
183].

* Link-Reversal: The nodes distributively construct a Directed Acyclic Graph (DAG)
over the network topology for each destination, with each directed path in the DAG
corresponding to a route to the destination [173, 186]. Each edge of the DAG corre-
sponds to a bidirectional link between two nodes with an assigned logical direction
(“upstream”, away from the destination, or “downstream”, towards the destination).
Any node that intends to forward a message chooses as next-hop any of its neigh-
bors with whom they have a downstream edge. Examples of this type of solution
are[173,177, 186].

According to the routes’ origin (i.e., who determines what route should be used),

routing solutions can be classified as:

* Non-Source: The routes are distributively stored at each intermediary node. When-
ever a node receives a message to forward, it makes its independent forwarding
decision by checking its local routing table to obtain the next-hop. Examples of this
type of solution are [87, 89, 94, 98, 160, 178].

* Source: The exact route that each message must travel is specified by the source
node and piggybacked on the message. As such, only the source needs to store the
route towards the destination. Each intermediary node that receives these messages
checks the piggybacked route to obtain the next-hop instead of consulting its local
routing table. An example of this type of solution is[102].

Routing solutions may also be classified regarding their forwarding policy (i.e., how

the next-hop should be selected) as:

* Non-Opportunistic: For each route towards a given destination, a specific neighbor
is pre-selected as the next-hop (this corresponds to unipath and multipath routing).
This type of routing is employed in wired networks and on the majority of solutions
for wireless ad hoc networks. Examples of this type of solution are [89, 94, 98, 102].
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* Opportunistic (or any-path): For each message, multiple potential next-hops, called
candidates, are dynamically selected. These candidates must coordinate between
themselves to determine the one that will forward the message. Typically, it is as-
signed to each candidate a priority that encodes its suitability in forwarding the
message. In this way, opportunistic routing allows to quickly mitigate transmission
failures by leveraging wireless communications’ broadcast nature. Examples of this

type of solution are [175, 176].

Routing solutions can also be classified according to their location scheme (i.e., how

destinations are located within the network) as:

* Topological: The nodes are located by their IDs and routes are based on the net-
work’s topology. This type of routing can be further classified according to if any

route aggregation scheme is employed into:

- Flat: The network topology is unstructured, and the entries of the routing
tables are not summarized. Examples of flat routing protocols are [87, 89, 94,
100, 102, 160, 173].

— Hierarchical: Node IDs have hierarchical relations between themselves, allow-
ing compact routing table entries. However, maintaining a network hierarchy
is quite complex and costly in wireless ad hoc networks due to frequent topol-

ogy changes. Examples of hierarchical routing protocols are[179, 187].

* Geographic: The nodes are located through their coordinates in some location sys-
tem. Next-hops are dynamically selected for each message based on their proximity

to the destination. Examples of geographic routing are [93, 188].

2.4.2.2 Examples

The majority of current studies on routing have focused on specific use cases[189]. How-
ever, because we want our framework to be able to capture a wide range of solutions, we
mainly focus on traditional solutions for generic wireless ad hoc networks. We highlight

the following routing solutions:

Optimized Link State Routing (OLSR) OLSR[89] is a (flat) proactive link-state (non-
source non-opportunistic) routing protocol that consists in an optimized variant of con-
ventional link-state routing protocols (OSPF [190] and ISIS[191]) for MANETs. The two
main OLSR’s features are its overhead reduction and its topology reduction. The over-
head reduction is achieved by leveraging the MPR broadcast protocol (§2.3.2.2) rather
than flooding, which incurs less cost while still guaranteeing complete coverage. The
topology reduction consists of nodes gathering a reduced topology graph formed only
by a sub-set of all the bidirectional stable links and their costs. OLSR allows the usage

of any cost metric besides the conventional hop count. With this reduced topology, each
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node locally computes the routes. This computation is less computationally expensive
when compared to considering the complete global topology. The reduced topology is
collected by each node broadcasting only a sub-set of its neighbors, called its MPR Selec-
tors. A node’s MPR Selectors correspond to the sub-set of its bidirectional neighbors that
selected it as one of their MPRs (previously discussed in §2.3.2.2). The MPR Selectors
(as well as the MPRs) are provided to each node through the NHDP discovery protocol
(§2.2.2.2). OLSR’s overhead and topology reductions increase its scalability compared to
conventional link-state protocols since each node has to maintain less information per
destination on the network, and less overhead is generated per topological dissemina-
tion. However, to overcome inconsistent states due to transmission failures, each node

periodically broadcasts control messages, increasing its overhead.

Fisheye State Routing (FSR) FSR[178, 179, 192] is a (flat) proactive link-state (non-
source non-opportunistic) routing protocol that relies on neighbor exchanges to dissem-
inate topological information instead of broadcast. Each node periodically exchanges
with its neighbors its known global topology. The propagation frequency of a known link
is proportional to its distance to the current node, with distant links being propagated
less frequently than closer ones to reduce the size and amount of the control messages
exchanged. One or more distance thresholds are used to delimit different scopes of the
global network topology, a strategy known as fisheye scope. In this way, the several topo-
logical changes between successive updates are grouped into a single message within
each scope, thereby reducing the overhead caused by these changes. Furthermore, as the
forwarded messages get closer to the destination, the more accurate the routes become

since those intermediate nodes receive updates from the destination more frequently.

Fuzzy Sighted Link State (FSLS) FSLS[115]is a (flat) proactive link-state (non-source
non-opportunistic) routing protocol which has a similar propagation philosophy as FSR.
However, FSLS relies on the broadcast of the set of bidirectional neighbors of the nodes
with a limited scope at different rates, instead of neighbor exchanges to propagate topo-
logical information. The rate of each broadcast scope is inversely proportional to its
distance to the node, with closer nodes receiving updates more frequently than the more
distant ones. By relying on broadcast instead of neighbor exchanges, FSLS incurs less

propagation latency than FSR but higher overhead.

Topology Dissemination Based on Reverse-Path Forwarding (TBRPF) TBRPF[100]
is a (flat) proactive link-state (non-source non-opportunistic) routing protocol that relies
on neighbor exchanges to disseminate topological information instead of broadcast to
decrease the overhead of conventional link-state protocols. In TBRPF, each node peri-
odically sends to its neighbors a sub-tree of its source tree (i.e., a tree formed by all the
node’s best routes), named reported tree (RT), which consists of all the bidirectional links
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containing at least one node in the reported neighbors set (RN). The RN is iteratively com-
puted starting with the set of all the bidirectional neighbors u to which the current node
is the next-hop of another neighbor in its shortest route towards u (i.e., equivalent to the
MPR Selectors of OLSR). Next, every reachable node r is included in RN if the next-hop
in the shortest route towards r is in RN. Finally, the current node is added to RT. Each
node may report additional links in its RT to enable the discovery of additional routes.
Furthermore, upon detecting a topological change, to mitigate staleness, each node im-
mediately sends to the neighbors a control message containing only the modifications
which the change caused in RT. The source tree of each node is then computed (with the
Dijkstra’s algorithm) from the graph resultant from the union of the neighbors’ RTs and
the links with them. Next, each node then computes its RT to announce in the subsequent

scheduled transmission.

Babel Babel [87] is a (flat) proactive distance-vector (non-source non-opportunistic)
routing protocol that guarantees loop-freedom. To guarantee loop-freedom, Babel filters
route updates contained in the neighbors’ distance-vectors through feasibility conditions,
which only accept updates that are guaranteed not to cause routing loops. These con-
ditions assert that a given update, received from some neighbor and encoding a route
to some destination, is either more recent (i.e., higher sequence number) or has a lower
cost than all the updates advertised by the local node to that destination. Updates with
an infinite cost (i.e., unreachable destinations) are also not feasible. From the feasible
updates to a specific destination, each node then selects its the next-hop. However, this
selection must not consider sequence numbers to not cause flapping routes. In case a
node does not have any feasible route towards some destination, it incurs starvation. To
mitigate starvation, each node that detects it is in starvation sends a request to the destina-
tion to increase its sequence number. The new sequence number leads to the acceptance
of subsequent updates since they will be fresher. These requests are the only situation
that increases sequence number. Whenever a node detects a topology change (through
the discovery protocol §2.2.2.2), it immediately advertises its updated distance-vector to
decrease the convergence time. However, although this convergence is guaranteed to be
loop-free, it does not necessarily discover optimal-routes. Nonetheless, through distance-
vectors’ periodic propagations, nodes eventually return to an optimal-state even though

they may incur temporary starvation.

Better Approach To Mobile Ad hoc Networking (BATMAN) BATMAN [98] is a (flat)
proactive distance-vector (non-source non-opportunistic) routing protocol where routes
are selected based on their stability. A route’s stability is estimated with the number
of control messages sent by the route’s destination, called originator messages (OGM:s),
that were received through that route within a time window. In this way, the neighbor
which forwarded more OGMs of a given destination is considered the more stable next-
hop towards that destination. A route’s stability is not explicitly included in the OGMs
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themselves like conventional distance-vector costs and instead is implicit in the OGMs’
receptions. In this sense, BATMAN can be considered an implicit distance-vector protocol.
Each node periodically broadcasts new OGMs to enable all the other nodes to discover a
route towards the broadcast source and estimate its stability. The dissemination of OGMs
simultaneously performs neighbor discovery with bidirectionality detection by forcing
all the broadcast source’s neighbors to always retransmit. Subsequent retransmissions are
only performed in case the current OGM is received from a bidirectional link and through
the best next-hop towards the broadcast source. This broadcast strategy ensures that the
propagation of OGMs causes the nodes to discover only the most stable bidirectional

routes, through each neighbor, towards the broadcast source.

auto-adJustable Opportunistic acKnowledgment/timEr-based Routing (JOKER)
JOKER [176] is a (flat) proactive distance-vector (non-source) opportunistic routing proto-
col derived from BATMAN. JOKER'’s differs from BATMAN’s on two aspects: i) next-hop
selection and ii) OGM broadcast interval. JOKER dynamically selects several candidates
to forward each message, prioritizing the more distant neighbors, whereas BATMAN pre-
selects only a single next-hop based only on the stability (i). This strategy aims to reduce
the routes’ number of hops and, consequently, the number of transmissions required
to forward messages. The criteria for selecting candidates is to pick the n (parameter)
best neighbors according to their suitability in being the next-hop, based on the stability,
distance, and other metrics. These candidates are piggybacked in each message and then
coordinate to decide which one will forward the message next. JOKER defines two types
of candidate coordination: a) ACK-based and b) Timer-based. In a), each candidate replies
with an ACK upon receiving a message. Next, the current node replies to the first ACK
received with a notification to forward the message. All the other candidates abstain
from transmitting. In b), upon each candidate receiving a message, they wait a period
proportional to their priority with the one with the highest priority immediately forward-
ing. While the other candidates are waiting, they listen for the retransmission of the
higher priority candidates. If no copy is detected, the candidate with the following pri-
ority forwards the message, abstaining otherwise. Additionally, JOKER adapts the OGM
broadcast interval (ii) of each node according to the congestion the node is experiencing,
being that in BATMAN, this interval is constant.

Ad hoc On-Demand Distance Vector (AODV) AODV [94] is a (flat) reactive distance-
vector (non-source non-opportunistic) routing protocol that provides loop-freedom upon
topology changes. To ensure this property, AODV uses sequence numbers in each route
discovery to identify and invalidate stale information, a technique adapted from DSDV [160].
Whenever a node requires a new route towards a destination, it broadcasts a route request
control message. Each copy of the route request accumulates the cost of each link it trav-
els. The broadcast algorithm employed by AODV is a variant of flooding that guarantees

whenever a node receives a copy of the route request from a bidirectional neighbor, that
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message traveled exclusively through bidirectional links, i.e., the route traveled by the
message is bidirectional (similarly to BATMAN). Each node that receives such copy in-
serts in its routing table a new entry towards the route request’s source, with the next-hop
being the bidirectional neighbor from which a copy was received with the lowest cost.
When the destination receives the route request, it sends a route reply control message
through its selected route (towards the route request’s source). This route reply also ac-
cumulates the cost of the links it travels through, since the costs can be distinct in each
direction. Upon the route reply reaching the route request’s source, a bidirectional route
between the two nodes is established. To detect link bidirectionality, AODV employs
a hybrid neighbor discovery protocol, which “merges” certain message exchanges with
the propagation of routing control messages (route requests and replies). This discovery
protocol does not rely on periodic transmissions to detect the loss of neighbors. Instead,
AODV employs ACKs on a hop-by-hop basis and assumes that if no ACK is received after
several attempts, the link is unusable due to being either unidirectional or broken. As
such, the route’s next-hop is blacklisted by the current node for some time. When a route
break happens, the node that detects it sends a route error control message through the
remaining of the route, informing all the other intermediary nodes that the route is now

invalid. If the source intends to send new messages, it performs a new route discovery.

Dynamic Source Routing (DSR) DSR[102] is a (flat) reactive distance-vector source
(non-opportunistic) routing protocol. In DSR, the routing table contains full routes (i.e.,
the IDs of all intermediate nodes), being called route cache. If a node that intends to send
a message to a given destination finds a route in its route cache, it piggybacks the entire
route into the message and forwards it to the next-hop. All the intermediary nodes that
receive the message consult the piggybacked route to obtain the next-hop. In case there is
no route in the route cache, the source broadcasts a route request control message through
flooding. Each route request’s copy piggybacks the entire route it traveled. Upon any
route request’s copy being received by the destination, it reverses the piggybacked route
and forwards a route reply through that reversed route (also piggybacking the route). As
such, multiple routes are discovered simultaneously. DSR relies on hop-by-hop ACKs
to detect link breakages, similarly to AODV. When the source receives route replies,
it inserts the routes in its routing cache and starts forwarding messages through them.

Additionally, DSR provides several optimizations to increase its performance.

Associativity-Based Routing (ABR) ABR|[159]is a (flat) reactive distance-vector (non-
source non-opportunistic) routing protocol that selects routes based on their expected
longevity. The longevity of a route is estimated through its average number of stable
links, being that the higher this number, the higher the chance of the route not breaking.
To determine if each link is stable, each node establishes with each neighbor associativity
ticks, that correspond to the amount of hello transmission intervals that have elapsed
since they became neighbors. If the associativity ticks of a neighbor are above a certain
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threshold, which depends on the nodes’ average velocity and transmission power, the
link is considered stable. Whenever a source node requires a route, it broadcasts a route
request message through flooding. Similarly to DSR, the route request will piggyback the
route it traveled through, along with the associativity of the intermediary links. Upon
the destination receiving the route request, it selects the best route (i.e., the one with
the highest average number of stable links), using the lowest amount of hops to break
ties. Next, the destination forwards a route reply message towards the source through
the selected route. Upon receiving the route reply, every node along the route inserts it
into its routing table. By selecting routes based on their expected longevity, route breaks
are minimized, thus decreasing the overhead. To mitigate the overhead even further,
ABR employs a route reconstruction mechanism that attempts to quickly fix a broken
route without broadcasting a new route request throughout the whole network. This
mechanism corresponds to the node which detects the route break to broadcast a route
request towards its next-hop, with a limited scope.

Zone Routing Protocol (ZRP) ZRP[29, 193] is a generic (flat) hybrid routing protocol
where each node proactively computes routes to nearby nodes while reactively discover-
ing routes to distant ones. Each node employs a proactive routing protocol only within
a limited scope around itself, called its routing zone. These routing zones are defined
as all the nodes up to a maximum number of hops, called the zone radius. Whenever a
node intends to send messages to a destination outside its routing zone, it relies on the
reactive routing protocol. However, instead of using broadcast to propagate the route
requests, ZRP efficiently propagates these messages to the nodes at the border of the
routing zones through a process called bordercast. After the destination is found, it sends
a reply to the source containing the ID of all the peripheral nodes that forwarded the
query. Therefore, these routes are encoded through a sequence of intermediary nodes,
zone radius hops away from each other. Consequently, these routes are more stable than
specifying all the intermediary nodes (as in DSR). Furthermore, this encoding can pro-
vide multiple routes to the destination. Since routing zones of neighboring nodes highly
overlap, routing tends to perform relatively well. ZRP is a generic framework in the sense
that practically any proactive protocol can be employed within the routing zones. The
Independent Zone Routing (IZR)[114] framework extends ZRP to support independent
zone radii for each node, allowing to decrease even more the overhead. This framework
will be later discussed in §2.4.2.3.

Temporally-Ordered Routing Algorithm (TORA) TORA[173, 194] is a (flat) hybrid
link-reversal (non-source non-opportunistic) routing protocol that decreases the overhead
caused by topology changes by affecting only a localized small sub-set of the nodes while
guaranteeing all routes remain loop-free. Each node may create its DAG proactively or
create it when requested by other nodes (i.e., reactively). Unlike other reactive protocols,
in TORA, the route traveled through each route request copy does not matter, and there
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is no route reply sent. The purpose of the route request is to inform the destination to
trigger its DAG creation. The DAG’s creation is performed by flooding a control message
that triggers the assignment of logical directions to the DAG’s edges. The edges’ directions
are determined by each node’s heights, being directed from the highest node to the lowest.
These heights are totally ordered, and two distinct nodes cannot have the same height.
The heights are composed of two parts: the reference level and an offset within the level.
The reference level is used to define a new height’s “global maximum” each time a node
(other than de destination) becomes a “local minimum” (i.e., ends up with no downstream
edge). This situation may occur due to losing neighbors, and this height adjustment
process causes all the upstream edges (of that node) to be reversed, which may lead
to other nodes also ending up with no downstream edge. These nodes, however, do
not define a new level and instead define a higher sub-level within the new reference
level. The offset is related to the distance in hops towards the destination and is used
to assign heights during the propagation of a new reference level. This propagation
behaves similarly to distance-vector protocols, accumulating the cost. The height of the
destination is always zero. Each node maintains the heights of its neighbors so that they
are able to determine the direction of its links. Unfortunately, TORA forces all the nodes
to participate in all active routes, even those not interested in communicating with the
destination. Furthermore, TORA requires a global synchronized clock (physical or logical)

to establish the temporal order of topology changes, which is problematic to maintain.

Sharp Hybrid Adaptive Routing Protocol (SHARP) SHARP[177] is a (flat) hybrid
(non-source non-opportunistic) routing protocol that determines the perfect equilibrium
between proactive and reactive behavior for each node. This equilibrium is achieved by
maintaining proactive routing zones only around nodes that are popular destinations.
Within these zones, TORA is used to establish routes towards the center node. Each node
has an independent zone radius, computed based on the traffic and the local network
characteristics, and can specify the cost metric used to select the best routes towards

itself. AODV is used by the nodes that are outside of the destination’s routing zone.

Hierarchical State Routing (HSR) HSR[179, 187]is a hierarchical proactive link-state
(non-source non-opportunistic) routing protocol that decouples the logical aggregation
of nodes from the topological hierarchy. To each node is assigned one or more hierarchical
addresses (HIDs) and a logical address (LA). HSR induces a topological hierarchy, through
recursive clustering, over the network. At each level of this hierarchy, the nodes elect
cluster-heads to represent a group of nearby nodes in the next hierarchy level. Within
each cluster, the nodes broadcast their (virtual) neighborhoods, as in other link-state
protocols. The cluster-heads summarizes this information into virtual neighbors and
broadcast it within the next higher-level cluster. The virtual links between virtual neigh-
bors correspond to full routes in the real network between the two nodes. Therefore, all
the nodes have real full routes towards their virtual neighbors. The hierarchical address
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of a given node is composed of a sequence of the cluster-heads’ IDs representing that
node at each level, with the last being the regular ID of that node. Therefore, hierarchical
addresses identify hierarchical relations among nodes based on the network’s topology.
With the destination’s hierarchical address, the nodes forward traffic upstream in the
hierarchy towards either a common cluster-head they share with the destination or to the
highest cluster-head, which is a virtual neighbor of the destination’s highest cluster-head.
Since every node knows real full routes within the clusters they belong to, messages can
be forwarded towards the destination’s highest cluster-head. Then, this cluster-head for-
wards traffic downstream until it reaches the destination. Consequently, HSR can reduce
the size of routing tables each node has to maintain. On top of this hierarchical topology,
it is constructed a logical network, where LAs identify the nodes. The LAs are composed
by a tuple (subnet, host), where the subnet identifies the logical group the node belongs to,
and the host uniquely identifies the node within the group, similarly to conventional IP
addresses. These LAs are used by applications and upper-layer protocols to designate the
nodes with whom they intend to communicate. Whenever a node has a message to send,
it must first translate the LA into a correspondent HID. These relations are stored in a
distributed location system which is consulted to perform the translation. This system is
composed of at least one node per subnet, called home agents, which maintain the map-
pings between the LAs of the members of that subnet and its HIDs. These mappings are
updated by the nodes whenever they change their HIDs. These home agents announce
their HIDs to the cluster-heads of the highest level. When a node intends to perform this
translation, it consults a home agent of the subnet to which the destination belongs. Since
every node can forward messages to its highest cluster-head, it can consult the HID of the
intended home agent, which, in turn, is consulted to obtain the HID of the destination.
Nodes temporarily cache the destinations” HIDs for forwarding subsequent messages to
mitigate the overhead incurring in address translation. Unfortunately, if nodes frequently
change their HIDs, both the topological hierarchy and the logical network become infea-
sible to maintain. Furthermore, messages usually travel through longer routes (in hops)

than the shortest route between them.

Greedy Perimeter Stateless Routing (GPSR) In GPSR, each node only has to main-
tain a list of neighbors and their correspondent coordinates. This knowledge is acquired
through a hybrid neighbor discovery protocol combined with promiscuous mode. How-
ever, whenever a node intends to send a message, it must obtain the destination’s coor-
dinates through some external method, which incurs additional overhead and occupied
storage. Regarding message forwarding, GPSR combines two strategies: greddy forward-
ing and perimeter forwarding. At first, greedy forwarding is employed in which each node
selects as the next-hop its neighbor who is geographically closer to the destination. How-
ever, sometimes a node may be closer to the destination than any of its neighbors — local
maximum. In these cases, it is required that the messages are temporarily forwarded ge-

ographically farther from the destination to overcome such local maximums. Therefore,
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whenever a node encounters itself in this situation, GPSR switches to perimeter forward-
ing for that message. Perimeter forwarding consists of executing the right-hand rule: select
as next-hop the neighbor whose link is the next, counterclockwise, to the link between
the current node and its parent. Once the message is delivered to a geographically closer
node to the destination than the node which induced the perimeter forwarding, GPSR

switches back to greedy forwarding.

2.4.2.3 Frameworks

Here we discuss some proposed routing frameworks that capture the behavior of some

routing protocols.

Independent Zone Routing (IZR) The IZR[114] framework (an improved version of
ZRP [29], previously discussed) enables the hybridization of proactive and reactive pro-
tocols. In IZR, this hybridization is able to dynamically adapt the proportion between
proactive and reactive behavior. This framework is composed by four elements: the
Intrazone Routing Protocol (IARP), the Interzone Routing Protocol (IERP), the Bordercast
Resolution Protocol (BRP), and the Zone Radius Determination Algorithm (ZRDA). The
IARP is a proactive routing protocol that operates within each routing zone (for each
node). To be used as IARP, existing proactive protocols must be adapted to propagate
control information only to the nodes whom the current node is within their routing zone.
These nodes are called the current node’s sending zone. This propagation can be achieved
with limited scope broadcast, for instance. The IERP is a reactive routing protocol that
operates beyond each node’s routing zone. To be used as IERP, existing reactive protocols
must be adapted to disseminate route requests through BRP instead of broadcast. The
BRP constructs a distributed bordercast tree, by leveraging the topological information
acquired by IARP, to efficiently disseminate IERP’s control messages (e.g., route requests).
The ZRDA independently determines each node’s zone radius based on local environment

characteristics, such as the amount of control traffic forwarded.

Relay Node Set (RNS) Framework The authors of [30] proposed an analytical frame-
work for comparing routing protocols’ control overhead. This framework views each
routing protocol as a handler of relay node sets (RNSs): sets of nodes that retransmit con-
trol messages. Each protocol may manage more than one RNS at a time, e.g., each source
and destination pairs having a distinct RNS. Four modules compose this framework: i)
RNS building, ii) RNS control message propagation, iii) RNS maintenance, and iv) unreliable
control message transmission handling. The i) selects which nodes will be responsible for
retransmitting future control messages, i.e., constructing RNSs. In the case of AODV, an
RNS is selected for each source-destination pair, and they correspond to the set of nodes
who retransmitted the source’s route request. In OLSR, there is a single RNS, and it is de-
termined by the computation of MPRs (performed by the discovery protocol). The nodes
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belonging to the MPRs will be the ones that will forward the routing control messages,
i.e., they form the RNS. The ii) determines which nodes belonging to the considered RNS
should forward each control message and if it is through unicast or (one-hop) broadcast.
In the case of AODV, this corresponds to the nodes which forward route replies. These
route replies are typically sent through unicast towards the route request’s source. In
OLSR, all the MPRs (i.e., RNSs) retransmit each control message containing a local view of
the network topology. The iii) corresponds to the strategy employed to adapt the current
RNSs upon topological changes. AODV does not employ any strategy to repair RNSs and
instead recomputes new RNSs upon a route break. In OLSR, upon topological changes
up to two hops, each node recomputes its MPRs, thus updating the RNS. The iv) is the
mechanism used to overcome the wireless medium’s unreliability on propagating control
information. AODV use ACKS with multiple transmissions. OLSR relies on periodic
transmissions. By individually studying the overhead incurred by each of these modules,
this framework provides a method to compare each routing protocol’s overall overhead.

Multi-mode Routing Protocol (MMRP) Framework The authors of [195] prosed a frame-
work that independently selects the most suitable protocol for a given region of the net-
work according to its local characteristics, allowing the coexistence of multiple routing
protocols within the same network (called multi-mode routing). This framework is com-
posed of three elements: the Limited Information Dissemination (LID) module, the Pattern
Extraction (PE) and Self Organization (SO) module, and the Multi-mode Routing Engine
(MRE). The LID is responsible for disseminating accurate control information to nearby
nodes and optionally disseminate information to farther nodes less frequently, similar
to a combination of IZR’s IARP and the FSR protocol. The PE identifies patterns in the
node mobility and traffic, whose data is gathered by the MRE. Based on these patterns,
the SO provides efficient reachability to nodes not encompassed by the LID (similar to
IZR’s IERP). It attempts to minimize the number of overhead required for route discov-
ery by computing routes a priori for destinations, called Reference Nodes (RNs), which are
expected to be part of routes to other nearby nodes. These RNs are selected based on
the expected number of routes whose destination is within a Reference Area (RA) around
them, called the node’s gain. The gains’ computations are performed based on infor-
mation acquired by the PE module. Based on the routes computed by the LID and SO,
the MRE selects a forwarding “mode”. For instance, use a known route if available; for-
ward messages towards an RN whose RA includes the messages’ destination; or employ

conventional broadcast-based reactive route discovery.

2.4.3 Discussion

Throughout this section, we discussed routing in wireless ad hoc networks. We started by
reviewing the challenges in routing and discussed how existing solutions can be classified.

Additionally, we reviewed a set of representative solutions and some frameworks.
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Although routing solutions employ highly heterogeneous strategies, they share some
common patterns and structures. Routing and neighborhood tables are inherent to most
routing solutions, despite existing some exceptions. At the core of routing solutions, we
can find a Routing Strategy which distributively computes routes, defining specific route
provision and route computation strategies. Examples of it may be: a proactive link-state
strategy, a proactive distance-vector strategy, a reactive distance-vector strategy, or a hy-
brid link-reversal strategy. Note that these high-level strategies can be further specialized
to better fit specific routing protocols. Moreover, all proactive (and hybrid) solutions peri-
odically disseminate control messages with static or dynamically adjusted periods, which
are determined by the Announce Period. We split the announce period and the routing
strategy to allow using distinct period strategies independently from the strategy to com-
pute routes. The announce period is simply a number that represents the interval between
periodic announcements of control messages. This value can be the result of a function
in the case dynamic periods are employed. In addition, routing solutions resort to a
Cost Function to evaluate the local links, by employing some metric, and is used to qual-
ify each route. Examples of these functions were already previously discussed (§2.4.1).
Moreover, routing solutions need to propagate control messages throughout the network
to enable the actual computation of routes by means of some routing strategy. Across
the literature, routing protocols employ several Dissemination Strategies, even within the
same protocol, which can be grouped into specific communication patterns according to
the nature and intended destinations of such messages into: network-wide [89, 94, 98] or
limited-hop broadcast [29, 87], to inform all or a sub-set of the nodes; bordercast[29], to in-
form a specific sub-set of the nodes; or (network-wide) unicast [94, 102] to inform a single
node. Finally, routing protocols are also responsible for leveraging the computed routes
to forward applicational messages. To this end, routing protocols can employ different
Forwarding Strategies that provide different trade-offs across reliability and communica-
tion overhead. Examples of these strategies are: to forward to the next-hop contained in
the routing table; leverage several routes to the same destination to increase the chances
of delivering messages employ coordination mechanisms to dynamically elect, from a set
of candidate next-hops, the one which will proceed with the forwarding of each message;
use the nodes’ coordinates to base their forwarding decisions; obtain the next-hop that is
carried in the messages; or rely on the explicit or implicit acknowledgment and retrans-
mission of messages. In this regard, we can specify routing solutions according to these
five components.

Some routing frameworks were already proposed; however, they fail to address all
the components we identified, being not expressive enough to specify all the routing ex-
amples discussed. Although IZR allows combining practically any proactive and reactive
solutions, it considers them as “black boxes” and does not attempt to decompose them
into their fundamental constituents, like our framework. Nonetheless, IZR only identifies
two dissemination strategies: limited broadcast for IARP and bordercast for IERP. RNS

dissects the routing solutions from an evaluation standpoint, not being able to specify
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them according to their internal operation, as our framework does. However, the RNS
building, RNS control message propagation, and the unreliable transmission handling
correspond to the dissemination strategy and the RNS maintenance is part of the routing
strategy. Nonetheless, the other components are not considered. MMRP is not flexible
enough to specify the majority of the existing protocols since it has a specific architectural
pattern, only suitable for a very restricted set of solutions, unlike our framework which
is much more generic. Nonetheless, the LID and SO correspond to two different dissemi-
nation strategies, while PE can be considered part of the routing strategy. However, cost
metrics and forwarding strategies are not addressed.

In conclusion, although routing solutions are highly heterogenous, they share some ar-
chitectural elements. However, we emphasize the absence of a framework in the literature

that considers the five components we identified.

2.5 Summary

Throughout this chapter, we reviewed the related work on communication primitives for
wireless ad hoc networks.

We started the chapter with an overview of the fundamental concepts and charac-
teristics of wireless ad hoc networks and the wireless medium, on §2.1. We discussed
the different types of wireless ad hoc networks and decided to focus on generic wireless
ad hoc networks because they are more suitable for commodity devices since they do not
require specialized hardware nor assume specific roles and behaviors of the nodes. We
also provided a brief review of existing technologies to construct wireless ad hoc networks
and decided to rely on WiFi since it is widely available in commodity devices and has
high data-rates, which are more appealing for devising distributed applications and ser-
vices without major bandwidth constraints. Next, we examined the characteristics and
the inherent challenges of communicating through the wireless medium, such as: fading,
collisions, contention, gray zones, unidirectional links, network partitions, and network
congestion. These challenges turn the networks’ topologies highly dynamic, even if the
nodes do not present mobility. We further discussed several MAC protocols that were pro-
posed to mitigate some of these challenges. However, despite the techniques employed by
them, those challenges are not always overcomed, and thus, they must also be addressed
by the communication primitives to enable effective communications.

Following that, we studied the existing literature on neighbor discovery, on §2.2.
Neighbor discovery is the process that allows each node to detect and evaluate the links
between itself and the other nearby nodes with whom it can direclty communicate, i.e.,
its neighbors. This process is remarkably important to several applications and protocols,
especially several broadcast and most routing solutions, which leverage neighborhood
information to make informed decisions. We identified five fundamental components in
the existing neighbor discovery solutions: the discovery pattern, the discovery period, link

quality metrics, link acceptance policies, and the discovery context. The discovery pattern
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encodes the strategy employed to exchange hellos and hacks with the neighbors. The
discovery period determines the intervals between consecutive discovery messages (if
the discovery is non-passive). The link quality metrics estimate the quality of links with
neighbors (in the incoming direction). The link acceptance policies filter the links with
neighbors based on their properties, e.g., link qualities or age.

Next, on §2.3 we put forward the related work on broadcast. Broadcast consists
of propagating a message through the network such that all the nodes deliver it. All
broadcast solutions must detect the reception of copies. In addition to this, we deter-
mined four constituents in the existing broadcast solutions: the retransmission policy, the
retransmission delay, the retransmission context, and the retransmission phases. The retrans-
mission policy determines if a node will retransmit or not each new message received.
The retransmission delay controls when the broadcast policy should be evaluated. The
retransmission context gathers information from the environment to support the broad-
cast policy and delay. We highlight that one most common examples of such contexts is
an external neighbor discovery protocol. The retransmission phases encode how many
times each node should consider retransmitting each message.

Finaly, on §2.4 we reviewed the literature on routing. Routing is defined as the pro-
cess to automatically establish distributed routes across the network between two nodes
to perform the unicast of messages. The majority of routing solutions have a routing
table and a neighbors table®, which is obtained from an external discovery protocol. We
highlight five elements forming the existing routing solutions: the dissemination strategy,
the routing strategy, the announce period, the cost metric, and the forwarding strategy. The
dissemination strategy is in charge of delivering control messages to other nodes. The
routing strategy is responsible for computing routes from the control information gath-
ered. The announce period stipulates when each node should disseminate a new control
message in proactive and hybrid solutions. The cost metric is a function that computes
the costs of each link with the neighbors, in both directions, through the link’s properties.
The forwarding strategy defines for each (non-control) message how to determine the
next-hop and how the message should be delivered to it.

During these literature reviews, it became apparent the lack of frameworks expressive
enough to specify the vast panoply of existing solutions by addressing the underlying
common components of these solutions that we identified. On the basis of these com-
ponents, in the next chapter, we will present the conceptual frameworks we developed
to specify and capture the inherent similarities and differences among the existing solu-
tions proposed of these three key services that support the communication primitives for

wireless ad hoc networks.

8 In our case, the routing and neighbor discovery frameworks do not share memory and only commu-
nicate trough the exchange of messages between the two protocols. As such, the routing framework has to
maintain its own copy of the neighbors table.
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CHAPTER

FRAMEWORKS FOR

COMMUNICATION PRIMITIVES

This chapter unveils the main contributions of this thesis: three conceptual frameworks
that capture the behavior of neighbor discovery (§3.1), broadcast (§3.2), and routing
(§3.3) solutions. The design of our frameworks is derived directly from the observations
presented previously on §2. The central insight for devising these frameworks is that most
instances of the three services that support the communication primitives for wireless
ad hoc networks present similar architectural patterns. Each framework corresponds to
a generic parametrizable protocol of each service for wireless ad hoc networks. In the

following, we discuss each framework individually.

3.1 Neighbor Discovery Framework

This section presents our conceptual framework for specifying neighbor discovery solu-
tions for wireless ad hoc networks. This framework abstracts the shared components of
neighbor discovery solutions, such as managing a neighbors table, processing hellos and
hacks, detecting losses of hellos and neighbors, detecting bidirectionality, serializing and
deserializing messages, and notifying other protocols and applications regarding changes
on the observed neighborhood. For each new neighbor found, the framework manages
both its status and link properties by processing hellos and hacks from that neighbor. At
the same time, this framework offers a set of parameters that control particular aspects
of its operation that enable capturing the behavior of particular neighbor discovery so-
lutions. These parameters correspond to the five fundamental components of neighbor
discovery solutions previously identified in §2.2.3: the Transmission Periods; the Discovery
Pattern; the Discovery Context; the Link Quality metric; and the Link Admission policy.
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Next, we discuss the auxiliary conceptual data structures used by our framework
(§3.1.1), followed by an overview of the operation of the framework (§3.1.2), and finishing
with a set of examples of values for the parameters of the framework as well as some
solutions (§3.1.3).

3.1.1 Conceptual Data Structures

Here we discuss the conceptual data structures that are part of our framework.

Neighbors Table Every discovery solution contains a table where the discovered neigh-
bors and the properties of their links with the local node are recorded. Each neighbor has a
single entry in this table which is updated by processing hellos and hacks from that neigh-
bor. Each entry corresponds to a tuple (ID, MAC,SEQ, T, A, Pyeiior Prackss RX_LQ, TX_LQ,
RX_EXP,TX_EXP,FOUND,LOST,NEIGHS), where: ID is the ID of the neighbor;
MAC is the MAC address of the neighbor, to enable sending unicast messages with-
out the need to execute ARP (Address Resolution Protocol); SEQ is the sequence number
carried in the last hello received from the neighbor to enable detecting losses; T is the
status of the node, which can be U for unidirectional, B for bidirectional, or L for lost
(lost neighbors are kept in the table for a period upon being lost to enable informing the
neighbors of the loss [86]); A encodes if the neighbor is accepted or not according to a
link acceptance policy (later discussed); Pyjjo and Pj,cxs are the periods of the neighbor for
transmitting hellos and hacks, respectively, and are used to set expiration of the link and
bidirectionality, respectively; RX_LQ is the link quality metric measured for the neigh-
bor, based on the reception and loss of hellos; TX_LQ is the link quality metric that the
neighbor estimated for the local node and which is advertised in each hack (sent by the
neighbor for the local node); RX_EXP and TX_EXP are timestamps for the expiration of
the link and its bidirectionality, respectively; FOUND is a timestamp of the moment the
neighbor was found; LOST is a timestamp of the moment the neighbor was considered
lost; and NEIGHS is the set of neighbors of the node (i.e., the two-hop neighbors of the
local node), which can be constructed by eavesdropping on the hacks meant for other
nodes. Each entry of this table has an associated timer with a value equal to the minimum
between RX_EXP and TX_EXP, which triggers an update of the entry upon expiring,
changing the status of the node (T).

Hello Each hello is a tuple (n,m,s, By,jj,), where: n is the ID of the local node; m is the
MAC address of the local node; s is a (local) monotonically increasing sequence number
that is increased for each hello sent by the local node; and P, is the period of the local
node for transmitting hellos (in case of a passive approach this value must also be set
so that the neighbors can set their expiration timestamps). Additionally, each hello can
carry additional information, such as the coordinates of the local node or its willingness

to forward messages on behalf of other nodes.
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Hack Each hackis a tuple (n,d,s,rx, By,cx), where: n is the ID of the local node; d is the
ID of the neighbor for which the hack is destined; s is the sequence number carried in the
last hello received from the neighbor; rx is the RX_LQ value registered in the neighbors
table for the neighbor d so that each node becomes aware of the link qualities in each
direction; and By, is the period of the local node for transmitting hacks (in case of a
passive approach this value must also be set so that the neighbors can set their expiration
timestamps). In addition, since hacks can also be used to obtain two-hop neighborhoods,
each hack can be extended with tx and ¢, the TX_LQ and T values registered in the neigh-
bors table for the neighbor d, respectively, so that the neighbors can know link qualities
in both directions and the status of each link of the two-hop neighbors. Furthermore, an
extended hack can also have the value L for the field t, which serves as a negative hello
acknowledgment (NHACK) to inform the neighbors that the node identified by d is no
longer a neighbor of the local node [86].

3.1.2 Operation

Figure 3.1 depicts a simplified flux diagram that captures the workflow of a generic
wireless ad hoc discovery protocol that serves as the foundation of our framework. The
diagram describes how the framework processes each event and how its components are
interconnected. There are five ways to initiate the execution flow (represented has black
circles in Figure 3.1): i) when the local node request the transmission of a given message
unrelated to the discovery framework (Downstream Message); ii) when a timer encoding
the transmission of a periodic hello and/or hacks expires (Hello/Hack Timer); iii) upon
the reception of a hello from a neighbor; iv) upon the reception of a hack from a neighbor;
or v) when a timer associated with an entry of the neighbors table expires (Neighbor(n)
Timer).

In the case of (i), another protocol or application requests the transmission of a given
message. In the case of (ii), a timer encoding the periodic transmission of a hello or
hacks expires. Both events are captured by the discovery framework, which informs the
Discovery Pattern. This component is responsible for deciding to transmit 0 or 1 hellos
and 0 or k hacks based on the events observed or simply ignore the events, in which case
the flow finishes. Then, the framework creates a new message containing the amount of
hello and hacks as specified by the Discovery Pattern, and whose contents are retrieved
from the Neighbors Table. Next, if a hello is present in this new message, the sequence
number of the local node SEQ is incremented. Afterward, the framework resorts to
the Transmission Period to (re)schedule the hello and hack timers in periodic and hybrid
solutions. Then, the framework executes the Discovery Context to optionally append
additional information in the hellos and hacks if intended. This feature is particularly
relevant in many solutions to acquire the coordinates of the neighbors or other useful
information for other protocols and applications. Finally, the message containing the
ID of the local node p and the hellos and hacks is either transmitted (in the case of
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Figure 3.1: Discovery Framework Execution Flow.

(ii)) or piggybacked to the outgoing message (in the case of (i)) being both sent with a
single transmission. If the message only contains a single hack, this transmission can be
performed with (one-hop) unicast. Otherwise, the transmission must be performed with
one-hop broadcast so that all neighbors can receive the hello and/or the hacks destined

to them.

In the case of (iii), the framework receives a hello from a neighboring node n with
a sequence number s. If this is the first hello received from the node n, then n is a new
neighbor, and its link is considered unidirectional. Then, the framework executes the
Link Quality metric to obtain a new value for the RX_LQ field of n’s entry in the Neighbors
Table. Next, the Link Acceptance policy is executed, which determines the acceptance state
A of the neighbor n based on its attributes, such as link qualities, age, or bidirectionality.
Rejected neighbors are not considered when sending hacks and are not reported to other
applications and protocols, i.e., they are simply ignored. However, they are still kept in
the Neighbors Table until they are either eventually flushed or accepted by the policy. Next,
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the n’s entry in the Neighbors Table is updated with the new information and the RX_EXP
field is set according to Py.jj,. Then, the framework may notify the other protocols and
applications of a change in the neighborhood state and informs the Discovery Pattern,
which may continue the execution flow as previously described or simply terminate it.

In the case of (iv), the framework receives a hack from a node n destined to the node
d. If d is the local node and this is the first hack received for the neighbor #, then the
link with n becomes bidirectional. The diagram of the Figure 3.1 is only illustrating
the reception of a single hack. Whenever multiple hacks are received at the same time,
the framework processes each one individually in sequential order. Whenever hellos
and hacks are received in the same message, hellos are always processed first. In case
the node n is not a neighbor of the local node (i.e., is not registered in the Neighbors
Table) or the hack is not new (verified by comparing its sequence number s with the local
node’s sequence number), the hack is discarded and the flow terminates. Otherwise, the
execution flow continues with the evaluation of the Link Acceptance policy, as previously
explained, and the TX_EXP field is set according to Py,k. On the other hand, if the
hack is destined to other node than the local node, the NEIGHS field of n’s entry in the
Neighbors Table is updated. This process is not illustrated in the Figure 3.1 since this is an
optional behavior of some discovery solutions.

Finally, in the case of (v), the framework receives a timer encoding the expiration
of a timestamp of a neighbor n. In that event, if the TX_EXP field of n’s entry is ex-
pired successively more than the number of hack misses (another secondary parameter
of the framework), the bidirectionality with the neighbor is considered lost. In case the
RX_EXP field of n’s entry was the one that expired, the Link Quality metric is executed
to obtain a new value for the RX_LQ field of n’s entry. Then, if the times the RX_EXP
field expired successively is less than the number of hello misses (a secondary parameter
of the framework), this field is updated according to Py,;,. Otherwise, if the number of
successive expirations is equal to the number of hello misses, then the neighbor is consid-
ered as lost. Finally, the timer of the neighbor is reset to the minimum between RX_EXP

and TX_EXP (if one of them is expired, it is ignored).

3.1.3 Framework Parameters

Our framework is a generic (or meta) discovery protocol that may be parameterized to
describe a wide range of discovery protocols with varying characteristics. To specify a
discovery protocol in our framework, one only has to specify five parameters, resulting
in a tuple (DP, TP, DC, LQ, LA), where DP is the selected Discovery Pattern; TP is
the Transmission Periods employed; DC is the Discovery Context configured; LQ is the
choosen Link Quality metric; and LA is the adopted Link Admission policy.

Next, we present various possible alternatives for these parameters. We note that
some of them may also be dependent on their own (hyper) parameters, which configure
certain aspects of their behavior, such as threshold values, static probabilities, or flags.
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3.1.3.1 Discovery Patterns

PeriopicJoiNT(6): Periodically send hellos and hacks to all neighbors in a single
message. The parameter 6 is a boolean flag that encodes whether or not unscheduled

messages should also be sent upon the loss or discovery of a neighbor.

PeriopicDisjoinT(6): Periodically send explicit hellos and hacks to all neighbors in
distinct messages, with different periodicities. The parameter 6 is a boolean flag that
encodes whether or not unscheduled messages should also be sent upon the loss or dis-

covery of a neighbor.

Pass1vE: Piggybacks hellos and hacks in outgoing messages of other protocols or appli-
cations. There are specialized versions of this pattern that piggyback hellos and hacks on

specific messages, such as the one employed in BATMAN'’s discovery protocol.

EcHo(p): Sends periodic hellos, which are immediately replied with an explicit hack to
the neighbor that sent the hello. The parameter y is a boolean flag that encodes whether
or not a hello should be piggybacked in the replying hack.

Trarric(t): Periodically send explicit hellos and hacks in a single message if the local
node recently sent (in the last t seconds) any non-discovery traffic.

3.1.3.2 Transmission Periods

STATIC(Pheitos Phack ): Defines static intervals of duration Py,j;, and Py, seconds between

consecutive periodic transmissions of hellos and hacks, respectively.

Dynamic(w, P, T): Compares the number of new neighbors within a time window of
w seconds, called the turnover (t), with the optimal turnover value (T) the nodes should
be detecting. P is the initial interval value in seconds (for simplicity, we assume both
hellos and hacks use the same interval). If t < T the current interval is increased. If t > T
the current interval is decreased. The actual formula used to compute the new intervals

is sugested by the authors of [106].

3.1.3.3 Discovery Contexts

L: Denotes the non-usage of a discovery context, and it is employed in solutions that do

not enrich the hellos and hacks with additional information.

Coorps: This context extends each hello with the coordinates of the local node in a given
location system, such as GPS[45] or Galileo [46].
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MPR: This context extends each hack with a boolean flag indicating if the local node
selected the hack’s destination as an MPR (discussed in §2.3).

3.1.3.4 Link Quality Metrics

1: Encodes the absence of a link quality metric, with the framework always assigning a

default quality of 1 (perfect quality) to each link.

MA (w): Moving average of the ratio of hellos successfully received in a window of the

last w hellos sent by the neighbor.

EMA (w, a): Exponetial moving average, of parameter « (smoothing factor), of the ratio

of hellos successfully received in a window of the last w hellos sent by the neighbor.

3.1.3.5 Link Acceptance Policies

Acceprt: Always accepts every neighbor regardless of its characteristics.

HYsT(H,¢ject» Haccept): Accepts neighbors whose RX_LQ becomes > Hcc,p: and rejects

(i.e., consider as lost) them when RX_LQ becomes < H,je;-

AGEe(A): Only accepts neighbors that transmited more than A hellos since they were

found by the local node.

Using these parameters, we can define a large number of protocols found in the literature.
Table 3.1 includes an illustrative set of discovery protocols specified trough our frame-
work and containing exemplary values for the hyper-parameters. All time references are
in seconds. PD]J and PD]J2 are simplifications of NHDP, striping the optional compo-
nents (DC and LA). PDD corresponds to Babel’s discovery protocol and PDD?2 is a
different configuration of this protocol. ED and ED2 correspond to variants BATMAN’s

discovery protocol when considered separately from routing.

3.2 Broadcast Framework

In this section, we present our conceptual framework for specifying a broad spectrum of
broadcast solutions for wireless ad hoc networks. Our framework corresponds to a generic
broadcast protocol for wireless ad hoc networks that abstracts the common elements of
broadcast solutions, such as detecting and registering the reception of duplicate messages
to avoid multiple deliveries of the same message, managing the retransmission process
of each message, serialize and deserialize messages and related meta-data, and even
implementing broadcast with a limited scope. At the same time, this framework provides

a set of parameters that control certain aspects of its behavior, enabling the specification
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Label Ref DP TP DC LQ LA
NHDP [86] PeriopicJoint(True) Staric(5, 5) MPR MA(10) Hysr(0.4, 0.7)
PJD [86] PeriopIc]oiNT(True) Staric(5, 5) L MA(10) AccePT
PJD2 [86] PeriopicJoint(False) Static(5, 5) L MA(10) AccepT
GPSR’s [93] PeriopicJoint(False) Static(5, 5) Coorps MA(10) AccepT
PDD [87] PeriobricDisjointT(True) Staric(5, 10) L MA(10) Accert
PDD2 [87] PeriopicDisjoint(False) Staric(5, 10) L MA(10) AccepT
ED [98] Ecuo(False) Staric(5, 5) 1 MA(10) AccerrT
ED2 [98] Ecuo(True) Staric(5, 5) 1 MA(10) Accerrt
BATMAN’s [98] Passive Staric(5, 5) L MA(10) AccepT
TAP [106] PeriopicJoint(False) Dynamic(10, 5, 3) L MA(10) AccepT
EBHP [101] Trarric(10) Staric(5,5) L MA(10) Accerrt

Table 3.1: Specification of Discovery Protocols.

of particular broadcast solutions. These parameters correspond to the four fundamental
components previously identified in §2.3.3: the Retransmission Policy; the Retransmission
Delay; the Retransmission Context; and the Retransmission Phases.

In the following, we discuss the auxiliary conceptual data structures used by our
framework (§3.2.1), followed by an overview of the framework’s operation (§3.2.2), and
finally presenting a set of examples of values for the framework’s parameters as well as

some solutions (§3.2.3).

3.2.1 Conceptual Data Structures

In this section, we will go through the conceptual data structures that are part of our

framework.

Seen Messages Every broadcast solution contains a set where the IDs of recently re-
ceived messages are recorded, which we called Seen Messages. This set is used to detect
the reception of duplicates to avoid multiple deliveries and retransmissions of the same
message. Each message ID has an associated expiration timestamp establishing when it
can be removed from this set so that it does not grow indefinitely. The period each ID

remains in this set is a secondary parameter of the framework.

Pending Messages The framework contains a set of messages and associated meta-data
whose retransmission process is concurrently ongoing, which we called Pending Messages.
For each message, its ID, payload, the identifier of the protocol that requested the broad-
cast, current phase, and the results of all previous evaluations of the broadcast policy are
registered. This information encodes the current state of the message’s retransmission
process. While messages are in this set, their IDs must not be removed from the Seen

Messages.
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Copies Table Table of the copies received of each message. For each copy, it is regis-
tered the parent, the timestamp, the TTL, and the additional headers appended by the
broadcast context (if any), later discussed. While the message is in Pending Messages, its
copies cannot be removed from this table. This information is relevant for solutions that
consider the reception of multiple copies to base their decisions, such as counting copies

or computing the neighbors that were already covered.

3.2.2 Operation
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Figure 3.2: Broadcast Framework Execution Flow.

Figure 3.2 presents a simplified flux diagram that captures the workflow of a generic
wireless ad hoc broadcast protocol which is at the basis of our framework. The diagram
describes how the framework handles each message, revealing how its components are
intertwined. Multiple messages may have parallel workflows operating at the same node,

being that they are independent of each other. There are two ways to initiate the flow of
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a given message m: either through i) the request of the broadcast operation by another
protocol or application, or through ii) the reception of m from a neighboring node.

In the case of (i), another protocol or application provides the ID of the current node
(p), an initial (non-zero) ttl, and the message itself (m). Then, m is immediately deliv-
ered (this self-delivery is part of the broadcast definition). Next, the framework assigns
a unique identifier to m (mid), which can be, for instance, randomly generated or the
concatenation of the current node’s ID with a monotonically increasing sequence number.
Afterward, m’s transmission process begins, at phase (ph) 1. At this point, the framework
inserts the mid in the sets Seen Messages and Pending Messages. This step is vital to ensure
that the current node’s neighbors’ future retransmissions are not mistaken with a new
message and do not trigger a new delivery and subsequent retransmission. Next, the TTL
to be sent with the message (tt!’) is set as ttl, and the source ID (s) is set as the current
node’s ID (p). Optionally, the broadcast context may piggyback additional headers (hx)
to enable the nodes to gather additional information, such as the number of hops the
message traveled or the ID of the first parent of the local node. Finally, the message is
sent (with one-hop broadcast) along with all the complementary meta-data.

In the case of (ii), the framework receives the message m from a neighbor n. The first
step is to register this reception in the Copies Table. Next, the framework consults the
Seen Messages to verify if m is a new message or a duplicate (using the mid). If m is a new
message, the framework simply delivers it and inserts an entry for m in the Seen Messages.
Then, m’s retransmission process begins, at phase (ph) 1. The first step of m’s retransmis-
sion process is to obtain a jitter to wait before attempting to retransmit this message. This
jitter is computed by invoking the Retransmission Delay parameter. Note that the function
that computes the jitters has access to the current phase value (ph) to enable employing
different delays in each phase if intended, and it may query the Retransmission Context.
While waiting for this jitter to expire, the framework may receive duplicate copies of m.
In this case, and if the framework is still processing m, it simply registers a new entry
for the new copy in the Copies Table. Additionally, the Retransmission Delay parameter
may be optionally executed again to readjust the remaining jitter. This functionality is
relevant to solutions that dynamically extend the duration of the jitter after each copy is
received. Upon the eventual expiration of the jitter, the framework determines the new
TTL to use for the message (ttl’) by selecting the maximum TTL carried in each copy
received and decrementing it by one. If this new TTL is greater than zero, the framework
executes the Retransmission Policy to determine if m should be retransmitted by the local
node or not. Similar to the retransmission delay, the retransmission policy also has access
to the current phase value (ph) to employ distinct strategies in each phase and can also
consult the Retransmission Context. In addition, the policy can also consult the Copies Ta-
ble to obtain information regarding the duplicate messages received. If the retransmission
policy chooses to retransmit m, the framework retransmits it (with one-hop broadcast)
along with the complementary meta-data, including the local node’s ID (p), the ID of
the broadcast source (s), and the new TTL (¢tl”). Optionally, the broadcast context may
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piggyback additional information (hx’). On the other hand, if the new TTL is equal to
zero or the broadcast policy chooses not to retransmit m, the framework does not perform

any transmission and simply continues the execution flow.

In either case ((i) and (i7)), the execution flow continues with the framework verifying
if it reached the last retransmission phase for this message by comparing m’s current
phase (ph) with the Retransmission Phase parameter (represented as NP in Figure 3.2). If
there are additional phases, m’s current phase is incremented (ph++), and the framework
returns to the beginning of the retransmission process, obtaining a new jitter from the
Retransmission Delay. Otherwise, m’s execution flow terminates, and its associated entries
in the Pending Messages and the Copies Table can be safely discarded. However, it is
important to not remove the mid from the Seen Messages for some additional time to

avoid a new copy received in the future from re-initiating this execution flow.

3.2.3 Framework Parameters

Our framework represents a generic (or meta) broadcast protocol that can be parameter-
ized to express a multitude of different algorithms with different properties and strategies.
To specify a broadcast algorithm in our framework, one only has specify four parameters,
resulting in a tuple (RP, RD, RC, NP), where RP stands for the Retransmission Policy
function, RD stands for the Retransmission Delay function, RC stands for the Retrans-
mission Context module, and finally, NP denotes the number of Retransmission Phases
configured for the algorithm.

In the following we discuss some alternatives of possible values for these parameters.
Some of these parameters can also depend on their own (hyper) parameters that configure
certain aspects of their behavior, such as some threshold values or static probabilities.

3.2.4 Retransmission Contexts

L: Denotes the non-usage of a retransmission context, and it is employed in solutions that

do not take into account any external environmental information to base their decisions.

Power: This context retrieves and records the RSSI of the transmission associated with
each copy received [107, 129, 134, 139]. These values may be normalized to a common
reference and averaged to smooth small fluctuations. However, this context requires sup-

port from the hardware to retrieve this information.

CoorpiNaTEs: This context provides to each node its coordinates in a given location
system, such as GPS or Galileo [90, 107, 139] Additionally, this context may also piggy-
back in every outbound message the location of the local node for its neighbors to become

aware of its location.
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Hors: Piggybacks to each outbound message the number of hops it traveled, i.e., it re-

trieves the number of hops of the first copy received and increments it by one [138].

PAReNTDELAY: Appends to each outbound message the value of the initial retransmis-

sion delay computed upon the reception of the first copy of the current message [125].

PareNTs: This context appends to each outbound message the IDs of the first parent of

the local node, informing the receivers of the message of the last two-hops 123, 129].

RouTes: Piggybacks to each outbound message the route it traveled, i.e., it retrieves the

route of the first copy and appends the ID of the local node [96].

NercuBors(h): This context acquires neighborhood information up to h hops [95, 96,
128, 147]. This information can be retrieved from configuration files in static settings
(i.e., when nodes are stationary) or from a companion neighbor discovery protocol, such
as our discovery framework (§3.1)). Each broadcast solution that uses this context can
resort to different discovery protocols that offer different information, such as NHDP to
obtain the MPRs. However, we employ this generic notation for this context to simplify

the exposition.

DerLecAaTION: This context retrieves from an external source (e.g., companion protocol)
the set of neighbors selected by the local node has its delegated neighbors. These sets
can be static, i.e., independent of the messages [147], or dynamic, i.e., computed for each
message [96]. Clusters[107, 122] are a particular case of static delegation where the
gateways and cluster-heads are selected as delegated neighbors. In addition, this policy
also retrieves whether the local node was selected as a delegated neighbor by one of its

parents.

3.2.5 Retransmission Policies

Avrways: This simple policy always decides to retransmit each message [107].

ProsaBiLIiTY(A): This policy decides to retransmit each message with A probabil-
ity [130].

HorsProBABILITY (A, k): Always retransmit if the hops traveled by the message is <k,

and retransmit with A probability otherwise (requires the Hors context) [130].

NercusProBaBiLiTY (A, k, Ay, n): Always retransmit if the hops traveled by the mes-
sage is < k, retransmit with A, probability if the local node’s number of neighbors is <,
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and retransmit with A; probability otherwise (requires the Hors and NEiGHBORS con-
texts) [130].

CounTtPrOBABILITY (A, k, m): Decides as in HopsProBAaBILITY when the message’s
current phase is equal to 1, and decides to retransmit if the number of copies received is

< m when the current phase is equal to 2 (requires the Hops context) [130].

Dy~namicProBaBILITY: At each phase ph, if the local node has not retransmitted the
current message yet, this policy decides to retransmit with probability given by the for-
mula 1/((n+ 1) — (3ph/n)), where n is the first parent’s number of neighbors (requires the
NEIGHBORS context) [133].

Counr(c): This policy decides to retransmit if the number of copies received (including
the first) is below c[107, 125, 134].

FrowCounT(c): This policy is equal to Counr if the message’s current phase is equal
to 1 and is equal to a variant of CounT that only counts some copies if the phase is equal
to 2. This later variant only counts copies received from nodes that either share the same
first parent or whose transmission power is higher than the one of the first copy received

(requires the PARENTs and POwER contexts) [129].

HopCounrt: This policy decides to retransmit if no duplicate copy was received with a

number of hops higher than the first copy (requires the Hops context) [138].

Distance(D): This policy decides to retransmit if the distance to the closest parent is

higher than D (requires the PowEer context) [107].

DynamicDistaNce(Dy, ..., D,): This policy selects the distance threshold from the
sequence of parameters D; whose index i corresponds to the number of copies of the
current message received, and decides to retransmit if the distance to the closest parent

is higher than the selected threshold (requires the Power context) [139].

AppitioNALAREA(€): This policy decides to retransmit if the portion of the area within
the local node’s transmission range that was not covered by the transmission ranges of all

the parents is above € (requires the COORDINATES context)[107].

CoverepNE1cHBORS: This policy decides to not retransmit if all the local node’s neigh-
bors were already covered by the transmissions of local node’s parents (requires the

NEeicHBORS(2) context) [128].
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PrioriTYCoVvEREDNEIGHBORS: This policy is a variant of the previous that further
verifies if future retransmissions will cover all the neighbors that were not yet covered,
based on a set of priorities (that correspond to the number of neighbors using node IDs
in decreasing order to break ties). It assumes that all the nodes that receive a copy of a
message from a neighbor with lower priority will retransmit it and uses this assumption
recursively until either all the neighbors become covered or there are no more future

transmissions to occur [95].

DeLeGATED(w) This policy decides to retransmit if the local node was selected as a
delegated neighbor by one of its parents (requires a context that informs if the local node
was selected or not) [147]. If w = True, this policy also decides to retransmit if one the

parents for the current message is not know or is not bidirectional [96].

3.2.6 Retransmission Delays

0: Encodes the absence of a retransmission delay function, with the framework immedi-
ately evaluating the retransmission policy. This configuration is sometimes employed in

many solutions; however, it may incur broadcast storms [107].

Ranpowm(t): Computes a uniformly distributed delay in the interval between 0 and
t[107].

RanpomEx(t): Computes a delay equal to the sum of an initial delay resultant of the
Ranpowm(t) function and the result of t minus the initial delay computed by the first
parent (requires the PARENTDELAY context) [125]. Furthermore, upon the reception of
subsequent copies of a message, this function dynamically extends the remaining delay
by 2t.

Exp(t, p): Computes a exponencially distributed delay with average of u(t/2), truncated

in the interval between 0 and ¢ [158].

PowerD (t): Computes a delay inversely proportional to the distance between the local
node and its first parent in the interval between 0 and t (requires the COORDINATES or

PowgeRr contexts to estimate the distances)[107, 134, 139].

PowerDEx(t): Computes an initial delay as in PowerD(#) and upon the reception of
subsequent copies of a message, this function computes the associated delay with the new
parent with the same strategy and, if this new delay is greater than the delay previously
used, the new delay replaces the latter, dynamically increasing the remaining waiting
period (requires the COORDINATES or POWER contexts to estimate the distances) [129].

In addition, if the message’s current phase is equal to 2, this function simply returns the
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last delay employed (i.e. the highest).

NercusD (t): Computes a uniformly distributed delay between 0 and tx(1+d,,)/(1+d,,),
where d,,, is the maximum number of neighbors of the local node’s neighbors and d,, is
the local node’s neighbors (requires Ne1GHBORS(2) context)[128]. This function causes
the nodes that have more neighbors than their neighbors to have higher retransmission
priority.

With these parameters, we can define a large number of algorithms found troughout
the literature. Table 3.2 contains an illustrative set of examples of these algorithms with

possible configurations for its hyper-parameters. All time references are in milliseconds.

Label Ref RP RD RC NP
EacerFLoopING [107] ALwaAys 0 L 1
Frooping [107] ALways Ranpom(250) L 1
D-Froobping [123] ALways PowEerD(250) PoweRr 1
Gossirl [130] ProBaBILITY(0.8) Ranpom(250) L 1
Gossipl1Hors [130] HorsProBaBiLiTY (0.8, 3) Ranpom(250) Hors 1
Gossipl1Exp [158] ProBaBILITY(0.8) Exr(250,0.7) L 1
Gossip2 [130] NercasProBaBILITY(0.8,3,0.95,3) RANDOM(250) HorsUNEIGHBORS(1) 1
Gossir3 [130] CountPrOBABILITY(0.8,3,3) Ranpom(250) Hors 2
DAFP [133] DynamicPrROBABILITY Ranpom(63) NEeicaBoRrs(1) 4
CBS [107] CounT(2) Ranpom(250) L 1
HCA-RADEx [125] CounrT(2) RanpoMEx(80) PARENTDELAY 1
PAMPA [134] CounrT(2) PowerD(250) Power 1
FABA [129] FrowCount(2) PowerDEx(250) PowERUPARENTS 2
HCAB [138] HorCouNT Ranpom(250) Hors 1
DBS [107] Distanceg(50) Ranpom(250) Power 1
DisA [139] DynamicDistance(10,50,90) Ranpom(250) Power 1
LBS [107] AppITIONALAREA(0.025) Ranpom(250) COORDINATES 1
SBA [128] CoVvEREDNEIGHBORS NercusD(250) NEIGHBORS(2) 1
LENWB [95] PrioriTYyCOVEREDNEIGHBORS RaNDOM(250) NEIGHBORS(3) 1
CLS [107] DerLecaTeD(False) Ranpom(250) NEeiGgaHBoRrs(l)UDELEGATION 1
MPR [147] DerLecaTeD(False) Ranpom(250) NercaBoRrRs(2)UDELAGATION 1
AHBP-EX [96] DeLeGaTeED(True) RaNDOM(250) NeiguBors(2)URouTesUDELAGATION 1

Table 3.2: Specification of Broadcast Algorithms.

3.2.7 Mingling with Routing

The broadcast framework is suited for generic use cases that consider the broadcast prim-
itive as a black-box. However, most of the existing routing solutions have a broadcast
sub-protocol embedded within them. This architecture allows the routing solution to
share information with broadcast (and vice-versa) and freely affect its operation. In our
case, since broadcast and routing are isolated protocols that do not share memory, it is nec-
essary to add additional features to the framework to support these specific interactions.
In this sense, we made the following additions to this framework:
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Meta-data Delivery Many routing solutions require assessing the meta-data of the sev-
eral copies of each broadcast message received. Examples of meta-data consulted are
knowing the broadcast source, the parents’ ID, the full routes traveled by the message, or
the accumulated cost. Therefore, we extended the broadcast framework to also deliver

the gathered meta-data along with each message.

Late Delivery If messages are immediately delivered after being received, only the first
copy’s meta-data is included. However, routing solutions may require information of all
copies. We identified two ways to address this: i) notify the destination process after each
copy received or ii) deliver the message only after its execution flow ends — Ilate delivery.
In the case of i), the broadcast semantics is modified since each message is delivered more
than once and it requires adapting the protocols to handle the additional notifications.
In the case of ii), the modification is agnostic to other protocols. As such, we chose to
integrate the latter into our framework by using a secondary parameter that toggles this
behavior. However, it increases the delay between the reception of a message and its

delivery.

BiFlooding Flooding variant that ensures when a node receives a copy of a given mes-
sage from a bidirectional neighbor, then the route taken by the message is all comprised
of bidirectional links. This solution is materialized with a policy that decides to retrans-
mit if the link with at least one of the parents is bidirectional and a context that provides
neighborhood information. This solution can be parametrized with a boolean flag with
the value True to only retransmit if a copy was received from the selected next-hop (i.e.,
the neighbor with the best route) towards the broadcast source. Variants of this solution
are employed in many routing solutions to propagate control messages, such as route
requests in reactive solutions and OGMs in BATMAN.

RouteCostContext This context piggybacks to each outbound message the accumulated
cost of the route it traveled. It retrieves the cost of each link with a neighbor from a com-

panion routing protocol. This context is employed in several route discovery strategies.

Parallel Specifications Hybrid routing solutions may require distinct broadcast strate-
gies. Having parallel executions of this framework incurs more memory consumption
and computational overhead. Therefore, we extended this framework to support multiple
broadcast solutions simultaneously. As such, we added another parameter to the broad-
cast request operation that specifies the algorithm to employ for that message, being this
parameter piggybacked on the message when it is transmitted.
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3.3 Routing Framework

This section presents our conceptual framework for specifying routing protocols for wire-
less ad hoc networks. This framework abstracts the shared components of routing so-
lutions, such as managing a routing table and neighbors table, forward messages, and
serializing and deserializing messages. Simultaneously, this framework provides a set of
parameters that govern certain aspects of its operation, allowing it to capture the behavior
of specific routing solutions. These parameters correspond to the five fundamental com-
ponents of routing solutions previously identified in §2.4.3: the Forwarding Strategy; the
Announce Period; the Cost Function; the Routing Strategy; and the Dissemination Strategy.

Next, we discuss the auxiliary conceptual data structures used by our framework
(§3.3.1), followed by an overview of the framework’s operation (§3.3.2), and finishing
with a set of examples of values for the parameters of the framework as well as some
solutions (§3.3.3).

3.3.1 Conceptual Data Structures

Here we discuss the conceptual data structures that are part of our framework.

Neighbors Table An essential piece in most routing solutions is a table where the dis-
covered neighbors and the properties of their links with the local node are recorded. This
table is distinct from the one contained in the discovery framework since both frame-
works do not share memory. In addition, this table requires managing less information
since it does not support the discovery process. Most of the information recorded in this
table is obtained by the notifications from the discovery framework. Each entry of this
table corresponds to a tuple (ID, MAC,RX_COST, TX_COST,B,FOUND), where: ID
is the ID of the neighbor; MAC is the MAC address of the neighbor; RX_COST is the
receiving link cost metric; TX_COST is the sending link cost metric; B is a flag indicating
if the link with the neighbor is bidirectional or not; and FOUND is a timestamp of the

moment the neighbor was found.

Routing Table Most routing solutions resort to a table where they store pre-computed
routes. Each entry of this table encodes a route as a tuple (DEST,NEXT_HOP,COST),
where: DEST is the ID of the destination node; NEXT_HOP is the ID of the neighbor
selected as next-hop for this route; and COST is the total cost of the route. Multiple
routes for the same destination can be stored in this table. This basic routing table is
extended with additional fields in some routing solutions, such as DSR that stores the

full routes and not only the next-hop.

Seen Messages Set where the IDs of recently received messages to forward are recorded.
This set is used to detect the reception of duplicates to avoid multiple deliveries and/or

retransmissions of the same message when retransmissions at each hop or simultaneous
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Figure 3.3: Routing Framework Execution Flow.

propagations through multiple routes are employed. Each message ID has an associated

expiration timestamp establishing when it can be removed from this set so that it does

not grow indefinitely. The period each ID remains in this set is a secondary parameter of

the framework.

3.3.2 Operation

Figure 3.3 illustrates the execution flow captured by our framework, which is divided

into two parts: the Control Plane (on the right), responsible for computing routes, and the

Forwarding Plane (on the left), responsible for forwarding applicational messages.
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3.3.2.1 Control Plane

The control plane is responsible for processing internal events to manage the computation
of routes. There are three main entry points in this plane: i) a neighborhood update; ii)
the set off of an announce timer; and iii) the reception of a control message.

Neighborhood updates are provided by an external discovery protocol, such as our
discovery framework (§3.1). A neighborhood update must encode either the discovery,
suspicion of failure, or an update to the state of a communication link of a neighboring
node. This update is processed by the cost function, which assigns a cost metric to that
neighbor. Next, the framework updates its internal Neighbors Table according to the
received information.

The announce timer is a periodic timer that informs the Routing Strategy to dissemi-
nate a new control message, and is employed by protocols following a proactive or hybrid
strategy. When the announce timer sets off, it is first processed by the announce period
component which is responsible to reset it. This enables the usage of dynamic periods for
announcements [196].

A control message is composed of four parts: (p, mid, mx, m), respectively, the iden-
tifier of the node that generated the control message, the message’s unique identifier,
meta-data obtained from the message’s propagation and which is associated with a spe-
cific dissemination strategy, and the message payload that encodes data specific to the
Routing Strategy.

These three events flow into the main component of the control plane: the Routing
Strategy. The Routing Strategy evaluates these events, which may lead into an update on
the routing table and/or the dissemination of a new control message. On either case,
the Routing Strategy may query the framework’s internal Neighbors Table to obtain cost
metrics and bidirectionality information to compute or update a new or existing route.
Finally, in the case a new control message is to be disseminated, the framework deliveres
it to the Dissemination Strategy that is responsible to send the message to all intended

destinations.

3.3.2.2 Forwarding Plane

The forwarding plane is responsible for handling the flow of applicational messages and
applying a Forwarding Strategy, which can be triggered by two events: i) a request to send
a message to an arbitrary destination or ii) the reception of a forwarded message from a
neighboring node.

To request the forwarding of a message, the application must provide the following
parameters: (p, d, ttl, m), respectively, the local node’s identifier, the identifier of the
destination node, a time-to-live, and the message payload. Upon receiving such request,
the framework first generates a message identifier (mid) to uniquely identify the message
in the network. Then, the message enters the flow of received messages in the forwarding

plane.
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Upon the reception of a message, the forwarding plane first checks if it has already
processed it, discarding it if so. Next, if the destination of the message is the local node,
the message is delivered to the application, continuing otherwise to the next processing
stage, where the tt/ is decremented and verified. If the tt] has expired, the forwarding of
the message ends, otherwise the message is delegated to the forwarding strategy which
will obtain the next-hop, potentially consulting the framework’s routing table, and send
the message to it. If no next-hop was found, the Routing Strategy in the control plane is
notified, possibly requesting the dissemination of a new control message, such as a route
request in reactive protocols [94, 102]. Otherwise, the execution flow for that message

ends.

3.3.3 Framework Parameters

Our framework represents a generic (or meta) routing protocol that can be parameterized
to express a multitude of different protocols with different properties and strategies.
To specify a routing protocol in our framework, one only has specify five parameters,
resulting in a tuple (FS, AP, CF, RS, DS), where FS is the Forwarding Strategy, AP
is the Announce Period, CF the Cost Function, RS the Routing Strategy, and DS is the
Dissemination Strategy.

In the following, we discuss some alternatives of possible values for these parameters,
being that they can also assume a value of | to encode not employing a specific parameter.
We note that some of these parameters may also be dependent on their own (hyper)
parameters, which configure certain aspects of their behavior, such as threshold values,

static probabilities, or flags.

3.3.3.1 Forwarding Stategies

SimpLE: Simply retrieves the first next-hop contained in the routing table.

MutrtipaTH: Multiple next-hops are retrieved from the routing table and one is selected

according to some criteria.

Source: The complete route is retrieved and used as an header for the message, allowing

intermediary nodes to become aware of their next-hops.

Ackep(s): Extends a strategy s with explicit acknowledgments and retransmissions of

forwarded messages.

OrrorTUNIsTIC: The next-hop is dynamically selected according to a given algorithm.

GerocgraPHIc: The next-hop is the neighbor geographically closer to the destination.
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3.3.3.2 Announce Period

The Announce Period is a natural number that represents the interval between periodic
announcements of control messages. It can be the result of a function in the case dynamic

periods are employed. The value 0 encodes that there are no periodic announcements.

3.3.3.3 Cost Functions

HOPS: Is always 1 so that the routes’ cost is their number of hops.

ETX: Estimates the expected number of retransmissions for a successful forwarding
based on the link qualities [165].

ETT: Estimates the expected time for a successful forwarding based on link qualities and
data-rates[166].

AGE: The time elapsed since the neighbor was detected is used to estimate the cost, with

older neighbors representing better links (i.e., more stable) [159].

DIST: Uses the geographic distance between the local node and the neighbor, with

higher costs representing better links (i.e., closer to the destination) [93].

MCX: The number of control messages received from different sources and neighbors is

considered, with higher counts representing better links [98].

3.3.3.4 Routing Strategies

DistVEec(m, 1, ¢): Disseminates across the network a vector of tuples containing a
destination and associated cost and sequence number, which always includes a tuple with
the local node’s identity (with a cost of 0 and a local sequence number). The m parameter
encodes whether the vector dissemination is proactive (Pro) or reactive (Re). The tuples
of the disseminated vector are selected by the 7 parameter (a function) from the local
node’s routing table. Examples of this function can be All, for all destinations contained
in the routing table, or Single, for only the identity of the local node. The ¢ parameter
corresponds to a function that selects which tuples encode a valid route from the received
distance vectors and when to increase the local node’s sequence number. Examples of
this function can be Inc, which increases the sequence number for every vector dissem-
inated and only accepts tuples whose sequence number is either larger than the largest
known sequence number or the cost is lower than the cost of the current route selected
for that destination, or Req, which only increases the sequence number upon receiving
an explicit request from another node and only accepts tuples that have either higher
sequence number or have a lower cost than all the tuples advertised by the local node
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for that destination [87]. From the vectors received and the information regarding the
properties of the links traveled by the control messages (containing the vectors), this

strategy computes the routes to all reachable destinations.

LiNkSTATE(@): Periodically disseminates a small sub-set of the local known topology,
allowing all the nodes to gather the global topology which is used to locally calculate
routes to all reachable destinations. The sub-set of the known topology that each node
disseminates is selected by the function ¢ passed as parameter and examples of it can
be: BiNeighs, where the set of bidirectional neighbors of the local node are dissemi-
nated [190]; MPRSIts, where the MPR Selectors (discussed in §2.4.2) of the local node are
disseminated [89]; Fisheye, where a sub-set of all the links is selected based on their dis-
tance to the local node, with closer links being disseminated more often [178]; or SrcTree,
where part of the tree formed by all the best routes of the local node, called the Source
Tree, is disseminated [100].

LinkRevVERrsaL(m): This trategy distributively constructs a DAG for the local node.
The m parameter encodes if the DAG’s construction is triggered by the local node proac-
tively (Pro) or reactively (Re). The routes towards a given destination are computed from
its DAG by selecting the neighbors with whom the local node have a downstream edge
(in the DAG). Cost metrics, if available, can be used to select the best route among these

routes. Otherwise, a route is randomly selected.

ZonNE(i, 0, r): A proactive routing strategy i is employed within routing zones with a
limited scope of r hops, and a reactive strategy o is employed to compute routes towards
nodes outside of these zones. When the parameter r is ommited, it is dynamically selected

for each node based on a given selection criteria specific to each solution.

HierarcHY(/): Constructs a hierarchy on the network topology with I levels. On top
of this hierarchy, it constructs a logical network, where each node is identified by a tuple
(subnet, host), with the subnet identifying the logical group the node belongs to, and the
host uniquely identifying the node within the group.

3.3.3.5 Dissemination Strategies

Broap(h): Control messages are broadcast throughout the entire network if & is oo, or
up to limited number of hops h, otherwise. When a sequence S,..., S, is passed as pa-
rameter instead of h, the radius employed in each dissemination follows that sequence in

round-robin order.

BorpER: Control messages are disseminated with bordercast (efficient variant of multi-

cast) to the nodes at the border of routing zones [29].
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Un1: Send control messages to a single destination with (network-wide) unicast, leverag-

ing previously computed routes.

With these parameters, we can define a large number of protocols found troughout the
literature. Table 3.3 contains an illustrative set of examples of these protocols, with
possible configurations for the hyper-parameters. The ETX cost metric was applied in
protocols that did not define any cost metric in their specification since this metric is
usually more appropriate than simply resorting to HOPS. TORA’s m parameter was not
configured as it is specific for each node. The usage of multiple dissemination strategies
(DS column) in the same protocol is encoded in the table as a set of strategies, resultant
from the union (V) of several individual dissemination strategies (omitting the { and } of
the usual mathematical notation for sets to not clutter the table entries). In these cases,
the resulting set must be accompanied by a function that selects the proper dissemination
strategy from the set to employ for each control message to disseminate (this function was
omitted from the table). For instance, the hybrid ZRP protocol disseminates periodic
announcements within routing zones of radius 5 with broadcast (Broad(5)), route requests
with bordercast (Border), and route replies with unicast (Uni). The zone radius of 5 (the
third parameter of the ZoNE routing strategy) was arbitrarily configured as an example.

Label Ref FS AP CF RS DS

OSPF [190] SiMPLE 5 ETX LiNnkStATE(BiNeighs) BroAD(o0)

OLSR [89] SIMPLE 5 ETX LiNkSTATE(MPRSIts) BroAD(o0)

FSR [178] SIMPLE 5 ETX LinkStaTE(Fisheye) Broap(1)

FSLS [115] SIMPLE 5 ETX LiNkStATE(BiNeighs) BroaD(3,5,)
TBRPF [100] SIMPLE 5 ETX LiNkStAaTE(SrcTree) Broan(1)

DSDV [160] SIMPLE 5 ETX DistVec(Pro,All,Inc) Broap(1)
BABEL [87] SIMPLE 5 ETX DistVec(Pro,All,Req) Broap(1)UBRrROAD(o0)
BATMAN [93] SIMPLE 5 MCX DistVec(Pro,Single,Inc) BroAaD(o0)
JOKER [176] OpPORTUNISTIC 5 MCX DistVec(Pro,Single,Inc) BroAD(o0)

AODV [94] SIMPLE 0 ETX DistVec(Re,Single,Inc) Broap(co)UUNI
DSR [102] SOURCE 0 ETX DistVec(Re,Single,Inc) BroaD(c0) UUNI
ABR [159] SIMPLE 0 AGE DistVEc(Re,Single,Inc) Broap(co)UUNI
ZRP [29] SIMPLE 5 ETX Zone(LinkState(BiNeighs), DistVec(Re,Single,Inc),5) Broap(5)UBorDERUUNI
TORA [173] SIMPLE 0 L LINKREVERSAL(m) BroaDp(co) UBrOAD(1)
SHARP [177] SiMPLE 5 ETX Zone(LiNkREVERsAL(Pro),DistVec(Re,Single,Inc)) BRoaD(co)UBrOAD(1)UUNI
GPSR [93) GEOGRAPHIC 0 DIST €L 1

HSR [187] SIMPLE 5 ETX HierarcHY(3) BroAD(c0)

Table 3.3: Specification of Routing Protocols.

3.4 Summary

In this chapter, we presented three generic conceptual frameworks that can be parame-
terized to capture the behavior of a vast amount of neighbor discovery, broadcast, and
routing solutions. Each framework corresponds to a generic protocol that abstracts the
solutions’ common elements, and that can be parameterized to capture the behavior of
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particular instances. For each one of these frameworks, we introduced their components
and explained how these components fit within their respective framework.

The neighbor discovery framework can specify discovery solutions through five pa-
rameters: (DP, TP, DC, LQ, LA), where DP is the selected Discovery Pattern; TP is
the Transmission Periods employed; DC is the Discovery Context configured; LQ is the
choosen Link Quality metric; and LA is the adopted Link Admission policy.

In turn, the broadcast framework can specify broadcast solutions through four param-
eters: (RP, RD, RC, NP), where RP is the Retransmission Policy function, RD is the
Retransmission Delay function, RC is the Retransmission Context module, and finally, NP
denotes the number of Retransmission Phases configured.

At the same time, the routing framework can specify routing solutions through five
parameters: (FS, AP, CF, RS, DS), where FS is the Forwarding Strategy, AP is the An-
nounce Period, CF the Cost Function, RS the Routing Strategy, and DS is the Dissemination
Strategy.

For each one of these frameworks, we presented examples of possible values for their
parameters and how to specify a set of representative solutions found in the literature.
Leveraging prototypes of these frameworks, we conducted a preliminary experimental

evaluation that will be discussed in detail in the next chapter.
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CHAPTER

EXPERIMENTAL EVALUATION

This chapter presents the methodology and results of our experimental evaluation of a set
of representative solutions found in the literature, that were implemented leveraging pro-
totypes of our proposed frameworks. We start by describing the experimental setting and
configurations in §4.1, followed by presenting and discussing the experimental results of
the Neighbor Discovery (§4.2), Broadcast (§4.3), and Routing (§4.4) solutions.

4.1 Experimental Setting

We implemented prototypes of the three frameworks presented in the previous chapter
and all its components in the C programming language resorting to the Yggdrasil frame-
work [197]. Each framework was implemented as a separate protocol, which does not
share memory with the other components of the system (i.e., with the applications and
the other frameworks). The frameworks can asynchronously communicate with each
other through the exchange of messages (within the same node), in a cross-layer archi-
tecture. As mentioned in §2.1.3, the frameworks operate leveraging the WiFi technology
(802.11b/g/n standard at 2.4 GHz), and no modifications were performed to the network
stack of the devices (i.e., no modifications on the MAC and PHY layers).

The experimental evaluation was conducted in a wireless ad hoc network composed
of 17! Raspberry Pi 3 - model B devices, that were dispersed through the rooms and
hallways (with approximately 30 meters) of our department building across two floors, as
schematically illustrated in Figure 4.1. Notice that in the Figure 4.1, the node 4 appears
represented in both floors since it was placed at the middle of the stairs between the two

floors.

1 We intended to use 24 devices; however, some of them became unoperational during the period over
which we conducted our experimental evaluation.
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Figure 4.1: Network Deployment.

The prototypes of our frameworks were leveraged to evaluate a set of representative
solutions of the three key services. Each experiment consists of the execution of a single
solution in a given scenario. Each experiment was executed three times, in random order,
with the results showing the average of all runs. Next, we discuss the details of each
experiment performed for each service, presenting the elected solutions to evaluate, how
these solutions were evaluated, and the metrics that were measured.

4.1.1 Neighbor Discovery

We selected to evaluate six representative neighbor discovery protocols: PJD [86], PJD 2 [86],
PDD [87], PDD2[87], ED [98], and ED2[98], which were configured as indicated in
the previous chapter in Table 3.1. The vaue of 5 seconds for the periodic hellos and 10
seconds for the periodic hacks were selected to not cause too much contention and colli-
sions in the wireless medium. The hack periodicity is the double of the hello’s as sugested
in [87] to attempt to decrease the overall number of transmissions performed by the pro-
tocol. These protocols were selected since they comprehend the most employed strategies
and are not dependent on the traffic patterns of other protocols and applications. These

protocols were alredy discussed in detail on §2.2.

For each neighbor discovery protocol, we measured its cost, as the average number of
transmissions performed by each node; and its latency, as the average time each pair of

neighboring nodes required to both nodes consider their link as bidirectional.

We evaluated each discovery protocol in a single scenario with no node faults. In each
experiment, each node executed the discovery framework, parameterized as the selected
protocol, for a period of 5 minutes. Each node was configured to start the neighbor dis-
covery protocol at a random period up to 60 seconds after the begining of the experiment
to avoid biasing the measurements with the synchronization of the nodes.
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4.1.2 Broadcast

Among the algorithms presented in the previous chapter in Table 3.2, some require spe-
cific hardware features that are not available in commodity hardware, such as accessing
the RSSI of transmissions and the coordinates of the devices. In addition, it is unmanage-
able to evaluate all the remaining algorithms in a real network. As such, from that set,
we selected ten representative broadcast algorithms to evaluate: FLooping [107], Gos-
sipl [130], Gossip1Hors [130], Gossip2 [130], Gossip3 [130], CBS[107], HCAB[138],
SBA[128], MPR [147], and AHBP [96]; which were configured as indicated in Table 3.2.

These protocols were already discussed in detail on §2.3.

At every 2 seconds, the application decides to request with 0.5 probability the broad-
cast of a small message to the framework, with an initial TTL equal to co. This configu-
ration was selected so that each node requests on average a broadcast every 4 seconds to

not cause too much contention and collisions in the wireless medium.

For each broadcast algorithm, we measured its reliability, as the average ratio of nodes
that delivered each message; its cost, as the average number of transmissions incurred
to disseminate each message; and its latency, as the average maximum accumulated re-
transmission delays of each message before being delivered. A reliability of 100% implies
that all messages were delivered to all correct nodes in the network. Notice that the cost
is relative to the total number of nodes. Solutions where each node performs a single
transmission per message result in a cost of 17 (as our experimental setup is composed
of 17 nodes).

We evaluated each algorithm in three scenarios: one without node faults and two with
deterministic node faults of the first five nodes and nine nodes from the sequence 3,12, 7,
9,11, 2,5, 10, 14. In the experiments with faults, these were introduced simultaneously at
the middle point of the experiment (2.5 minutes). Preliminary results for this framework

were previously presented in [47].

Each node executed the broadcast framework, parameterized as the selected algo-
rithm, a companion neighbor discovery protocol in algorithms that employed the Ne1GH-
BORSs context, and a simple application for a period of 5 minutes, including grace periods
of 1 minute at the start. The neighbor discovery protocol employed for all neighbor-aware
algorithms was PJD (previously summarized in Table 3.1) since this is the most common
discovery protocol in the literature and for the discovery process being identical in all
cases to not bias the performance measurements. In the evaluation of the MPR broadcast
algorithm, the discovery protocol was additionally configured with the MPR discovery
context, to allow the nodes to obtain their MPRs. The companion discovery protocol was
configured to issue messages every 5 seconds to minimize the collisions and contention

in the wireless medium.
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4.1.3 Routing

We choose to evaluate five representative routing protocols: OLSR [89], BABEL [87],
BATMAN [98], AODV [94], and DSR [102], which were configured as indicated in Ta-
ble 3.3. The value of 5 seconds for the periodic announcements was selected to not cause
too much contention and collisions in the wireless medium. The first three protocols are
proactive, and employ different routing strategies, and the other two are reactive, and em-
ploy different forwarding strategies. These protocols were selected since they encompass
a broad diversity of strategies, they don’t require special hardware features, and they are
the most discussed in the literature. These protocols were alredy discussed in detail on
§2.4.

Each node executed one of the routing protocols, a companion discovery protocol, a
companion broadcast protocol, and a simple ping application for a period of 10 minutes,
including grace periods of 2 minutes at the beginning and end. The ping application, at
every second, requests to the routing protocol to send a message to a randomly selected
destination (other than the local node), which upon the reception replies with the same
message to the source node. This behavior allows to evaluate the selected routes in both

directions.

For each routing protocol, we measured the number of routing loops, as the number
of applicational messages that were forwarded in a loop, and the average and maximum
route lengths of the computed routes. In addition, we also measured the protocol’s reli-
ability, as the ratio of messages that were successfully received back; its latency, as the
average round-trip-time (RTT) of each message; and its communication overhead, as the
total number of transmissions incurred by the dissemination of control messages by the

routing protocol and all companion protocols.

The reactive routing protocols do not perform buffering of messages while route
computation is taking place, being the messages discarded since it would bias the route
latency measurments of the application and providing buffering is an optional behavior
of these protocols. The neighbor discovery and broadcast companion protocols corre-
sponded to the ones described in the original specification of the routing protocols, with
the exception of AODV and DSR which employed a periodic discovery since their origi-
nal discovery procedure is heavly coupled within the forwarding of messages and relies
on the transmission of acknoledgemnts (which were not used to measure the “raw” perfor-
mance of the routes selected by each routing protocol). In short, OLSR employed PJD 2
(with the MPR discovery context) and MPR, BABEL employed PDD and Frooping,
BATMAN employed BATMAN's and BiFrooping(True), AODV employed PJD?2
and BiFrooping(False), and DSR employed PJD and BiFrooping(False), as the
companion neighbor discovery and broadcast solutions, respectively (all these algorithms

and protocols were previously presented and discussed).

We evaluated each protocol in four scenarios: one without node faults and three

with deterministic node faults of the first two nodes, five nodes, and nine nodes from the
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sequence 3,12,7,9,11, 2, 5,10, 14. In the experiments with faults, these were introduced
simultaneously at the middle point of the experiment (5 minutes). Furthermore, the nodes
configured to fail were never selected to be the destination of messages as to not affect

reliability measurements.

4.2 Neighbor Discovery Experimental Results
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Figure 4.2: Cost and Latency of Neighbor Discovery Protocols.

Figure 4.2 presents the results for the cost, on the left axis, and the latency, on the
right axis, for each neighbor discovery protocol. The insight of these plots is that the
better the protocol, the lower its latency and cost.

Regarding the cost, PJD 2 achieved the best results with 71.1 transmissions per node
on average. These results are explained since this protocol combines the transmission of
hellos and hacks into a single message and does not perform unscheduled transmissions
upon changes in the neighborhood are detected. PJD and PDD?2 achieved the second-
best results with 101.1 transmissions per node on average. As expected, PJD presented a
higher cost than PJD 2 due to performing approximately 30 unscheduled transmissions
due to topology changes, which indicate that the discovered neighborhoods were highly
unstable. PDD?2 presented a higher cost than PJD 2 due to separating the transmissions
of hellos and hacks. PDD achieved the third-best cost of 141.5 transmissions per node on
average. These results are due to this protocol separating the transmissions of hellos and
hacks and performing unscheduled transmissions. Finally, ED and ED2 achieved the
worst cost with approximately 588.2 transmissions per node on average. These results
are explained by every node replying with a hack upon the reception of a hello on both
protocols, with an average of 6.9 hacks transmitted per hello.

Regarding the latency, PJD and PDD achieved the best results with approximately
7.1 seconds. These results are due to these two protocols having lower costs, which
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create less interference in the wireless medium, allied with performing unscheduled
transmissions upon changes in the neighborhood. ED and ED?2 achieved the second
best latency of approximatly 10.0 seconds. We expected these two protocols to achieve
the best latency results due to immediate hack transmissions; however, this was not the
case. We suspect this behavior was mainly caused by the high amounts of additional
interference in the medium caused by the high cost of these two protocols, leading to
many messages (i.e., hellos and hacks) not being received by the nodes. In this case,
piggybacking hellos on the hacks (in ED2) presented no significant advantage. PJD2
presented the third-best latency of 12.0 seconds, higher than PJD as expected since the
first does not perform unscheduled transmissions. PDD?2 presented the worst latency of
17.4 seconds, much higher than PDD; this is expected since the first does not perform
unscheduled transmissions, and much higher than PJD 2 since the transmission period
of hacks is the double on PDD 2.

4.3 Broadcast Experimental Results

In each experiment, approximately and on average 762.3, 696.9, and 636.4 messages were
broadcast in the scenarios with no faults, five faults, and nine faults, respectively.

Figure 4.3 presents in each plot the results for the reliability in the three scenarios,
with the ratio of messages delivered, represented in the v axis as a Cumulative Distri-
bution Function (CDF) in logarithmic scale, for each ratio of nodes that delivered them,
represented in the x axis. The intuition of these plots is that the better the algorithm the
lower the number of messages delivered (v axis) for a lower number of nodes (x axis), i.e.,
the lower the area under the plot.

We note that in the scenarios with faults (Figures 4.3b and 4.3c), due to the introduc-
tion of node failures at the middle of the experiments, the total number of nodes that
received each message decreases from that point onward. Therefore, in these scenarios,
around 50% of all messages should have been ideally received by 100% of all nodes and
the other 50% been received by the correct nodes (i.e., that did not fail), i.e., 70% and
47% of the nodes in the scenario with five and nine faults, respectively.

Each algorithm achieved comparable results in the three scenarios, with FLooping
consistently presenting the best reliability distributions with approximately all the cor-
rect nodes receiving all the messages. Gossip3 presented similar results, having almost
the same distribution in all scenarios. Gossip1Hops, Gossip2, and SBA had slightly
worst results, with less than 1%, in the first two scenarios, and 10%, in the last, of all
the messages having been received by few nodes. The good reliability exhibited by these
gossip variants are due to them behaving like FLooping in the majority of the network
(i.e., they presented similar cost Figure 4.4a) since the average number of hops of the
shortest paths between all the nodes in the network is relatively small. SBA results are
explained due to it transmitting if all the neighbors were not already covered, which is

a very robust policy, and thus allowing each node to receive the messages. Surprisingly,
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Figure 4.3: Average Reliability of Broadcast Algorithms.
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Gossipl, MPR, AHBP, CBS, and HCAB achieved the worst reliability distributions,
with many messages (approximately 13%) being only delivered by a few correct nodes.
These results were expected from Gossip1 since each node does not take into account
the topology of the network and blindly retransmit each message with a given probabil-
ity. We suspect the behavior of MPR and AHBP was caused due to highly unstable
neighborhood relations, which led to the selected delegated neighbors including unstable
neighbors that not always received the messages which they were delegated to transmit.
The results of CBS and HCAB are explained due the network having regions where
the nodes have many neighbors in common, which cause the reception of many copies
by some nodes with different hop counts, which makes their policies (based on counting
copies and counting hops) to decide not to retransmit in many occasions.

Figure 4.4 presents in each plot the results for the cost, represented in the left y axis
as the average number of transmissions performed to disseminate each message, and the
latency, represented in the right y axis as the average accumulated retransmission delays
before the last delivery of each message, for each algorithm, represented in the x axis.
The intuition of these plots is that the better the algorithm the lower the cost and latency.

Regarding the cost, CBS and HCAB exhibit the lowest values in all scenarios for
the reasons previously explained, hence their low reliability. SBA and AHBP presented
the second lowest cost in all scenarios. These results show that the policy employed
by SBA is effective in achieving high reliability with a low cost. The cost results of
AHBP are explained due to its policy selecting a small sub-set of neighbors to retransmit
allied with many nodes not receiving the messages (low reliability). MPR presented
a cost slightly above AHBP since it selects a static sub-set of neighbors to retransmit
each message while the latter selects a sub-set per message, which takes into account
the routes traveled by the message. Gossip1 presented a cost of 13.6 transmissions per
broadcast message in the scenario with no faults (Figure 4.4a). This value corresponds to
approximately 80% of the number of nodes, as expected due to Gossip1’s simple policy
of retransmitting with 80% probability. This protocol exhibited slightly lower cost in the
scenarios with faults (Figures 4.4b and 4.4¢) since the number of correct nodes decreased.
Gossipl1Hoprs, Gossip2, and Gossir3 had the second highest cost in all scenarios,
since their policies behaved similarly to FLooping in the majority of the nodes. Finally,
Fropping achieved the highest cost with all the nodes retransmitting each message, as
expected.

All algorithms except SBA employed the RANDoM retransmission delay. Hence, their
latencies are related to the average number of hops each message travels before being de-
livered by each node, which is dictated by the policy employed. In this sense, FLoopinG
and Gossipr3 achieved the lowest latency among these algorithms in the scenario with
no faults (Figure 4.4a), and FLooping, Gossip1Hops, Gossip2, Gossip3, CBS, and
HCAB achieved the lowest latency among these algorithms in the scenarios with faults
(Figures 4.4b and 4.4c). AHBP obtained the worst latency across the three scenarios,
with Gossip1 having the same results in the scenario with no faults (Figure 4.4a). MPR

81



EXPERIMENTAL EVALUATION

CHAPTER 4.

240
220
200
180
160
140
120
100

R R

RIRIIRIIR
odeledeletototolel

.WWMMMMMMo.vvu.u%%uou&vvu.u@uou&&ﬁ
K

REKIRIXRRIK
SRS

s

e et s e esnaeeseosatesosstosatosatetosssstatecosstes: |
e e oot sttt zote ot

BOGRIIIAK KK
e2etotetoletototetolotetotetolotet

XXX XHKRXK KKK KX
...... R RRRERRRSE

o« O
—

(suoTssTwsueIyl)

350D

Cost XX&X4 Latency

(a) No Faults

SRR
SRR

s

BRI
S

LS
[RRERAES

R
%

0%

s
SRR

TR
BRI
R

s

RRRRKS

RIS III AR IIIR KL
B30T RAIIIIAKAR
RRRRRRIRLRRRRRRLRRRRRK

TR

SIS
s
s

<X COEXRIKAXIK,
[o2e%e0 ot tetotetetetetot e tutotoltutotete

REEIRIEIERAKS
laiseiededotniatiieieidededs

(o]
—

(SuoTsSsTWsSuURI])

3s0)

Cost X4 Latency

(b) Five Faults

SRR

R

CHIRKHKIKHKAKHKIKHKKIKHK KXY
IR

ZRKKS

RRRRRRRRRRLRS

[RERRE

R I RIITIILRS
S SRR
RIS
I

X R R AR KRR IREEKLE
X RREEEIRLLLELEILLLREEL
1%0%%%:% QONOQOMQNONONQMQNONONQ

B S SO SRRRE SIS
S

PRRAILLKIGIS
SRR

1%

(ee]
—

(SUOTSSTWSURIY)

3s0)

Cost XXXX4 Latency

(c) Nine Faults

Average Cost and Latency of Broadcast Algorithms.
82

Figure 4.4



4.4. ROUTING EXPERIMENTAL RESULTS

presented a latency slightly below AHBP since some messages traveled through paths
with lower hop-count due to a slightly higher number of transmissions performed by its
policy. Finally, SBA attained the lowest latency in all scenarios due to its retransmission
delay giving retransmission priority to nodes with more neighbors than their neighbors,
which enabled the messages to reach all the nodes faster. In the scenario with nine faults,
SBA’s latency is close to other algorithms due to the network being much smaller after
the failures.

Overall, SBA was the best algorithm across the three scenarios, having presented one

of the highest reliabilities, one of the lowest costs, and the lowest latency.

4.4 Routing Experimental Results

Scenario Protocol Loops Avg.Route Length Max Route Length

OLSR 4.67 2.22 6.33

BABEL 0 2.09 5.67

No Faults BATMAN  28.67 2.18 7.33
AODV 0.33 2.05 6.00

DSR 0 2.17 6.00

OLSR 2.33 2.11 6.00

BABEL 0 1.94 5.33

2 Faults BATMAN  69.00 2.23 7.33
AODV 0 2.02 6.00

DSR 0 2.13 6.00

OLSR 8.00 2.23 6.00

BABEL 0 2.07 6.00

5Faults BATMAN 43.33 2.17 6.33
AODV 0 2.06 6.33

DSR 0 2.23 6.67

OLSR 1.67 2.11 6.33

BABEL 0 2.05 5.00

9 Faults BATMAN  30.00 2.17 6.67
AODV 0 2.04 5.67

DSR 0 2.11 5.67

Table 4.1: Route Statistics of Routing Protocols.

Table 4.1 presents the number of routing loops, the average route length, and the max-
imum route length that were observed on average for each protocol across all scenarios.

Regarding the routing loops, BATM AN displayed the highest amount in every sce-
nario. These loops emerge since BATM AN'’s routing strategy has no loop prevention
mechanism, and the combination of BATM AN'’s cost function and dissemination strat-
egy allied with unstable neighborhoods cause the nodes to frequently change their se-
lected next-hops. OLSR presented a very small amount of routing loops. These loops
arise during the propagation of updated routing information (i.e., the MPR Selectors),
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which leads to some nodes having updated routes while others still having older routes,
which, in turn, can cause short-lived loops to form. As expected, the protocols which
employed a distance-vector routing strategy did not form any loop (due to the usage
of sequence numbers). The exception was AODYV that formed one loop in one of the
executions in the scenario with no faults due to the asynchronous communication be-
tween the broadcast and routing frameworks. One node successfully retransmitted a
broadcast message (containing a routing control message) to a neighbor. However, the
neighbor was faster to deliver that message, and thus it updated its routing table faster
than the first node. Then, the first node used an older route to forward an applicational
message towards its neighbor already employing the new route, whose next-hop was the
first node, thus creating a short-lived loop that was immediately resolved after the first
node delivered the broadcast message. Therefore, our communication model between the
frameworks infringed the AODV’s loop-freedom guarantees. Addressing this issue was
left as future work.

Regarding the length of the computed routes, all protocols converged roughly to the
same routes being selected, with approximately 2.1 hops on average across all scenarios,
since almost all protocols used the same cost metric (except BATM AN) and the diversity
of available routes to compute in our network deployment was small. BABEL consis-
tently computed the shortest max length routes, with an average of 5.5 hops across all
scenarios. On the other hand, BATM AN computed the longest max length routes, with
an average of 6.9 hops overall.

Figure 4.5 shows in each plot the results for the reliability, represented in the y axis,
discriminated by node and on average (the last set of columns) represented in the x
axis. Overall, all protocols achieved a reliability above 80% in all scenarios, with the
proactive protocols (OLSR, BABEL, and BATMAN) achieving higher reliability than
the reactive ones (AODV and DSR). This is explained by the nodes dropping requested
messages while route computation is being performed and routes being constantly broken
and re-computed due to unstable neighbors, whose impact is mitigated in proactive
solutions since routes are continuously updated. In more stable deployments, allied with
employing message buffering in the reactive protocols, it is expected that both types of
protocols achieve similiar reliability results.

We note that, as the number of failures increases so does the reliability of the protocols.
This is due to the fact that the resulting network after the faults had more stable paths, had
less unstable redundant paths, and less interference between the nodes. Furthermore, in
the scenario with two faults (Figure 4.5b), we note that BATM AN had significantly lower
reliability when compared to the other scenarios (even worst than the reactive protocols).
This was caused by the emergence of a high number of short-lived routing loops (46,
56, and 109 total loops in each execution in this scenario), as previously discussed. In
addition, in the scenario with nine faults (Figure 4.5d), OLSR attained slightly inferior
reliability results (90.9%) than AODV (91.2%) and DSR (91.9%). However, such a

slight difference (below 1%) is most likely due to noise in the experimental environment
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and cannot be directly attributed to OLSR’s performance being worst than the reactive
protocols, especially since the results are the average of only three executions and the
resulting network after the node faults becomes extremely small.

BABEL was the protocol that achieved the highest reliability on average, in all sce-
narios. The main reason for this behavior is that, among the proactive protocols, BABEL
was the one with the lowest overhead (discussed further ahead) and, as such, this lead to
less interferences in the wireless medium causing less message losses.

Among the reactive protocols, DSR achieved a slightly higher reliability than AODV
in all scenarios. We suspect this behavior was caused by unstable neighborhood relations
that induced the routes to break, leading the intermediary nodes in AODV to remove
the routes from their routing tables. This instability impacted DSR less since the full
routes are carried within the messages.

Figure 4.6 presents in each plot the average latency in milliseconds (ms) in the y axis,
across all nodes and on average (the last set of columns), represented in the x axis. Overall,
all protocols achieved a latency below 35 ms in all scenarios, with approximately the same
average latency per scenario. The reason behind these results is that all the protocols
converged to approximately the same routes being selected, as previously discussed. The
exception was BATM AN, consistently being the protocol with the highest latency overall
in all scenarios (except in the one with five faults), due to the formation of short-lived
routing loops that were observed during the experiment across all scenarios. In addition,
DSR attained the highest average latency in the scenario with five faults (Figure 4.6¢) due
to one of the executions presenting abnormal latency (54 ms), which biased the average
of the three executions, being the reason for this behavior on that execution unknown
(in that execution there were no loops; the average route length was 2.1 hops, similar to
the other protocols; this was the only execution where this happened to this protocol,
and thus it cannot be assigned to higher processing overhead to retrieve the next-hops
from the message headers instead of consulting the routing table; and the communication
overhead was similar in the three executions and was slightly lower than AODV, so the
contention and collisions should have been similar for the two protocols or even slightly
better to DSR). Understanding this particular behavior is delegated to future work.

Figure 4.7 presents in each plot the results of the total communication overhead,
represented in the p axis, for each protocol, represented in the x axis. The overhead is dis-
criminated into three types: the discovery overhead, as being the number of transmissions
incurred by the discovery protocol, the broadcast overhead, as the number of transmissions
incurred by the broadcast protocol, and the routing overhead, as the number of transmis-
sions incurred to disseminate control messages with unicast. We begin to note that, as the
number of failures increases, the overhead decreases as fewer nodes disseminate control
messages. Overall, OLSR presented the highest overhead since its routing strategy trig-
gered the dissemination of unscheduled control messages whenever the selected sub-set
of the topology to disseminate (with broadcast) changed, which frequently happened due
to unstable neighborhood relations.
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Figure 4.7: Total Communication Overhead per Routing Protocol.

The reactive routing protocols, AODV and DSR, presented the lowest overhead
across all scenarios. This is the result of caching eavesdropped routes destined to other
nodes which allows less route requests to be disseminated.

The BATM AN protocol presented the second highest overhead, which is fundamen-
tally caused by the constant periodic broadcasting of a node’s identity. In addition, BAT-
MAN'’s neighbor discovery process is merged with the dissemination of such control

messages, allowing to have no additional discovery overhead.

4.5 Summary

This chapter discussed the methodology and the results of a preliminary experimental
evaluation of some representative solutions of neighbor discovery, broadcast, and routing.
These solutions were implemented leveraging prototypes of our proposed frameworks
and were evaluated in a real wireless ad hoc network formed by commodity devices.
Among all experiments, the neighborhoods detected where highly unstable and there
were many message that were lost, which heavly affected the results. Furthermore, the
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results obtained cannot be extrapolated to other topologies and configurations. Therefore,
for these two reasons, more exhaustive evaluations should be carried out.
The next chapter contains the final remarks regarding the work conducted in this

thesis and introduces directions for future work.
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FinAL REMARKS

This chapter contains the final remarks regarding the conclusions derived from the work

presented in this thesis (§5.1) and introduces several directions for future work (§5.2).

5.1 Conclusions

In this thesis, we developed three conceptual frameworks for capturing the behavior of
three essential services to support communication primitives for wireless ad hoc networks.
These services correspond to neighbor discovery, broadcast, and routing. These frame-
works have the objective to better compare and relate the particular strategies employed
by each solution of these services. Each framework corresponds to a generic protocol that
abstracts, for a broad range of solutions for each of these services, their main common
elements and that can be parameterized to capture the behavior of particular instances
of these different solutions.

Leveraging prototypes of our frameworks, we conducted a preliminary experimental
evaluation of a set of representative solutions on a real wireless ad hoc network formed
by commodity devices. This process showed the validity of our approach, while the
results revealed intriguing insights that had not before been explored and addressed in
the context of communication primitives wireless ad hoc networks.

Regarding neighbor discovery, as far as we know, this was the first experimental
evaluation on the performance of different discovery protocols. The results revealed that
the classic PDJ presented the best overall performance and that employing unscheduled
transmissions greatly increases the cost of discovery solutions since the network topology
tends to be highly dynamic even when there is no node mobility. The results also revealed
that separating the transmission of hacks and hellos, either promptly replying or with
different periodicities, does not significantly decrease the latency.

90



5.2. FUTURE WORK

Regarding broadcast, our results showed that SBA was the best algorithm overall,
despite unstable neighborhood relations, which highly influenced negatively MPR and
AHBP, other neighbor-aware algorithms which employed policies that strived for higher
cost reductions than SBA (which they could not achieve). Therefore, stabilizing neighbor
discovery is remarkably important for the performance of neighbor-aware algorithms in
real networks. Furthermore, probabilistic-based and count-based approaches did not
perform well due to either behaving similarly to flooding in the majority of the nodes or
their policies not taking into account the network’s topology.

Regarding routing, the results showed that BATM AN, which is considered in the
literature as one of the best routing protocols [35, 40-42, 44], was not only never the best
regarding the reliability in any scenario but also was the worst regarding the latency in
all scenarios due to the formation of short-lived routing loops. Furthermore, reactive pro-
tocols presented similar reliability to proactive ones despite the unstable neighborhoods
and node faults, due to the usage of route caching, while having much lower overhead.

Unfortunately, across all experiments, the neighborhoods detected where highly un-
stable and there were many message losses, which heavly affected the results. In addition,
these results cannot be extrapolated to other topologies and configurations, and thus, for
these two reasons, more exhaustive evaluations should be carried out in the future.

Finally, the main outcome of this thesis is the creation of the three conceptual frame-
works that showed to be effective in capturing the behavior of a wide range of solutions
and enabling the quick implementation, prototyping, and evaluation of existing and novel
solutions of the three key services that support communication primitives for wireless

ad hoc networks, in the future.

5.2 Future Work

As future work, a more extensive experimental evaluation of the solutions presented in
this thesis should be conducted across more complex and realistic scenarios, considering
node mobility, a higher number of nodes, and more routing solutions.

In addition, it would also be appealing to evaluate the performance of routing proto-
cols configured with several neighbor discovery and broadcast alternatives other than the
ones contained in their specification to assess if better solutions can be derived.

Furthermore, another interesting direction for future work is to leverage our frame-
works to dynamically select, individually for each node, the most suitable solutions and
configurations according to its local network conditions. This process requires leveraging
the results of a more exhaustive experimental evaluation under the most diverse condi-
tions and determining which solutions are the most suitable for each situation. However,
it is necessary to ensure that our frameworks are able to support the interoperation be-

tween several distinct solutions running on different nodes.
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