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Abstract

The advent of computers and the massification of mass storage has led to the gener-

ation of large volumes of data by individuals. This, in turn, created a challenge for the

world’s law enforcement agencies, who are many times faced with the need to look, in

a timely manner, at someone’s hard drive to find offensive multimedia contents, such as

child abuse digital proof of. However, the large amount of data found in captured laptops

of suspects turns this task unfeasible, unpractical, and very time-consuming since the

investigator has limited time and resources.

When we take into consideration that a suspect might be from a foreign country, the

time window available for a criminal investigation is even shorter. Furthermore, some

criminals might have some technical knowledge and might try to hide evidence, making

the task of the investigator even more challenging.

In this thesis we developed a new system that can assist in criminal investigators in

looking for evidence on images of hard drives extracted from the devices of suspects. In

this work we assumed that the content on the hard disk images is not encrypted and we

focused on child abuse multimedia content. Although the platform was designed to be

extensible as to handle other types of content in the future, some examples are predicting

the location where a picture was taken to analyzing other types of documents. The tool

automatically indexes the contents of the hard drive, and looks for potential evidence

that is important to the criminal investigators. This tool is able to help not only police

departments but several other organizations such as the Internet Hotline Providers in

Europe (INHOPE) and Non-governmental organization (NGO) fighting for children.

Keywords: Digital Forensic, Forensic Science, Picture Triage, Machine learning, Search-

ing
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Resumo

A revolução tecnológica das últimas décadas trouxe com ela a massificação do arma-

zenamento em massa, isto levou a uma enorme produção de dados por parte de indiví-

duos. Consequentemente, emergiu um desafio para os investigadores, que muitas vezes

se deparam com a necessidade de analisar, em tempo útil o disco rígido de um suspeito

para encontrar conteúdos multimédia ofensivos, como por exemplo conteúdos digitais de

abuso infantil. No entanto, a grande quantidade de dados encontrados em computadores

ou dispositivos confiscados de suspeitos torna esta tarefa inviável, impraticável e muito

demorada, uma vez que o investigador tem tempo e recursos limitados.

Quando temos em consideração que um suspeito pode ser de um país estrangeiro, a

janela de tempo disponível para uma investigação criminal é ainda mais curta, em Portu-

gal. Os investigadores criminais possuem apenas 48 horas para apresentar uma acusação.

Infelizmente, este não é o único problema que os investigadores enfrentam, alguns crimi-

nosos possuem conhecimento técnico e podem tentar esconder provas, tornando a tarefa

do investigador ainda mais desencorajadora.

Nesta tese, desenvolvemos um novo sistema capaz de ajudar os investigadores forenses

na procura de provas em imagens de discos rígidos extraídas dos dispositivos dos sus-

peitos. Neste trabalho assumimos que o conteúdo das imagens dos discos rígidos não se

encontra cifrados, o nosso foco foi em conteúdo multimédia relacionado com abuso infan-

til, embora a plataforma possa ser estendida para lidar com outros tipos de conteúdo no

futuro. Alguns exemplos são a possibilidade de prever a localização onde uma fotografia

foi tirada e o processamento de outros formatos de documentos que não sejam fotografias.

A ferramenta indexa automaticamente o conteúdo do disco rígido e procura potenciais

evidências que sejam importantes para os investigadores criminais. Esta ferramenta é

capaz de ajudar não apenas os departamentos policiais, mas várias outras organizações

como a INHOPE e Organização não governamental (ONG)s que lutam contra este tipo de

material.

Palavras-chave: Forense Digital, Ciência Forense, Triagem de Imagens, Machine learning,

Pesquisa
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1
Introduction

The only impossible journey is
the one you never begin.

Anthony Robbins

1.1 Context

The current technological revolution of our time is changing our lives, making them

more comfortable, more connected, and increasingly digital. However, criminals have

also started to use more of these technologies in their activities. Domo, a business cloud

service analyst, estimates that more than 2.5 quintillion bytes of data are created every

single day, and forecast that this estimate will grow even more, they also predict that by

2020 1.7MB of data will be created every second for every person on earth[1].

This has made the work of law enforcement agents a constant battle to search and

filter increasing amounts of data, particularly when looking for evidence on drives that

were apprehended from suspects. This is in part due to the decrease in storage cost and

the increase of crimes committed using digital devices.

In this work we describe a novel approach towards processing, managing, filtering,

and querying from disk images obtained from potential suspects and presenting them in

a way that is simple for law enforcers to use, helping them to locate evidence on time.

1.2 Motivation

Every day more and more crimes are committed using computers, they are also getting

increasingly sophisticated. This poses a real challenge for law enforcement professionals

to keep up.
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CHAPTER 1. INTRODUCTION

Upon seizing a suspect’s hard drive detectives and analysts must guarantee forensic

integrity, so they create forensic copies of the digital devices. These images are byte by

byte copies of the original.

In the next phase, called the extraction process, they inevitably fall short, because

there are not many adequate software solutions to assist in this process furthermore they

require significant technical knowledge and their use has costs that are not negligible.

The ideal solution would be simple to use and free, here is where our work intends to

fill in the gap. Our main goal is to provide free software that can examine the contents of

hard disk images and process them in a scalable way, despite the high volumes of digital

material. This process must happen in the useful time since suspects cannot be held

for an indefinite amount of time. Additionally, it should maximize the trace coverage,

meaning the investigator can trace back the evidence and prove it was not planted. This

was done by comparing the hash of an extracted file to the hash of when the image as

generated.

Finally, our solution should minimize the necessity of specialized technicians, being

this restriction motivated by a limited budget of law enforcement agencies.

1.3 Main Results

In this work, we developed and made available a new tool for the forensics community

to automate the analysis and data extraction from disk images.

We created a novel solution that can extract files from disk images, both present and

deleted, and extract insights from them. In particular, in this work, we ensured that,

when an image is analyzed, we can determine with an accurate degree and a confidence

interval if it contains child pornographic material.

The developed solution was planned to be tested in a real-world scenario in conjunc-

tion with a local law enforcement agency. However due to recent events regarding the

spread of the COVID-19 pandemic a field test was not possible and we had to replace this

phase with datasets, more details will be described in Section 5.6.

1.4 Document Structure

The remainder of the document is structured as follows:

• Chapter 2 describes the Related Work that was studied to elaborate this work. Fo-

cusing on underlying systems that manage relevant data and how they operate.

• Chapter 3 provides a detailed view of the requirement and the main components

necessary for building the proposed solution, This chapter also presents a high-level

description of the architecture.

2



1.4. DOCUMENT STRUCTURE

• Chapter 4 discusses our implementation and how it tackles the objectives identified

in the previous chapter.

• Chapter 5 presents the expected evaluation of our solution. It details how we

generated the testing datasets, how we conducted the experiments, and the obtained

results.

• Chapter 6 analyses the results of our solution and concludes this document by

discussing the future work.
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2
Related Work

Great things in business are
never done by one person.
They’re done by a team of people.

Steve Jobs

This chapter presents the related work that served as the basis for our own proposed

architecture.

There are two leading similar solutions to the one proposed in this document. The

first is XIRAF[2] which applies automatic forensics analysis tools to evidence files from

hard disk images. Once an image is inserted into the system, XIRAF executes several

forensic tools from its tool repository, wraps the output and stores them in the form of

Extensible Markup Language (XML) for later reporting.

The second and most recent solution, is HANSKEN [3], developed by the Netherlands

Forensic Institute, it builds on XIRAF and turns the previous stand-alone architecture

into a Digital Forensics as a Service (DFaaS) [4]. Initially published in [5], this system was

considered as a "game-changer". It addresses challenges such as: i) Security, ii) Privacy,

iii) Transparency, iv) Multi-tenancy, v) Future proof, vi) Data retention, vii) Reliability,

and viii) High availability.

A common downside of these two tools is that they are not open source [6], and not

easily available in the particular case of XIRAF, and in the case of HANSKEN this is a paid

service. They are also not optimized for any particular scenario as the one we consider in

this work (child pornography).

In the following section, we will provide a historical overview of digital forensics in

order to understand the past and current challenges, followed by a detailed overview of

the major file system and what to expect when analyzing them.
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When we identify a file as being a valid picture we need to label it, this can only be

done using machine learning models. Thus we present a comparison of several options

we can choose from and pick the best candidate to use in our architecture.

Finally, we need to make the results available to the end-user, thus we talk about

indexing algorithms and how they can be applied to images.

2.1 Digital forensics

The advent of digital forensics has existed since personal computers were invented, al-

most forty years ago. Initially, the forensics techniques were developed mainly for data

recovery. Examples of these early techniques can be found in data recovery techniques

they executed for 70 hours to restore a copy of a highly fragmented database mistakenly

removed by a careless administrator[7].

By the mid-1980s, utility programs that could perform tasks such as data recovery

started being advertised, including "Unformat, Undelete and Diagnose & Remedy"[7].

In those days, there were no automated tools for those purposes. Data forensics has

emerged from a collaboration between professionals and law enforcement on an ad hoc

and case-by-case basis.

Around this time, the FBI started in 1984 the “Magnetic Media Program” to find child

pornography offenders. Unfortunately, it was only used in three cases[8].

The “Golden Age” of digital forensics was from 1999 to 2007. People saw it as having

a magical mirror that could retrieve an artifact of the past and started to prove valuable

to law enforcement agencies in criminal cases where emails and instant messages were

involved. At the time, it was beginning to be possible to perform network and memory

recovery even months after the fact[9].

The popularity of these techniques started spreading, also appearing in TV Series,

nicknamed the “CSI EFFECT”[10].

Nowadays, Digital Forensics is facing a crisis, that is related to factors that make these

activities increasingly complex and time-consuming. The factors include:

• The growing size of storage devices

• Increasing embedded flash storage

• Encryption

• Popularity of cloud services

• Legal aspects related to digital evidence.

The standardization of secure encryption into operating systems has created a signifi-

cant challenge for forensic examiners, meaning that it is becoming increasingly impossible

to recover digital pieces of evidence without a key or passphrase[11]. This is present in

hard drives and network traffic alike.
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In summary, the traditional digital process is illustrated in Figure 2.1.

Figure 2.1: Traditional Digital Forensics process

2.2 Architecture

Since the closest work to our goal in this thesis are the XIRAF and HANSKEN systems,

we will use their proposed architectures for our soluction.

The XIRAF architecture describes three components illustrated in Figure 2.2, which

are: the feature extraction, tool repository, and the storage system[2].

From the XIRAF perspective, the starting point for the operation of the system hap-

pens when one or more pieces of digital evidence are fed into the system[2]. This content

is produced in the form of a Binary large object (BLOB) to be analyzed. A BLOB is a group

of binary data stored as a single entity in a system capable of storing and retrieving them,

these include images, audio, and other formats.

The feature extraction manager takes the input and tries to extract as many features

as possible, and it achieves this by running the tools present in the tool repository and

parsing output.

The tool repository contains a collection of tools for feature extraction, they are called

and afterwards, the outputs are merged in the form of a XML format that is stored in the

storage subsystem.

The storage subsystem stores the output as an XML tree that annotates those BLOBs.

BLOBs are managed by the BLOB manager who is responsible for giving access to the

original BLOB input data.

Both tools and user queries require some level of access to the BLOB. To make this

possible, the XML annotations are stored in MonetDB [12], a high-performance database

system that provides several front-ends, including an XQuery front-end. The XIRAF

architecture and modules are illustrated in Figure 2.2, there are several ideas we can take

from it to serve as a base for our work. The first is that we similarly will need a Tool
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repository to invoke and conduct the feature extraction process, an interface to collect

the results, and a database to store and make them available.

Figure 2.2: XIRAF framework architecture taken from [2]

Looking at the HANSKEN architecture [5], we can distinguish the RPC framework,

the Gatekeeper Service, the Lobby Service, the Orchestration service, the Project Service,

the Keystore, the Data service, the Trace Service, and a User interface.

A simplified view of this architecture is provided in Figure 2.3.

Figure 2.3: HANSKEN Modular view [5]

The RPC Frameworks is one of the most critical components of the HANSKEN archi-

tecture. It describes the communication between the different modules and the shared

functionality of the modules. It includes mechanisms for initial set up and dynamic

failover, where failover hosts are registered previously in Zookeeper [13].

One of the core features of the above architecture is that it reports its findings to the

outside world, it deals with the authentication over a RESTful web service. Since our
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work will be executed with no external connection this module will not be described any

further.

The Lobby Service funnels the user calls to their intended module, and it keeps track

of the routes that the functions should follow and assures that the requests are executed

in the appropriate order.

The Orchestration Service, in theory, would make business decisions. However, the pa-

per does not provide any further details and states that there is no actual implementation

of this module, and is only showed as a conceptual piece of the architecture [5].

The Project Service is used for storing information related to images, HANSKEN

agglomerates this data into cases that form a project. The unique identifier of the photos

is translated into a name that makes sense to investigators. This is done on top of a

key-value store. The described implementation uses Kryo[14] and stores the images and

project details in the Cassandra datastore[15].

The images are retrieved from the Data Service, their implementation takes a hybrid

approach model, being possible to run the Data service as a standalone, like any other

module in HANSKEN, or embedded in another module for performance reasons.

The Keystore Service is responsible for storing the encrypted obfuscated keys and

encrypted shared secrets[5]. The Extraction Service analyses the data and extracts from

its traces, it does this by applying the tools from forensics libraries and sending the results

to Trace Service.

The Trace Service is responsible for storing and retrieving traces. A trace is a metadata,

a full keyword index, and a link to data of the trace. The authors used ElasticSearch[16]

and stored the traces using HBase[17].

Each trace has one or more types. These properties are generated based on another set

of properties, e.g., a unique identifier, type, and name, combined with additional proper-

ties for the types of a trace, e.g., modification date, e-mail subject, or phone number.

The ultimate goal of HANSKEN is to be an open service available to any law enforce-

ment agency that needs it. This service would let their clients invoke Hansken through

their Application Programming Interface (API) and showcase the results as required by

the clients [5].

Taking into account the two previously discussed systems, there are a few components

that our architecture will also need to have.

These include a Disk image extractor, Feature Extraction, a way to store files and

metadata associated with each of these files, and a GUI interface.

The Disk image extractor is needed to obtain the files present in a raw image ob-

tained from the devices of suspects. Since there are multiple file systems, we will need a

component that can operate on top of any particular file system.

The Feature Extraction is present in both architectures. On XIRAF, it is the tool repos-

itory, and on Hansken the Extraction Service, the core ideas are similar. An automated

component that can run some type of metadata extractor from the files that are present

on the disk image.
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Another component that would be of interest is one that can store individual files

which providing privacy and security. A common solution would be to use key-value

stores such as HANSKEN and making it searchable.

In HANSKEN [5], there are no details of how the progressive web app is implemented,

only some screenshots are shown. In our work, we will use a JavaScript framework to

speed up development time, improve code stability and ease of use. Figure 2.4 summa-

rizes our initial proposal.

Figure 2.4: Simplified initial Architecture

2.2.1 Memory

The RAM holds the programs that the computer is currently executing. Furthermore, it

is common for a program and data manipulated by other programs to be unencrypted

in contrast to when they are in the hard drive, this gives forensic investigators a unique

insight into what the suspect was working on, the system past state, and even recover

encryption keys for the content of the disk or the Hypertext Transfer Protocol (HTTP)

traffic[18]. There are even several frameworks capable of automatically reassembling and

redrawing all apps Graphical user interface (GUI)s from a multitude of data elements

present in an Android device memory. One example is GUITAR[19] which can generate

80 - 95 % accurate screenshots of what the GUI had shown previously.

Moreover, the data in memory is volatile, meaning it disappears when the power is

switched off. Memory is simply a linear supply of pages, addressed as an offset from the

first page [18].

When the operating system needs, it can swap the memory page and store it on disk.

This is done when free memory is in low quantity, and another process needs additional

memory space. This process is called paging. On windows, they are stored on pagefile.sys,

making it a forensics artifact of value because it will survive a reboot[18].

Currently, modern computers use a technique called virtual memory, this allows oper-

ating systems to give more memory than the physical limits of a computer. They achieve
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this by writing to the hard drive the exceeding amount. Thus allowing the process to al-

locate more memory than is physically available, since we are writing to disk the content

there have been ways of recovering what was in the systems in a previous execution [18].

In the scope of this work, we do not specifically address memory forensics, with our

focus being instead on hard drives and image processing.

2.2.2 Disk

Disk images are bit-streams that were extracted from physical media. They play an

essential part in any forensic investigation. They can be extracted from computers and

mobile devices. Nowadays they are widely used by digital forensics investigators for

preserving activities, maintaining data integrity, and chain of custody[20] while enabling

access to potentially valuable data.

A disk image is ultimately a sector-by-sector copy of the data. They can also be named

“snapshot” and include all allocated files, file names, and other metadata information

associated with the disk volume.

Upon creation, it is stored as a single file or set of files depending on the software that

was used, the simple act of turning on the device or booting the operating system can

result in data being changed and possibly destroy some files. This includes modifications

to operational metadata and other aspects of the original data objects such as byte order,

character encoding, file system information, MAC (modified, accessed, created/changed),

permissions, and file sizes[20]. Due to this, programs that manipulate the image use

low-level input-output operations and without any intervention of the host operating

systems. Nowadays there are available both free and commercial solutions such as FTK

Imager or by the Macintosh Disk Utility.

2.2.3 Discussion

Excluding mobile drives and portable disks, the two central locations on a computer that

contains data are the memory and the hard drive.

Regarding memory, it is not common for forensics investigators to obtain memory

dumps from computers, it is mostly applied to smartphones. Although there exist some

forensics methods for iPhones, there are more for Android. This is due to the fact the

source code is widely available, and some examples have been discussed on [19], which

shows that it is possible to piece together Apps GUIs and VCR. The work presented in

[21] proposes a framework capable of automatically recovering pieces of photographic

evidence produced by applications.

Our work will only focus on the contents found in hard disks. However, as we stated

earlier, they may be encrypted [11]. There are several ways that the encryption may be

broken depending on the scheme being used. However, in this work, we do not undertake

this challenge and assume that the disk images provided to our system have no encrypted

content.
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2.3 File system

A file system is a piece of software that manages how the information is stored and

retrieved. It is made of structures that make up the common content of a partition.

A hard drive contains a partition, which houses a file system that contains the data.

There are some exceptions to this, however, they are not relevant for this work (i.e. swap

space)[22].

The advantage of separating the data into smaller pieces and identifying each piece

uniquely with a name is that it provides isolation and identity, each data block is a named

file. Since it manages these structures like a system, it is named "file system".

There exits thousands of file systems, in this work we will focus on the ones that a

forensic investigator are more likely to encounter, these are: NTFS (Section 2.3.1), HFS

Plus (Section 2.3.2), Ext3 (Section 2.3.3) , Ext4 (Section 2.3.4), and FUSE (Section 2.3.6).

A file system can be used in several types of media, such as hard drives, removable

thumb drives, optical media, and so on. The future trend for hard drive is to use Solid

State Drive (SSD). This saves energy and has faster response times. The drawback is that

they are more expensive.

2.3.1 New Technologies File System

The New Technologies File System (NTFS) was developed by Microsoft and is the default

file system in Windows, meaning this is the most common file system for forensics.

When developing NTFS, Microsoft designed it for reliability, security, and support for

large storage devices, currently in the terabyte’s zone. This is a scalable design because

the internal structure will inevitably change during normal usage[22]. Microsoft never

officially published an on-disk layout for NTFS. However high-level descriptions of com-

ponents and low-level details can be found from their party like the Linux Foundation

and other research groups that describe their perception of the on-disk structures [23].

The core concept behind NTFS is that important data is allocated to files, including

the administrative data, typically hidden on other file systems. Therefore, NTFS does not

have a specific layout. The entire system is considered a data area. Any sector can be

allocated to a file, an exception for this is the first sectors of the volume which contains

the boot sector and boot code. [22].

In the next subsections, we will detail key aspects of existing file systems, which are

presented mostly for comprehension and to identify aspects that we might need to be

careful when supporting automatic inspection of disk images from these file systems.

2.3.1.1 Master File Table

The Master File Table (MFT) holds the information about every file and directories, each

file or directory must have at least one entry in this table. Each entry is 1 KB in size, the
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first 42 bytes have a reserved purpose and the remaining are used for attributes. This

structure is illustrated in Figure 2.5.

Figure 2.5: MFT entry [22]

This table is also a file and has a record to itself in the MFT which is named $MFT.

The MFT location is in the boot sector, which is found in the first sector of the file system.

This is illustrated in Figure 2.6.

Figure 2.6: MFT Boot Sector [22]

2.3.1.2 Entry Addresses

The entries in the MFT are sequentially addressed using a 48bit value, and the first entry

corresponds to value 0. Microsoft calculates the maximum MFT address by dividing the

size of the $MFT by the size of each entry.

There is also present a 16-bit sequence number that is incremented when the entry

is allocated, combining the entry and sequence number we obtain a 64-bit file reference

address as shown in Figure 2.7.
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Figure 2.7: Example of the MFT entry [22]

This makes it easier to determine when a file system is in a corrupt state. An example

of a scenario that can lead to this is a crash while data structures for a file are being

allocated. We can use this to recover deleted content, and if we find an unallocated data

structure with a file reference, we can determine if the MFT entry has been reallocated

since its creation [22].

2.3.1.3 File System Metadata

Since everything in the volume has to be a file, there must exist files somewhere in the

file system to store the system administrative data. These are called metadata files by

Microsoft.

The first 16 MFT entries are reserved for file system metadata files, the unused entries

contain only basic and generic information. These can be found in the root directory,

although they are typically hidden from common users.

2.3.2 Hierarchical File System Plus

The HFS Plus is the file system used by Apple computers running Mac OS.

Initially introduced in Mac OS 8.1 [24], it shares an architecture very similar to its

predecessor Hierarchical File System (HFS) although naturally bringing several changes.

The more significant according to apple development portal [25] are summarized in

the following table:

Feature HFS HFS Plus Impact

User visible name Mac OS Standard Mac OS Extended None
Number of allocation blocks 16 bits worth 32 bits worth Decrease in space usage and files on large volumes
Long file names 31 characters 255 characters User benefit and improved cross-platform compatibility
File name encoding MacRoman Unicode Allows for international-friendly file names, including mixed script names
File/folder attributes Support for fixed size attributes Allows for future meta-data extensions Future system can use metadata to improve Finder experience
catalog node size 512 bytes 4 KB Maintains efficiency in the face of the other changes
Maximum file size 231 bytes 263 bytes User benefit

Table 2.1: HFS Plus new features [25]

These features are available through the Operating system (OS) interface, since Mac

OS 9.0. The key advantages they bring are an efficient use of disk space, international-

friendly names, future support for named forks (see Section 2.3.2.3), and support for
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booting non-Mac OS.

2.3.2.1 Use of Disk Space

HFS divides the space on the volume in equal-sized pieces called allocation blocks. It

uses 16-bit fields to identify a particular allocation block [25].

The use of 32-bits values for the allocation of blocks allows for 232 (4,294,967,296)

allocations within a volume. This means that the file system allocates more blocks re-

sulting in a smaller allocation block size, which means less average wasted space. It also

allows the file system to support more files. These changes are particularly important in

volumes containing small files.

2.3.2.2 Core Concepts

HFS Plus can best be understood by discussing the core structures that manage and

organize the data on the volume. These are the volume header (Section 2.3.2.4), the

catalog file (Section 2.3.2.5), the attributes file (Section 2.3.2.6), the allocation file bitmap

(Section 2.3.2.7), and the startup file (Section 2.3.2.8).

In the following sections we describe these structures, since understanding them can

bring benefits to this work.

2.3.2.3 Fork (file system)

A Fork can have several meanings in computer science, when we refer to them in this work,

it is in the context of file systems. In a file system, a fork is additional data associated

with an object within the file system itself. This enables the file system to have multiple

sets of data for the content. This is not a common feature. However HFS and HFS Plus

have native support for this[24, 25].

Originally it was designed to store non-compiled data that would help to render the

systems GUI. This was revealed to be very useful and so other usages started to appear,

such as document processing, storing parts of a compiled resource separately, and so on.

Since HFS Plus the file system can have an arbitrary number of forks (See Table 2.1).

2.3.2.4 Volume header

Every HFS Plus volume contains a 1024 byte header at the start of the volume. It includes

information on the whole volume and the location of other structures. There is also a

copy of this table stored in the last 1024 bytes at the end of the volume. It is intended

exclusively for use when disk repair is needed. The first 1024 bytes and the last 512 bytes

are reserved[25], making the allocating block 1536 bytes in total, the HFSPlusVolume

Header describes it

There are several key points to take away from the previous table, the first regarding

hidden files, is that we can detect their presence, chronology place the volume, and

15



CHAPTER 2. RELATED WORK

determine if it is often, or rarely accessed. Additionally, metadata can be extracted from

the finderInfo array. This information can provide valuable insights, such as which files

the suspect frequently opened, which operations are more frequent possibility to flag

them for manual inspection in a later stage of the investigation.

2.3.2.5 Catalog file

HFS Plus uses a catalog file to store information about the hierarchy of the files and

folders on the volume. This catalog file uses a B-Tree based implementation.

A B-tree consists of a header node, index nodes, leaf nodes, and map nodes, the

location of the header node is obtained from the catalog file’s header node. From this

node, the operating system can search the tree for keys.

Every file or folder is assigned a unique catalog node ID know as CNID. Typically the

CNIDs are sequentially allocated, starting at kHFSFirstUserCatalogNodeID, more recent

implementations now allow for CNID values to wrap around enabling reuse, this is where

the kHFSCatalogNodeIDsReusedBit is used to set nextCatalogID.

Since the catalog file extends a B-tree[26] file implementation it inherits the basic

structures and definitions, it only changes two things: the format of the key used for the

index and leaf nodes and the format of the leaf node data records.

2.3.2.6 Attributes file

The HFS Plus implementation reserves named forks for use in the future, an attribute file,

is also a B-tree[26]. An attribute file is a particular file present in the HFSPlusForkData

records the volume header, with no record in the catalog file, with variable length and

three data record types.

A volume can have no attributes files if its extended attribute files contain zero al-

location blocks[25]. The leaf nodes of an attribute contain the attributes, they can be

Fork data which are used for attributes with large data, or extension attributes which

augments fork data attribute allowing the fork to have more than eight extents.

These records are known as recordType field, which describes the types of attributes

that are present in the data record, the values can be a Folder Record, File records, folder

thread record, or file thread record. A thread record is used for linking a B-tree file to a

CNID.

2.3.2.7 Allocation file

The allocation file is used to track whether each allocation block in a volume is currently

allocated to a structure or not. The implementation is a bitmap. This bitmap contains

one bit for each allocation block present in the volume. In the advent of a bit being set,

the corresponding allocated blocks are being used somewhere in the file system structure.

The opposite means it’s available for allocation.
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HFS provides several advantages mainly a simplified design, making it extendable

and offering the possibility of being shrunk. The result is an implementation that quickly

creates a disk image suitable for volumes of varying sizes.

A 32-bit number determines the size of allocation blocks, the size of the allocation file

can be up to 512 MB in size, HFS’s only supported 8 KB.

2.3.2.8 Startup file

The startup file is specifically designed to hold the information needed to boot a device

that does not have HFS Plus built-in ROM support. The boot loader can find this file

without knowing the volume status (B-trees, catalog file, and so on). Instead, the volume

header contains the location of the first eight extents of the startup file [25].

2.3.3 Ext3 Concepts and Analysis

The Ext3 file systems were widely used in many Linux distributions before being replaced

with its successor Ext4.

Ext3 added file system journaling, but the basic structure remains the same as in its

predecessor Ext2. The Ext family of file systems is based on the UNIX File System know

as UFS. Ext removed many of the components of UFS because they were no longer needed,

which made the Ext file system easier to understand and be explained[22].

In Ext, there are two primary data structures responsible for storing data in the file

system, they are known as the superblock and the group descriptor. The superblock can

be located at the beginning of the file system and contains the size and configuration

information.

As previously stated, the file system can be divided into block groups, each of which

contains a group descriptor data structure that describes the layout of the group. These

group descriptors are located in a table called the descriptor table, located after the

superblock. In the advent of the primary copies of the superblock being damaged more

copies can be found throughout the file system in pre-determined locations.

2.3.3.1 Superblock

The Ext superblock is located at 1024 bytes from the starting point of the file system and

occupies 1024 bytes. In normal conditions, most of these bytes are not used[22]. This

structure is only used for configuration values and contains no boot code. Typically the

first blocks of each group contains a copy of the superblock.

The information contained within it is quite simple, such as the block size, the total

number of blocks, the number of blocks per block group, the number of reserved blocks

before the first block group. In some instances, it also contains the total number of inodes

per block group, and some nonessential data such as the volume name, last write time,

last mount time, and the path in the file system where it was last mounted.
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Some values can inform the operating system of the file system being clean or if some

consistency check needs to be executed. The superblock can also store the total number

of free inodes and blocks currently allocated.

To determine the file system layout, the first block size number is used, and the

number of blocks is employed to calculate the file system size. If the result is less than

the volume size, this means there could be hidden data, typically called volume slack.

The first block group is located in a reserved area. Figure 2.8 illustrates this structure and

also shows that the groups don’t necessarily need to have the same size.

Figure 2.8: Layout of Ext [22]

In Linux, the volume label used in the superblock can identify the file system; an

example of this is in Unix where /dev/hda5 refers to its device name. Another way is

by using the volume label and the system configuration files. For example /etc/fstab in

Linux list the file system that should be mounted and possibly refer to the /dev/hda4

device as “LABEL=rootfs“ if the volume label is rootfs [22].

2.3.3.2 Block Group Descriptor Tables

The group descriptor table is what comes after the superblock. It contains a group de-

scriptor data structure for every block group. Backup of the table can exist in each block

group unless the sparse superblock feature is enabled. Additionally, the block groups

contain administrative data, such as superblocks, group descriptor tables, inode tables,

inode bitmaps, and block bitmaps[22]. A simplified layout of the block group is depicted

in Figure 2.9.
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Figure 2.9: Layout of a sample block group [22]

The block bitmap manages the status of the allocation block for each group, and the

starting block address is present in the group descriptor. Its size in bytes can be obtained

by dividing the number of blocks in the group by eight[22]. Linux, when creating a file

system, defines the number of blocks per group as being equal to the number of bits in a

block. Thus, the bitmap will take precisely one bock.

The inode bitmap is responsible for keeping the state of the inodes in the group and its

starting block address. Its size in bytes is the division of the number of inodes per group

by eight. In practice, there are fewer inodes than blocks per group. The only exception is

if the user when creating the file system changes these values. The starting block address

for the inodes are in the group descriptor, its size is calculated by multiplying the number

of inodes per group by the size of each inode, which is 128 bytes[22].

The group descriptor contains the number of free blocks and inodes in the block group.

The superblock contains the total number of free blocks and inodes in all groups.

2.3.3.3 Boot Code

The boot code is not always present in every Ext file system. It only is valid if it contains

an OS Kernel. All other non-boot file systems don’t need this. In the cases where boot

code is present, it will occupy 1024 bytes before the superblock, this means that before

the first two sectors. The contents of the boot code are executed after it gains control from

the boot code in the Master Boot Record (MBR) present in sector 0.

Additionally, the Ext file system knows which blocks have been allocated to the kernel

and which are present in memory.

Looking at current Linux systems, many of them don’t have boot code in a pre-

determined file system location in the file system. Instead, there is a boot loader in

the MBR, and it knows in which blocks the kernel is located. Thus, the code in the MBR

is enough to load the kernel.

2.3.4 Ext4

Ext4 is an enhancement on Ext3, currently, it is the default file system for Linux distribu-

tions, this makes it an important subject for forensics investigator.
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Since Ubuntu 9.10, Fedora 11, and OpenSuse 11.2, Ext4 is the primary volume file

system and boot partition as well. Its predecessor, named Ext3 was one of the most highly

used file systems in the Linux community as well. Still, Ext3 suffered several limitations

that Ext4 addressed, the main one being the ever-increasing size of storage devices[27].

Since 2002, the need for Ext4 has been evident [28] with multiple proposed exten-

sions for Ext3 to provide new features for maintenance and evolution. It is backward

compatible with Ext3.

A significant difference regarding Ext3 is on the organization of group blocks, the pre-

vious 128 MB block group limit resulted in a lower file system size, not ideal for modern

drives [29]. This is a result of the fact that only a small number of group descriptions

could be placed in the span of a single block group. The solution proposed for this prob-

lem is the meta-block group feature [28], where a single descriptor block can describe a

group consisting of a series of blocks.

2.3.5 FAT Concepts and Analysis

The File Allocation Table (FAT) is probably one of the most simple file systems present

in conventional operating systems. FAT was used on Microsoft DOS and Windows 9x

operating systems, but since then was replaced with NTFS (Section 2.3.1). It is supported

by all Windows and most Unix operating systems and from a digital forensics point of

view, it will be encountered by investigators for years to come. The reason for this is

frequently found in the compact flashcard. These can range from digital cameras to USB

thumb drives, which many times use this file system, which makes it an important file

system to discuss.

One of the main reasons we stated earlier that the FAT file system is simple is due to

its small number of data structures. However, this has made it necessary, over the years,

to modify those data structures, to provide new features.

There are two main data structures in FAT that address multiple purposes and belong

to various categories of the model. Every file and directory is allocated as a data structure,

called a directory entry. This contains the file name, size, the starting address of the file

content, and other metadata. Files and directory content are kept in data units, which

are named clusters, they can be allocated to more than one cluster. The relation between

these data structures is shown in Figure 2.10
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Figure 2.10: Relationship of FAT structure [22]

There are three different versions of FAT: FAT12, FAT16, and FAT32. The significant

difference among these versions is the size of the entries in the FAT structure. The layout

of a FAT file system is comprised of three physical sections, which can be seen in Figure

2.11.

The Reserved area is the first section and includes data in the file system category.

Typically in FAT12 and FAT16, there is only one sector. It can be, however, altered in the

boot sector. The second section is the FAT area, and it houses the primary and backup

FAT structures. This structure is present immediately after the reserved area. The third

section is named the data area and stores the cluster that will be allocated for the file or

the directory.

Figure 2.11: Physical layout of a FAT file system [22]

A FAT 32 file system boot sector contains additional information, that includes the

sector address of a backup copy of the boot sector and a major and minor version number.

FAT 32 also has a FSINFO data structure that contains information about the location of

the next available cluster and the total amount of free clusters [30]. This data is not guar-

anteed to be accurate and is only a guide for the operating system. The next subsection

will describe these aspects in more detail.

2.3.5.1 Essential Boot Sector Data

One of the first concepts that are relevant to understand the FAT file system is the location

of the three previously discussed layout areas.
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The data areas in FAT are organized into clusters and described in the boot sector.

There are slight differences in the data area from FAT12 and FAT16 to FAT32. In FAT12

and FAT16, the beginning of the data area is solely used for the root directory, whereas,

in FAT32, the root directory can be anywhere in the data area. However, it is rare for it

not to be in the beginning similar to previous versions of FAT. Dynamic size and location

of the root directory allows FAT32 to avoid bad sectors and enable the directory to grow

as large as needed. In FAT12/16, the directory has fixed sizes that come from the boot

sector. Figure 2.12 shows a detailed comparison of FAT12/16 and the FAT32 file system.

Figure 2.12: FAT file system layout [22]

2.3.5.2 Non-essential Boot Sector Data

In addition to the layout information, the boot sector contains non-essential values. These

non-essential values have these names because they are not needed for the file system to

work normally. The purpose of these values is for convenience and, in some cases, may

not even be correct. An example of such a value is a string called the OEM name. This

corresponds to the tool that was used to create the file system. However, it’s an optional

value. Windows 95, as an example, sets it to "MSWIN4.0", windows 98 to "MSWIN4.1",

Windows XP to "MSWIN5.0“ and so on. Linux is also capable of using FAT, it set this

value to "mkdosfs"[22].

FAT file systems have a 4-byte volume serial number that according to Microsoft

specifications, is generated at creation time using the current time, although the operating

system can decide any value it sees fit.

Additionally, there is an eight-character string, which can be "FAT12", "FAT16", "FAT32",
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or "FAT". Almost every toolset sets a value for this string currently, but it is not a require-

ment for it to be updated. The only accurate way of determining the file system type is

by calculation.

The last label is an eleven-character volume label string that can be specified by the

user on creating the file system. It is saved in the root directory of the file system.

2.3.5.3 Boot Code

The boot code for a FAT file system is intertwined in the system data. This is the complete

opposite of Unix file systems where it is completely isolated.

The first three bytes of the boot are jump instructions in assembly that make the CPU

jump the configuration data to the rest of the boot code.

Having boot code in a FAT file system does not guarantee however, that the drive is

bootable. In these cases, the code display a message to signal another disk is needed to

boot the system. The boot code is called from the instructions present in the MBR, and

this locates and loads the appropriate operating system file.

2.3.5.4 Content Category

The content category is where the data that comprises a file or directory is stored. FAT

names its data units as clusters. A cluster is a group of consecutive sectors. These must

be of the power of 2, such as 1, 2, 4, 8, 16, 32 or 64. According to Microsoft official

specification[31], the maximum cluster size is 32KB. Every cluster has an address, and

the address of the first cluster is 2. Meaning a cluster address can’t be 0 or 1. Every cluster

is located in the data area region of the file system, which is the last of the three areas[22].

2.3.6 File system in Userspace

FUSE is the most widely used userspace file system implementation[32]. As such many

file systems were implemented using FUSE, this is because of its simple API and change-

able internal components architecture, however it does suffer from performance issues

these are due to a bottleneck regarding FUSE daemon[33].

FUSE consists has a part kernel and a part on user-level. The kernel part is imple-

mented in the Linux kernel module, that when loaded, registers a fuse file system. A fuse

file system behaves like a proxy for the user-level daemon.

A FUSE driver is registered with the path /dev/fuse block devices, and this device

is the interface between daemons and the kernel. Generally, the daemon reads FUSE

requests that arrive at /dev/fuse, processes them and afterward writes the response to

the same path.

A simplified and modular view of FUSE architecture is illustrated in Figure 2.13.
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Figure 2.13: FUSE high-level architecture [34]

When an operation occurs over a mounted FUSE file system, the VFS is responsible for

routing the transaction to the FUSE’s kernel driver. This driver then allocates a structure

for the request and places it in the queue. The process that started the operation is placed

in a waiting state. Sometimes processing might require FUSE to reenter the kernel, which

can generate a lot of overhead, which in turn makes FUSE slow. Recent work proposed a

solution to make a FUSE implementation work without crossing the userspace [35]. With-

out this, previous implementations could also complete requests without communicating

with the user-level FUSE daemon, but they had to be present in the kernel page cache.

2.3.7 Discussion

After presenting a brief overview of the various file system one thing is very clear, we

need a tool capable of abstracting the file system and presenting the disk images and files

within them, in a uniform manner capable of being fed in a pipeline efficiently.

The only tool capable of providing such level of abstraction is Sleuth Kit (TSK) and

the Autopsy Forensic. They are both Unix-based tools released in early 2001 [22].

The Sleuth Kit is a bundle of over 20 command-line tools that are organized into

groups[36]. Certain groups include volume tools, disk tools, file system tools, and search-

ing tools. Additionally, the file system tools contains disk drive utilities, and drive volume

utilities, that are capable of organizing the data into categories. Each of the tools can be

broken into two parts, the first uniquely identifies its group, and the second identifies

its function. An example is a file name category (starts with f) that lists (the ls) another

example would be istat which manipulates the metadata category (the i) that displays

statistics (the stat).

2.4 Machine Learning Techniques

To solve a problem on a computer, we need an algorithm. An algorithm is a simple

sequence of instructions that operates over some input and generates some output[37].

Counterpointing, there are cases where we can not create or do not have an algorithm to
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perform some complex task. An example is distinguishing a spam email from a legitimate

one because this requires answering the question: is something spam? and what should

be taken into account?

Machine Learning tries to solve a problem where we lack the in-depth knowledge

necessary to build a clear algorithm. Taking the example above we can quickly compile

hundreds of spamming emails and try to make the computer “learn” from that data.

The advantage nowadays is that computer hardware can store and process large

amounts of data, which has made this technology increasingly viable.

Machine learning can be defined more formally as programming computers to opti-

mize performance criteria using example data or past experience[37]. This work will use

models that had parameters previously defined, and they were built by inferring them

from training data or past experiences. The backbone of building mathematical models

is the theory of statistics because it makes inferences from samples. Machine learning

can be split into four basic kinds of problems, this are:

• Unsupervised learning

• Supervised learning

• Reinforcement learning

• Semi-supervised learning

Unsupervised learning is useful for finding unknown patterns in data sets without

classifying previously, it can also go by the name of self-organization because of this. It

models probability densities of given inputs [38].

Supervised learning is a function that maps input to an output based on example,

input-output pairs[39]. Inferring a function from labeled training data from a set of

examples[40].

Reinforcement learning, sometimes abbreviated to RL, is related to how an agent

should take certain actions when placed in an environment to maximize some notion of

rewards[41].

Finally, Semi-supervised learning combines some of the approaches explained earlier.

It joins some labeled data with a large amount of unlabeled when the model is in training.

2.4.1 Not Safe For Work

NSFW are images that contain nudity and pornographic material. The detection of such

material and the disciple of automatically identify corresponding imagery is also referred

to as NSFW[42].

In recent years the reach in the field of NSFW detection has increased, this is due to

governmental guidelines in some countries trying to limit the availability and distribution

of such material. Also, companies denying access in their infrastructures to such materials

requires automatic mechanisms for classification.
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Some earlier approaches were based on skin detection and human body part detection

using classifiers with hand-crafted feature[43, 44].

We found some implementations of this method using JavaScript and Python(nude.py).

Other techniques include using visual color words for detecting child pornography

[45]. This approach aimed to help forensic investigators identify illicit images from a

large image set.

However, looking at more recent methods, we see a trend in using Convolutional

neural network (CNN), which has the advantage of not requiring any feature before

training. CNN’s can have learning algorithms that are supervised, semi-supervised, or

unsupervised (see Section 2.4).

The primary difficulty in NSFW is distinguishing between beach photos of people in

bikinis and trunks and real pornographic content. CNN overcame this by training using

large datasets which allow the algorithm to take away specific features of pornographic

content as if it was a human training.

2.4.2 Age Group Recognition

Age Group Recognition is the ability of an algorithm to classify faces into predefined age

groups with an acceptable accuracy[46]. It is not a simple process even for humans[47],

the Mean Absolute Error (MAE) of human age estimations from visual appearance are

4.7 year[48] .

Automatic age group classification can be made more accurate by using large databases

such as identification systems. Some other major fields that take advantage of age group

recognition are monitoring and bio-metrics [49], because of this they ensure younger

children have no access to prohibited internet pages, and when used in vending machines

can control the access to alcohol and tobacco for underage people[50].

The use of this technology is possible because of significant facial changes, such as

craniofacial growth and skin deformation[46]. The most common age groups are 0-3,

4-7, 8-13, 14-22, 23-35, 36-47, 48-59 and 60+. Looking at the age group distribution,

we observed that they are not evenly distributed this is because younger ages experience

greater changes [48].

The challenges faced in age group classification are low images, facial expressions,

and facial poses [51], additional factors like genetics, gender, and race also causes people

to age differently. External factors such as facial hair, glasses and cosmetic surgery may

hide the real age of a person [52], thus throwing off algorithms.

2.4.3 Discussion

Analyzing our architecture of Figure 2.4, it is apparent the need of a tool in the repository

to identify child pornography.
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Using a real child pornography dataset would provide a reliable and accurate result.

However, it would be illegal and immoral for several reasons. Thus we need a new way

to solve our problem.

Glancing at the problem, we need a way first to identify pornography material and

afterward separate a child from an adult. The solution for this is first to use an NTFW

algorithm and secondly age classification algorithms[42].

There are several NSFW detection algorithms, the most popular are based on CNN

architectures (see Section 2.4), they are Yahoo, Clarifai, nude.py and I2V [53–56]. Initial

approaches were based on skin detection and human body parts, and they used hand-

crafted features, an implementation of this algorithm is nude.py [43, 44].

Yahoo released an open-source NSFW detection API freely available on GitHub in

2016.

Clarifai is a paid commercial solution from Clarifai Inc, which specializes in computer

vision, which relies on CNNs in age group identifying. Another free NSFW detection is

Illustration2Vec abbreviated to I2V, trained initially with Anime images [57]. It distin-

guishes from other NSFW solutions in identifying explicit pornographic actions and

specific body parts. For this, it is not a useful feature and will not be taken into account.

Additionally, it is normal for algorithms that focus on pure NSFW detection to achieve

much more precise results[42].

Considering the most adequate threshold for each algorithm, these parameters need

to be tested on a comprehensive dataset. Fortnightly [42] has already done this for us.

They had limited resources and could not manually inspect millions of images. Nonethe-

less, they validated their results by extrapolating the measured on a simulated dataset

of sufficient size. This is archived by generating a series of 100 sets, each comprising 1

million data points, each representing an image, in the 100 datasets 1000 images were

NSFW, and the remaining 999000 were SFW or in statistics 0.1%. The results are demon-

strated in Table 2.2, where r@k is the recall after k images are retrieved, Rank1 refers to

the first relevant image. For our particular work, it’s crucial to determine if there is child

pornography content of a given disk image or not. Ideally, independent of the number of

images present in that image.

Rearrangement strategy Rank1 r@100 r@1000 r@5000

random 1463.00 0.0000 0.0000 0.0050
binary (Yahoo) 144.39 0.0009 0.0071 0.0397
ranked (Yahoo) 8.74 0.0109 0.0977 0.3851
binary (Clarifai) 169.41 0.0006 0.0294 0.0283
ranked (Clarifai) 32.83 0.0031 0.0608 0.1386
binary (I2V) 324.65 0.0003 0.0030 0.0142
ranked (I2V) 41.79 0.0024 0.0234 0.0918

Table 2.2: Average performance over NSFW dataset
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These results here them use to define the threshold for each classifier.

Afterward, they took a dataset of 2,000 sample images and calculated the ROC curves

for all five classifiers, Yahoo, Clarifai, I2V, nude.py, and a coin toss. A ROC curve or

receiver operating characteristic is a technique used for selecting classifiers based on

their performance [58]. It shows how well a model can distinguish between two things in

the content safe for work and not safe for work. The AUC value varies from 0.0 to 1.0. We

want a solution with the highest AUC possible. The results of their work are summarized

in Table 2.3 where tpr means true positive rate and fpr false positive rate. Thus the best

algorithm will have a high AUC, tpr and a low fpr.

Figure 2.14: ROC curves of Yahoo, Clarifai and I2V compared to a random coin toss
classifier on 2,000 samples test set. The x-axis represents the false positive rate (fpr) and
the yaxis the true positive rate taken from [42]

The Receiver Operator Characteristic (ROC), shown on Figure: 2.14 corresponds to a

graphical representation that summarizes the information contained in a set of confusion

matrices for a binary classifier, in this case, if an image is or not NSFW. The ordinate

axis represents the True Positive Rate (tpr), calculated by dividing the true positive,ie: tp,

which in this case correspond to NSFW images, which the model has correctly classified

as an NSFW image, by the sum of the true positives with the false negatives,(ie: fn, which

in this case correspond to NSFW images that the model has classified as non NSFW.

tpr =
tp

tp+ f n

Thus, the fpr is the proportion of NSFW images that it correctly classified.

In the axis of the abscissas in this graphical representation, we can view the fpr that

is calculated by dividing the False positives (FP), which correspond to non NSFW images

and which were classified as NSFW and the sum of the false positives with the true
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negative, which in this case corresponds to non NSFW images and, which the model

correctly classified as non NSFW.

f pr =
f p

f p+ tn

The fpr informs about the proportion of NSFW images that were classified incorrectly.

Note that in cases where tpr is equal to 1, this means that all the NSFW images were

classified correctly. In cases where fpris equal to 1, means that all images that are not

NSFW images are incorrectly classified as NSFW images.

Classifier AUC Threshold tpr fpr

Yahoo 0.975 0.384 0.928 0.076
Clarifai 0.963 0.682 0.922 0.121
I2V 0.896 0.090 0.826 0.190
nude.py 0.518 - 0.594 0.558
Coin toss 0.500 - 0.500 0.500

Table 2.3: Results of NSFW proposed classifiers[42]

Another important metric to consider when choosing the best algorithm is the Area

Under the Curve (AUC), it is used to compare ROC charts generated from different classi-

fiers. That is, the more the area under the curve approaches one, the better the classifier

in question. Analyzing Table 2.3, Yahoo is the classifier with the best performance, since

it presents an area under the curve higher than the other models and close to one.

Regarding age estimation this is a challenging subject, currently some of the state-

of-the-art solutions use a form of CNN, some examples are VGG-FACE[59] CNN and

Googles GoogLeNet[60] CNN. There result distributed by age are shown in Table 2.4

Label Model by VGG-Face CNN Model by GoogLeNet CNN

0 - 2 93.17 86.75
4 - 6 62.11 27.89
8 - 13 42.06 21.47
15 - 20 24.23 14.10
25 - 32 86.17 76.61
38 - 43 8.88 12.03
48 - 53 38.17 7.05
60+ 60.70 34.63

Overall Accuracy 59.90 45.07

Table 2.4: Results VGG-FACE CNN and GoogLeNet CNN by Label taken from [59]

Looking at these results we can note that the VGG-Face CNN is pretty accurate until

the 15 years old mark, 25 to 32, and for people with more than 60 years. Generally
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speaking, the overall accuracy is 59.90% but taking into account our primary goal is to

identify children under the age of 18 if we used the VGG-Face CNN the overall accuracy

would be less than that. A better solution is therefore needed.

Luckily for us, some competitions challenge researchers to come up with solutions

for this, one of these examples being the ChaLearn LAP 2015 challenge on apparent age

estimation that had more than 115 registered teams.

The winner explained their model with great details and made it available for any

interested party to use [61]. They used CNNs with the VGG-16 architecture [62] and pre-

trained on ImageNet for image classification. However, ImageNet has a limited number

of age annotations. To overcome this, they crawled 0.5 million images of celebrities from

IMDB and Wikipedia pages, at the time of writing this thesis it is a public dataset for age

prediction [61].

Deep EXpectation (DEX) of apparent age, starts by detecting the face in the image and

then proceeds to extract the CNN predictions from an ensemble of 20 neural networks on

the cropped face[61]. DEX, can be divided into five stages: input image, face detection,

cropping the face, feature extraction, and finally prediction. Upon receiving the image,

DEX detects a face using the Mathias detector [63] to crop the image the face needs to

be aligned, the original image is rotated between -60° and 60° in five steps. The image

chosen for the next step is the one with the strongest detection score. Afterward, the

chosen picture is then fit in a 256×256 pixels square and analyzed by the CNN. An

estimated age value is then outputted.

The CNN of DEX was optimized on the crawled dataset. Being well documented,

freely available, and proved in a contest. Furthermore, comparing with the previous

state-of-the-art CNN, DEX can predict to an accuracy of 96.6%, making it a perfect piece

for our architecture.

2.5 Search engine indexing of pictures

The reason to index a large quantity of data is for later optimizing the speed and perfor-

mance when finding relevant documents for a search query. Without the presence of one

beforehand, the program would have to look up every document. This might not be seen

as a problem if we have a low amount of documents to search, but issues start to arise as

the number of documents increases. The difference in response time for some cases could

be from some milliseconds to several hours.

Several techniques already exist, such as the Suffix tree, Inverted index, and N-gram

index. These are designed taking into account the following factors:

• Merge factors - When data is placed in the index, how are the words added to the

index, and is it possible to run such an operation asynchronously;

• Storage techniques - How is the index stored and is it possible for the data to be

compressed or even filtered;
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• Index size - How much computer storage the index requires to operate;

• Lookup speed - How much time does it take to find a specific word;

• Maintenance - How costly it is to maintain the index over time;

• Fault tolerance - How resilient the index is to corruption, bad data, and data loss.

2.5.1 Suffix tree

Since they were introduced in [64], suffix trees have been one of the methods of choice for

text indexing, because they are easy to implement and provide many important features.

It can be described as a compressed tree built by all file suffixes using their keys and

positions in the text as their values.

They can be implemented in several ways that affect performance.

2.5.2 Inverted index

An inverted index is similar to a database that stores the mapping from content to files.

Their primary focus is supporting fast searching and the main drawback of using

an inverted index is the additional processing that is required upon insertion of a new

document to the database[65].

The internal structure contains a postings list for every file present in the index. This

postings list contains for each file a unique document identifier know as dockIds, which

for increased retrieval speed are typically stored incrementally. These lists can quickly

be accessed by consulting the lexicon, which is a dictionary that serves as a lookup table

for each term that exits in the list and points directly to it[66]. It’s prevalent among

search engines, and several architectures use it, such as ADABAS, DATACOM, and Model

204[67–69].

2.5.3 N-gram index

N-Grams or n-word phrases use a tokenized index. The text is broken down word by

word when they encounter one of a list of specified characters, then an n-gram of each

word is emitted, which corresponds to the specified length.

The implementations are similar to a sliding window that moves over the word, this,

in turn, produces a continuous sequence of characters that are in a specified length[70].

2.5.4 Image indexing

The previously explained indexes focus heavily on text indexing. However, some of these

can also be applied to images. This is the case of inverted indexes, the idea behind it is to

add a field to store the image. In Elasticsearch, this is known as the field key and is used

for Binary datatype in the form of Base64 encoded string.
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A Base64 schema is a group of encoders that convert binary to text using ASCII char-

acters, each digit represents 6 bits of data.

An additional field like the properties mapping can serve to store the location on

the image that the picture was extracted from and other metadata that we find relevant

during the development phase.

2.5.5 Discussion

We need software that is optimized for distributed document indexing. A viable solution

is ElasticSearch. ElasticSearch is a document-oriented database that was built with speed

and performance in mind, it is specially designed to store, manage and straightforwardly

retrieve documents.

On storing documents, ElasticSearch converts them to JSON format making them

queryable and retrievable. Additionally, schema-less, means that we do not need to

provide a prior scheme before using it, indexes are automatically generated and fine-

tuned for type guessing and high precision. We can access them through its REST API.

Under the hood Elasticsearch is a collection of clusters, these are servers that save and

give federated indexing and search capabilities. Behind the implementation there is an

inverted index implementation (Section 2.5.2), this is also why it takes some time for a

file to become searchable.

Its REST API is very well documented, and examples are abundant on the internet,

this is an additional reason for why we chose it.

2.6 Summary

In this chapter we have discussed the current leading state-of-the-art architectures that

exist today that can automate the processing of digital images, being the most know

XIRAF and HANSKEN. XIRAF executes the tool in its repository and wraps its output in

the form of a XML file for later reporting. HANSKEN was developed by the Netherlands

police and builds upon XIRAF, transforming its standalone architecture into a cloud

solution that can be used internally by a restricted amount of government agencies.

Furthermore, we showcased the evolution of digital forensics and how the decrease

in storage cost has created new challenges that investigators face every day. Afterward,

we presented a detailed overview of the main file system and a simplified view of their

inner working.

Additionally, we discussed how we could identify a suspicious picture using machine

learning techniques, more specifically using two CNNs. Afterward, we studied the com-

parison of available state-of-the-art models and their performance, from this we choose

the Yahoo NSFW CNN to identify if a picture contains nudity and DEX to estimate the

age of a person. This is due to their excellent performance, free of use and availability.
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Finally, after processing an image, the metadata associated needs to be saved and

searchable thus we presented some techniques like suffix tree, inverted index, and N-

grams.

In the following chapter, we will present the requirements that our solution guaran-

tees, how it can correctly identify suspicious files, and a high-level representation of each

module.
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3
Architecture and requirement

If I had eight hours to chop down
a tree, I’d spend the first six of
them sharpening my axe.

Abraham Lincoln

In this chapter, we present the main modules of the project that we developed in the

past months.

The work can be divided into 7 phases, the ability to correctly identify a suspicious

image, make the results queryable, preserve the integrity, secure the transport of the data,

prevent tampering and provide an easy-to-use interface.

We start, in the next subsection, by providing a high-level overview of the main

challenges and requirements of our solution, the principles that are followed to solve

each of them, and how they lay the path for the implementation and satisfaction of each

of them in the following chapter.

3.1 Overview

In this chapter, we describe the architecture of our automated extraction tools for foren-

sics investigation that focuses heavily on child pornography content. However, our ar-

chitecture is extensible, and it can contain more tools in the tools repository, the work

presented in [2] takes the same approach. An example would be extraction from docu-

ments such as PDF, Word, PowerPoint, and so on, for instance, to identify fiscal fraud.

Our main objective is to build a proof of concept to demonstrate that global forensics

investigators can have access to systems that integrate several tools to speed up their

work.
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3.2 Design principles

The system needs to be designed as having a client and server components, for this, we

need to design an architecture with 8 concerns, these are confidentially, access control,

authentication, integrity, transparency, future proof, data retention and reliability.

Firstly, we considered a system that will operate on a home computer and should

provide the results in a timely fashion but also be able to be used in a cloud solution. This

is because in some cases the user will be on site and unable to run the solution anywhere

else. However using a CNN is not a lightweight task and as the amount of data increases a

slowdown is inevitable on a personal computer, hence such computational power should

be delegated to a centralized and more powerful infrastructure.

Additionally, the more standards we follow the better the final code will be and easier

to maintain and develop while making sure we do not generate technical debt.

In the following subsection, we dwell further into each concern in greater detail.

3.3 Design considerations

In our solution, we need to start by finding a way to make a solution that can run on a

Windows machine and on a cloud provider. Therefore we choose to develop the final

build for a container based solution.

Consequently, when the user needs to run the solution we can run it in any modern

operating system where Docker can be installed. Docker will simplify the management

of all the dependency’s, code and models thus making the configuration process easy and

straightforward. Simultaneously, Docker containers can package the solution and easily

be deployed to the cloud.

Therefore, the final delivery for this work is a container image that can be executed

on a personal computer and server anywhere in the world.

3.4 Confidentiality

When dealing with sensitive data we need to guaranty confidentiality, this means the

data stored cannot be read by unauthorized principals. The classic solution for assuring

confidentiality on stored data is by using symmetric encryption.

Symmetric encryption can also be called single-key encryption, it was been used since

Julius Caesar, and the second world war and is still relevant today.

The algorithm starts by receiving as an input a plaintext and a key and applying

an encryption algorithm to transforms and substitute the plaintext based on the key.

The result of this operation is called ciphertext, this can be viewed as an unreadable

version of the input. Two different keys will produce two different results. Furthermore,

it is possible to go the other way by applying a decryption algorithm, this is achieved
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by running the algorithm in reverse order, using the same key used to generate the

ciphertext.

The main requirement for assuring secure symmetric encryption is to use a strong

encryption algorithm, this means in the advent of attackers collecting several cipher-text

they are unable to obtain the secret key. Moreover, if the secret key would be shared

with someone this exchange would need to be done securely, if the key is discovered the

algorithm becomes useless.

Regarding attacks, they generally fall into two categories; cryptanalysis, which studies

the nature of the algorithms and tries to discover some pattern to exploit in the plain-

text or ciphertext; and the second is a brute-force attack, which consists in trying every

possible key until a match is found, if the key is long we can securely assure that the

time to find a match is longer than the remaining time of the universe, yielding practical

confidentiality.

Regarding the algorithm, the common use is block ciphers, this algorithm takes the

plaintext input at fixed-size blocks intervals and produces a block of ciphertext of equal

length. The most popular algorithm are Data Encryption Standard (DES) and Advanced

Encryption Standard (AES). In recent years DES was been proven to not be secure due to

its key length being small and vulnerable to a brute force attack considering the comput-

ing power of modern computers while AES which can have keys with double the length

and larger block sizes is considered secure.

3.5 Access Control

The next step after we authenticate a principal is to prevent him from accessing resources

he does not have permission to use or access.

Furthermore, our main objective can be translated into preventing unauthorized prin-

cipals from gaining access to resources and allowing authorized users to handle the

resources legitimately, for this we need an access control policy.

Hence we need to implement what is called an authorization database, this database

dictates what types of accesses are permitted, under what circumstances, and by which

users. Access control policies are generally grouped into the following categories: Dis-

cretionary access control (DAC) ,Mandatory access control (MAC), and Role-based access

control (RBAC).

DAC, uses what is known as discretionary policy, controlling the access of the entity

based on a set of predefined authorizations that explicitly states what is allowed or not.

MAC, compares security tables with security clearances, thus restricting or not the

ability of an entity to access a resource. RBAC, assigns a role to every entity that is

allowed to access the system and applies the rules associated with that role, changing a

role configuration will affect every user that possesses that role.

In our case, it makes sense to divide access policies into normal users, only able to

access the case data they were assigned and an administrative user capable of assigning
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cases and opening them. So the best choice is using an RBAC based solution. Administra-

tors can further directly access the machine to update the system and configure it[71].

Additionally, RBAC is widely used both in commercial and non-commercial appli-

cations, The National Institute of Standards and Technology (NIST) has also issued a

standard that requires access control and administrators to support role based solutions.

The database management relations can be seen as a many to many relationships

between the users and the system resources, this can be implemented using a variety of

databases both SQL and No-SQL.

3.6 Authentication

The user authentication is the first line of defense when protecting access to data, there

is four main way of a user proving its identity, by something he knows exclusively, some-

thing he possesses, something he is, like a fingerprint, or something he does, such as a

voice pattern or handwriting.

Any of these methods could protect our application and serve as well however none of

them are perfect, a password can be stolen, tokens can be forged. In respect to biometric,

these bring with them a heavier administration overhead and false positives and false

negatives.

The most used option is password protection, as stated earlier this does have some dis-

advantages and vulnerabilities, on the human side, an attacker can use social engineering

attacks to infer or deceive the user into giving its password to compromise the security

of the system.

Another attack is brute force over the password, however, this can be mitigated by

using long and strong passwords.

Additionally, we need to protect the password in the advent of a security breach of the

database occurring or if the login session is captured, this is mitigated by never saving

the password in plaintext. There are several ways of storing the password safely, the

best is by using a hash function with a fixed-length salt value. A hash function takes the

input, in this case, a string, and produces a digital and non-reversible summary. Some

examples are MD5, SHA-1, SHA-2, among others. Recently several vulnerabilities have

been found in each one with different degrees, one of the most secure seems to be the

SHA-1. The purpose of the salt is to serve as input when producing the hash value, this

makes using a dictionary with precalculated hashes of common passwords impossible

since each dictionary would have to be generated for every individual password.

3.7 Integrity

The objective associated with checking the integrity of a file is to be able to detect and

preserve that file and detect any modification that might happen intended (User action)

or unintended (System errors or disk failures). To protect our files and disk images the
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architecture employs the Reed–Solomon algorithm, this algorithm belongs to a group

of codes that allow to perform error detection. It is used widely in several applications

being the most popular for distributing multimedia content like CDs, DVD’s and Blu-ray,

we additionally store the output of this algorithm in a Redundant Array of Inexpensive

Disks (RAID)6 storage system, with all files being encrypted.

During the development of the solution, we simulated each virtual hard drive as a

folder enumerated from zero to five, this can easily be modified to run in the cloud and

redirect the input and output operation to virtual hard drives.

This solution assumes that we have at least 6 Hard Disk Drive (HDD) available to the

program. However, this begs the question: What can we do if we only have a single HDD

and if a file gets corrupted?

Reed–Solomon is a complex algorithm and explaining it to its full extent is beyond

the scope of this work, we can simply define it as an algorithm that applied symbols

to fixed chunks of data and can detect errors based on such symbols. Additionally, the

algorithm can correct errors in the data up to a certain number of errors, this change is

greatly increased with the use of RAID6 [72].

3.8 Future proof

The most important aspect of any investigation is to be able to prove that evidence came

from a suspect and was not planted or tampered with.

Notably, this does not depend only on our solution. Firstly when the media is appre-

hended it has done legitimately, with the existence of a warrant. The officer should create

a copy of the disk contents bit by bit, this can be done using The Sleuth Kit or EnCase.

Also, we generate a unique identity for each file and the drive itself using a hash function.

Afterward, our architecture can use the same hash function and compare to check the

file has not been tempered. In the advent of identifying a suspicious file, the detective

only needs to compare the hash value to the original hard drive, to create proof that the

disk image has not tampered.

3.9 Secure connection

In any criminal investigation, privacy is a very important aspect, this aspect in computer

science is applied not only to what happens inside a system but also to how other systems

exchange messages with it. Thus we need to make sure that when a legitimate user

accesses the system, an attacker observing the traffic as the legitimate user connection

cannot observe the content of the exchange or manipulate it. In other words, we need to

secure our web services from spoofing and reply attacks.

A widely used solution for this is using Secure Sockets Layer (SSL) or when applied

to the internet Transport Layer Security (TLS). SSL provides a way of securing Transmis-

sion Control Protocol (TCP) connections, it provides its security by defining a two layer
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protocol on top of the TCP connection. This architecture can be used in a various range

of protocols, however, we are only interested in the HTTP, with is how we will establish

a connection to obtain our results.

Furthermore, when HTTP is over SSL it is denominated Hyper Text Transfer Protocol

Secure (HTTPS) and guarantees a secure connection between the client and the server.

Since all modern browsers already can establish an HTTPS connection we don’t need any

additional configuration on the client-side. When a client uses HTTPS we guarantee the

request Uniform Resource Locator (URL), body and parameters of a request are encrypted

and if captured can’t be read or resent to the server.

For a server to establish HTTPS connection it needs an SSL certificate, there are several

types of certificates, they differ based on the number of domains and sub-domains they

can validate. In our particular case, a single certificate that fully secures a domain name

is enough. An SSL certificate ensures to a client that a host is the owner of the web service

they are trying to connect. This is achieved by relying on asymmetric cryptography.

3.10 Reliability

There is no point in developing a system that crashes often and can execute during a

limited amount of time and then needed to be restart. When designing any piece of

code we must ensure that there are no know bugs and that it can run normally without

crashing.

Furthermore, this isn’t determined exclusively by testing or by using a good design

pattern, the choices we make on what the under-laying technology is also matters.

Therefore, if we look at our system requirements we need a solution capable of run-

ning on Linux, Mac, and Windows with little to no complexity during the install and

execution phases. Additionally, we need to generate deterministic results, although some

machine learning models don’t always generate the same output for the same input the

difference needs to be as little as possible. Another advantage of this is the fact that

almost all investigations are not performed by a single individual but by a team, having

the same setup and results across different machines will empower the investigation and

confer an additional trust level to the solution. After identifying these requirements we

came to realize the best way of deploying and making the final build readily available

would be through a docker image.

Docker, in recent years, has gained a lot of traction and attention. In addition to

providing a client solution for all major operating systems, it comes bundled with all the

requirements a solution needs to run, thus not being needed to install other software,

except of course the installation of docker itself. Not only does Docker assist in the

debugging process but also as a huge and growing community behind it, meaning there

are a lot of resources available to assist with its usage.

Although a stable solution, that is easy to maintain and deploy, Docker may exhibit

poor performance on Windows and Mac, or at least not as good as on native Unix systems,
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like Ubuntu. It also has, a significant learning curve for advanced features.

Never the less if we take into account the benefits and the downsides, Docker is the

best way of making our solution widely available and opens the possibility of in the

future an architecture that can support Continuous integration and Continuous delivery

(CI/CD) processes.

3.11 Separation of concerns

In recent years, there has been a lot of talk about how we build reliable solutions, as such

software engineers have built repeatable designs to guarantee a stable solution.

Although there are a lot of patterns they share common principles, the most common

is the separation of concerns.

The term separation of concerns was first introduced in [73] around 1974, it brought

along the notion that it was a bad practice to co-locate different concerns within the same

code. This is very important especially when dealing with a layered application like ours.

In our case we will be using the Model-View-Controller (MVC), a software design

pattern that focuses on separating concerns and reusing code, its goal is to separate the

data presentation from the data itself. This is done throughout a controller, giving it its

name MVC.

The View represents the expressing of a system state, the model can alter the view and

the model, some examples of implementations are PHP, HTML and Applets, summarily

it’s the layer that manages the presentation and interface for the user.

The Model links the view and the controller together, it is responsible for storing the

information, managing business logic, and rules of execution.

Although there are more valid design patterns, we choose this one because of past

experience, and faster development time. When using JavaScript Object Notation (JSON)

to represent system data objects, we can guarantee that future front-end clients won’t

need to change the back-end, making rewriting the web pages or developing an app

require less time.

3.12 Labeling pictures

A typical CNN that we observed in the state-of-war needs a specific running environ-

ment to be executed, as well as other dependency or libraries and the pre-trained model.

These require a lot of time to configure and are prone to error since sometimes there are

additional steps in configuration the environment on the host machine.

In the previous Section 3.10, we stated that the final build would be a Docker image

because we can package the image with all the necessary code and library to be executed

regardless of the operating system or its state. The solution for the CNNs that will

label our pictures is to also package them inside a container with everything they need.

Previously the best solution would be to use a Docker inside a Docker solution, however,
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this is not recommended because it can lead to many low-level technical problems, that

stem from how Docker is implemented [74].

Consequently, there is another solution in which the two containers are not indepen-

dent of each other and don’t have problems. The solution is for one of the Docker images

not to run its own daemon but to connect to the host daemon. Meaning, there will be

a Docker Command-line interface (CLI) running in one of the containers and another

running on the host system, thus only one Docker container is running in the machine.

This is archived using the bind mount option.

3.13 Storing results

When we need to store data for the long term and retrieval later we need a database.

The two main database types are SQL and NoSQL, the development of the NoSQL

database system started in the late 2000s when SQL database started to face speed and

scaling issues. Previously SQL system was developed almost 30 years earlier and focused

on minimizing data duplication, this was because that at the time the cost of storage

greatly exceeded the cost of development time, something that nowadays is the complete

opposite. SQL databases provide rigid, sometimes complex, and tabular schemes that do

not scale vertically easily.

Furthermore, some NoSQL databases accept JSON document with a key-value pair

and generate their columns dynamically using internal graphs in opposite to an SQL

database where the tables have fixed rows and columns. As such, the developments have

to beforehand know what they will be storing, and in the advent of the future needing to

change they have to modify the schema. Concerning our particular case, this is not ideal

because we want to allow our solution to be extended in the future as easily as possible.

The drawback of using a NoSQL database is that they generally don’t respect the

ACID(atomicity, consistency, isolation, durability) property, they guaranty that transac-

tions either run completely or not at all, resists power failures and future transactions

reflect the previous valid transaction. Additionally, NoSQL tends to duplicate documents

and as a result, be larger than the equivalent SQL option. Recently some NoSQL have

fixed these issues by supporting a compression algorithm to reduce the storage footprint.

Overall, the best solution for us is the NoSQL option, because of speed, scalability,

and how easy it is to change the schema dynamically. The most used no NoSQL database

systems are MongoDB, Elastic Search, Couchbase Server, CouchDB, NeDB, Terrastore,

and so on.

3.14 Interface

One of our major goals when developing this architecture is to make it simple and in-

tuitive for non-technical personal, furthermore, it should be compatible with not only
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desktop access but also mobile. To design a truly scalable system we can’t limit our inter-

face to only desktop accesses, nowadays in Europe, more than 40% of accesses are from

mobile[75].

However coding two different solutions is unreasonable and unnecessary given to-

day’s templates and frameworks. The solution is choosing firstly a framework and later

a template that also adapts to mobile. This will make development and maintenance

cheaper, won’t require an app to be launch in Google or Apple store subsequently not

having to pay their licensing fees.

Additionally, our solution does not require any hardware integration like Bluetooth

or motion sensors making a native or progressive app even more unnecessary.

3.15 Open standards

In chapter 3.11 we stated the importance of separating concerns and using a well defined

design pattern right from the beginning of the project.

The Internet has evolved a lot throughout the years and recently several open stan-

dards for web apps have appeared, some even make available stub generator for a variety

of languages. These stubs take endpoints as input and generate the whole project code,

meaning the programmer only needs to add the login to each function.

The OpenAPI Specification (OAS) is an open initiative with the objective of providing

a common standard for creating RESTful APIs that provide a way of generating documen-

tation and network traffic inspection without the source code.

Additionally, its definition can be utilized to obtain documentation, display API tools,

testing tools, and client stubs[76].

The most recent specification is version 3.0.0, there are enormous code generators

written in very different programming languages like Go, Java, Typescript, and Ruby,

all open-sourced themselves. Regarding usage and popularity, the most widely used is

Swagger.

3.16 Summary

In this chapter we defined and presented the design principles that are necessary to

assure when designing our solution, they are confidential, access control, authentication,

integrity, transparency, future proof, data retention, and reliability.

Confidentiality is achieved when we encrypt the data we store and this can not be

broken easily, as such we should use the AES algorithm.

Additionally we presented several option to implement access control, they were DAC,

MAC, and RBAC. Since in our solution, we want to associate a case with a fixed number

of user, and this being a relation of 1 to 1 to most suitable is RBAC.

In order to assure that a user is who we claims to be we need an authentication

mechanism, for this we will use a password system.
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Furthermore, we must assure that our data is not tampered with or altered, this is

achieved by the use of error codes and by possessing multiple copies to restore in the

advent of failures. The error codes used were Read-Solomon and RAID6.

Future proof means we can prove that a suspicious file came from the suspect’s hard

drive, we can prove this by comparing the signature of the file with its original.

To protect the traffic between a legitimate user and the system, the connections should

be protected using SSL.

The core of our solution is labeling an image correctly and efficiently, this is done by

using two state-of-the-art CNN that can determine the age of a person and the level of

NSFW. For us to store these results we choose a NoSQL database system.

There are already standards that reflect the best practices when developing a system,

a common one is OAS, we will follow it to achieve a robust, easy to maintain, and scalable

solution.

In the following chapter, we present how these requirements are materialized in a

specific architecture, which modules are needed, and their interactions.
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System Implementation

Ideas are a dime a dozen. People
who implement them are
priceless.

Mary Ash

4.1 Overview

In this chapter, we present the main modules of the project that were developed in the

past months.

The final architecture can be split into 7 unique modules Elasticsearch, Feature Extrac-

tion, Reed-Solomon with Keystore, PostgreSQL, API, and Web page. Each of them will be

explained in greater detail throw out this chapter, and how they meet the requirement

from the previous one.

4.2 Execution Flow

The goal of our solution is to receive a disk image as input and allow for the user to search

throw the results using a friendly GUI.

However, this is not straightforward, the process starts after a disk image is obtained.

Firstly the inspector needs to upload it to our systems, for this we will sign in to the

system, create a case associating that case information and bind the captured image to it.

After the upload is finished we will have the option to share access to this resource with

other investigators that also are working and is relevant for their work. In regard for this

part to work, and following the client-server model we need a server running to receive
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the file, since we are building a solution with reliability in mind this will be contained in

a Docker image. When saving the image, we need to guaranty that we can detect errors

and can not be tampered, thus we will use a RAID6 architecture with Reed-Solomon and

encrypt each file. The access control will be enforced by a database following an RBAC

schema.

In order to start the search, the user needs to specify which image we desires the

system to start with, this will call the Docker images containing the trained CNNs and a

thread pool to concurrently iterate over the desired image, each image result is saved in

ElasticSearch.

Graphically we need a login page to authenticate the user, afterward a landing page

to view the state and health of the system. A screen to create a case entry in the database,

a start scan to tell the server to process the specific image, and in the advent of being an

administrator to give or revoke access to other users. Finally, a results screen to show and

give the option to vary the search options. All of this needs to be compatible with mobile

and desktop access.

Finally, when the scan is over and the image search is completed the user can query in

the result tab and customize the search option, these queries are processed by the server

and served by ElasticSearch.

4.3 Architecture modules

In the previous chapter, the system was specified as a distributed system using client

and server modules, Figure 4.1 shows seven different modules, Elasticsearch, Feature

Extraction, Reed-Solomon with Keystore, PostgreSQL, API, and Web page fit the general

client-server architecture.
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Figure 4.1: Final Architecture

The Elasticsearch module is responsible for making information associated with an

image or case available and searchable.

Feature Extraction which contains the Neural Networks, python, and necessary frame-

works is responsible for evaluating valid pictures and generating the information to be

presented to the investigators.

Client authentication is performed by the spring framework, which is equipped with

an authentication table, stored in the PostgreSQL database. This is similar to the struc-

ture present in UNIX systems( inspired in the /etc/password file ) where each entry is

associated with a user. After successful authentication by the client, a JSON Web Token

(JWT) is sent, it is up to the spring to inform the control policy, for this, it has a configura-

tion file where it implements a table where each user is associated with a password and a

value Boolean who dictates whether it can be authenticated.

In a Classical UNIX system, this entry would have three parameters R (Read) , W(Write)

and E(Execute) in our architecture the use A (Admin) and U (User). A user can only open

new cases and search the cases it has previously assign by an admin, an admin can view

all cases, assign and remove a user from a designated case.

Additionally, the implemented solution offers guarantees of integrity, authenticity,

confidentiality, and high availability. The use of Reed-Solomon brings many advantages,

when used with the encryption of the data it is even better because it protects the access to

the original file to someone other than the client, assuming the key is correctly protected

and that the cryptographic methods used are not possible to break in a reasonable time.
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4.4 Image format

The architecture support for disk images can be divided into three major formats, Raw

Single, Raw Split, and EnCase:

• Raw Single this is a complete bit by bit copy of the content of the disk image, it can

be *.img, *.dd, or *.raw.

• Raw Split meaning the copy of disk image is splinted across multiple files. The ad-

vantage of this is performance, on a multi-core machine the search can be paralyzed

more easily, the most files are typically named *.001, *.002, and so on.

• EnCase the EnCase format is a specific priority format that adds additional infor-

mation check to detect image tampering like MD5 check for the whole image and

Redundancy Check [77]

The module that is responsible for reading and making the data available for the

other components in the architecture is the Sleuth kit, and it fully supports all the format

above, in the case of an EnCase image, it even checks if the file has not been tampered with

during processing. To generate testing images to validate the final build of the proposed

solution we used FTK Imager. FTK Imager or Forensic Toolkit Imager is widely used to

generate disk images from live hard drives, USB, DVDs, CDs, or even folders. During the

generating phase it searches for deleted information like files or emails, at the end, it also

outputs the MD5 and confirms the image integrity.

4.5 Key management

Confidentiality is achieved by encrypting the files with a symmetric key algorithm AES.

We used PBKDF2 to generate a key from the user’s password, however, the seed used

as a password hash and not the password itself, this was necessary for the server to be

able to generate the same key without having to save the password in plaintext, this key

was then used to encrypt the data with AES. To protect against brute force attacks the

number of cycles in the key generation was set to 150000, taking about 700 ms to calculate,

rendering this type of attack unfeasible. NIST also published guidelines recommending

the use of PBKDF2 [78].

In the final build, we provide default certificates to encrypted and secure the solution.

This should be changed with new certificates. The user can indicate a Keystore and its

respective password, thus allowing for a different key for each file. Furthermore, the

Keystore will always need to have to entry, one with “Rivest-Shamir-Adleman (RSA)” for

signing the file and another with “metadata” for encrypted the metadata part of the file

All the data stored by the server both upload and generated during processing will

use these certificates thus making this a vital part of the configuration process.
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4.6 RBAC

As stated in Section 3.5 the relations between the users and the roles is a many to many

relation, in our environment we can except for the users to change frequently, and the

users can have one or more roles. In contrast, the set of roles rarely changes, each one

represents a specific set of rights over the systems resources.

Furthermore, a simple implementation of an RBAC is an access matrix, this concept

is present in Linux systems and is used to manage user’s permissions over the files. The

top matrix relates the users to their specific roles, in our system there will be more users

than roles, meaning every matrix will be marked signifying the user is assigned to that

role. Regarding our specific scenario, a user can be assigned multiple and different roles

depending on the investigation at hand. The lower matrix controls the roles, there will

be fewer roles than cases.

Additionally, RBAC easily comply with the principle of least privilege by only as-

signing the minimum roles to operate over the needed cases and perform the necessary

actions that it is required to undertake his work.

We implemented this access matrix using PostgreSQL, the choice was based on its

integration with Java Persistence APIs (JPA), allowing for the tables and relationships

to be self-generated making future changes over the user Plain Old Java Objects (POJO)

classes direct effect the table and relations within the database.

4.7 Logging

To integrate logging into our system and provide a way for the system administrator to

trace future problems we used the logging framework that comes preconfigured with

Spring Boot.

The major advantage of using this framework is it requires zero configuration, the

only addition that we made was to save the logs in PostgreSQL, this makes them available

at any time and are still present after a system restart.

In our particular case, these logs provide additional system information when it comes

to the reporting phase and the chain of custody.

Lastly, to help in our development this can be used as an initial debug tool and in the

future help, other developers and support teams work with the project.

4.8 Sleuth Kit

We stated in the previous chapter that it would be unfeasible to read every disk image

independently of its file systems, thus the solution was to use The Sleuth Kit.

Also know in the forensics community has the TSK it is simply a collection of UNIX-

based command, however, it does not come bundled in with most Linux distribution the

only exception to this is BackTrack which provides the TSK commands out of the box.
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The Sleuth Kit is capable of analyzing different file systems such as NTFS, UFS 1/2,

FAT, ExFAT, Ext2, Ext4, HFS, ISO 9660, and YAFFS2, these formats can be read separately,

raw format, expert witness, or in file and volume system Analysis. During testing, we

found that the most widely used format was raw (dd).

Additional features include recovering deleted files, reporting on all removed files,

and making the files present in the image searchable. In our solution we did not take

advantage of the built-in search feature of the TSK instead we annexed the file to our

databases, this was needed to provide a faster preview for the users and support addi-

tional analytics.

Since TSK is a command-line set of utilities there have been a few GUI developed to

help non-technical users to use the framework, these include Autopsy and CAINE, both

are paid solutions. Furthermore, we don’t need a GUI we can access the TSK directly

through the command line or its library.

Regarding the integration we opted to invoke TSK directly through the command line

event, this was due to the ease of integration, portability, and parallelism offered by this

option.

4.9 RAID

The system is designed to maintain the chain of custody since this is not enough to

maintain the integrity of our files, we also reset to other techniques to prevent the event

of physical data loss, this can be the result of a power surge, hardware issue, human error

or even intentional damage.

In order to protect the evidence and the processed result, we must duplicate the data

across multiple drives, to guaranty a high fault tolerance rate we use RAID. RAID can be

seen as a collective of N hard drives that are physically independent.

The most common configurations are RAID1 to RAID6, since the information we are

storing has the potential of being crucial we choose RAID6. The advantages of using this

configuration are the guaranty that 2 of the HDD can fail and the information can still

be recovered, the disadvantages of this approach are a slower write and a more complex

control, and costly for the HDDs[79].

4.10 Feature Extraction

The main core of our solution and the advantages we set out to achieve were to identify

amongst all the files of the hard drive those that contain child pornographic material and

index them for future search by the users of the system.

The analysis starts when the user selects an image, this image is then fed into the

Sleuth kit interface and iterates over each file. The files are sent to a pipeline, this pipeline

request a thread from a thread pool, the number of threads in this pool depends on the
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hardware of the server, during testing we found that a laptop with an Intel Core i7-

7700HQ, 16 GB DDR4, GTX 1060 has able to handle 6 threads processing six images

simultaneously.

When entering the pipeline an SHA-1 is calculated for each file, later it is compared

against the ElasticSearch database. In the advent of the file being processed in a previous

scan, a record will be found and returned, no additional operation will be executed. Since

SHA-1 is secured and to date there is no known attack (unlike MD5) we can safely use it,

additionally being a hash function it is not possible to revert this operation.

From this point the pipeline is customizable, we focused heavily on the image pro-

cessing part, so our python framework starts by detecting if the file is an image. In the

advent of being a thread is called from the pool, and the CNN with the train models for

calculating the NSFW score and for estimating the age of every person in the image is

also executed.

The final step is joining the results of CNN with the SHA-1 and transmitting them to

ElasticSearch in the form of a JSON file over HTTPS.

Figure 4.2: Flow of file in pipeline

4.11 Image Classification

In the previous Section 4.10 we discussed the general process that occurs when a picture

or compact archive is detected and the flow the system follows to extract the desired

meta-information for later searching and result presentation.

The models are contained in Docker containers and are ready to be executed at any

time, looking at the two CNN we can see some similarities. They are both written in

python, required the same library’s, mainly pandas, numpy, tensorFlow, and scikit.

As a result, we decided to encapsulate each of them in a Docker image, this choice

was made because the execution of these models is the most time-consuming part of the

analysis process, a bottlenecked. In the advent of in the future, someone tries to scale this

part can be executed on multiple machines, over a huge amount of data, and still get the

results in a reasonable amount of time, ideally, these models would be run in a cluster.
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As a result, every model can be executed independently and asynchronously, creating

a machine learning environment with all the necessary dependencies, frameworks and

library’s.

Another alternative to creating docker images would be to use a Python environment

such as conda and virtualenv. The problem with this solution is they don’t support

nonmajor Python dependencies making a large scope of libraries not supported.

A Docker container can fully encapsulate the code, dependency’s and the model,

making this solution consistent and portable, this is the reason they are scalable on a

cluster. In the case of future collaboration and future works, we can share not just the

code but the entire development environment itself by simply pushing the generated

image to Docker.

On the other hand, container images can also be executed in a cloud service like AWS,

Azure, or Google Cloud Platform.

Regarding how the models are actually executed our solution support two forms, the

first is over HTTP Rest request in with we send the image for processing and the container

return a JSON that contains the data generated from the models, in this case, Docker is

actively running in the background and responds to request. On the other hand, the

Docker containers can also receive the picture as input in the form of a path from Docker

CLI, reads the picture from the operating system path, and return the results. The latter

is mainly for debugging and testing purposes.

4.12 PostgreSQL

We stated in Section 3.5, that the best option for managing access control would be using

an RBAC solution, for this, we need a database to store the relation and data. There are

several options, however, we choose PostgreSQL, because of the ease in integrating with

Spring, and we can take advantage of the JPA framework. This means we do not need to

create a schema or SQL query, JPA can create and manage everything during execution.

The development of PostgreSQL started in early 1986 in a project lead by professor

Michael Stonebraker that took place at the University of California in Berkeley. It is

credited as one of the first database systems.

Initially, it utilized another interrogating language, it was only in 1994 that support

for SQL was introduced by two students of professor Michael Stonebraker. The system

continues to evolve to this day, since 1997 it was open-sourced.

In the last years, it became one of the most used database systems, this is because it is

scalable, extensible, and open source.

Additionally, we choose this database system because of the ease with which it inte-

grates with JPA, meaning Java can automatically save change made to the user account to

a persistent state while offering the programmer complete abstraction.
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This is possible due to a standard API that structures and maps the database for us,

the scheme, foreign keys, constraints are generated based on the relation between Java

classes and object on run-time.

4.13 Elasticsearch

Elasticsearch is the leading enterprise search engine, it is built on apache Lucene, open-

sourced, and written in Java. Shay Banon, the creator, built the solution from scratch with

scalability and efficiency in mind. The main advances of using this engine to store and

search the information produced by the feature extractors are that it allows aggregation

and pattern finding more rapidly than a traditional SQL database. Another main reason

why we choose is the fact that document-oriented, using JSON to serialize the input.

Additionally, Elasticsearch is schema-free, meaning in the future if the feature extrac-

tion pipeline is changed to include more features, Elasticsearch will automatically map

the new property without the cost of reducing performance on future searches.

Thus making it a perfect choice for our architecture, to protect Elasticsearch from

being available to requests that are not inbound from the Spring framework, each con-

nection requires authentication to access the data. This is done by REST endpoint and

the keys are only made available to our Spring server, ensuring the request to view case

data has to come from authorized server.

4.14 Backend

In order to develop a system architecture, the first aspect to consider is the design pattern

that is most adequate to guaranty a deliverable that in the future will be easy to manage,

modify and understand by others. Accordingly, it is good practice to separate the presen-

tation layer and the data access layer, the most common design pattern for this type of

situation is MVC.

The additional advantage of using MVC is the fact that it reduced development time,

making it even a clearer choice. For this reason, we must choose a programming language

that supports this design pattern, we choose Java because of past experiences. However,

we did not use Java by itself since the timeline of delivery was strict we used Spring.

Subsequently, this brought with it several advantages like security which provides a

customizable JSON Web Token (JWT) that can interact with our costume RBAC and

automatically authenticate the principal and apply the security filters defined to each

rule of there are any associated with it.

Also, we needed to define a RESTful API, so we defined one using the OpenAPI

Specification, this means we started by looking at the requirements of our architecture

and defining each endpoint. This was done on the official Swagger page, the output is

a stub written in Java using the Spring framework. This stub already come with the

previous documentation, deployable environment, clients and helps in future testing.
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The final RESTful API was also tested using Postman and the final published docs

were generated.

4.15 User Interface

In recent years several different JavaScript frameworks have appeared, the most popular

are React, Angular, Vue, Meteor, Ember, and Backbone. There exist many more, choosing

one from this list is not easy, the reason for the existence of so many is that each one tries

to solve a specific problem, this naturally brings several advantages and disadvantages

associated.

The best choice depends on the type of project and the requirement associated was

stated earlier each framework is optimized for a particular use case. For instance, React

ensures a fast rendering, guarantees stable code, and is Search Engine Optimized (SEO)

friendly. Angular on the other hand provides data-binding capabilities, easy unit testing,

and dependency injection to separate concerns

Since the main objective of the dashboard is to show and make searchable the results

of the images we need a framework that can provide a way of creating a bridge between

the user query and ElasticSearch.

After careful research, we found the best choice is Vue.js, this is because the library

know was ReactiveSearch-vue, an open-source library that comes out of the box with a

wide range of highly customizable User interface (UI) components that interact with

ElasticSearch automatically.

Subsequently, if we analyze everything to this point we can see that we would need to

implement.

The user experience starts with login, by default the system comes with a prepared

account. However this can be changed, or a new account created. This leads us to the

register page, the end-user need to be able to add colleges, but not everyone that register

should be able to access what they please. This brings us to Access Control from where

we used an RBAC. Furthermore, we need to assign the detective to each case, each detec-

tive only need to access the cases that they were assigned respecting the least privileges

principle

Finally, we need to make the indexed content searchable, and searchable by case name,

NSFW percentage, and ages.

In the subsection, we will delve into more details about each screen, the features, and

the technical decision that took place.

4.15.1 Login

The first for the user to interact with the system started in the login screen, all endpoint

is protected using end-to-end encryption and required a token to prove authenticity for

that request.
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The token used is a modified JWT that contains, the user’s roles, name, and token

expiration date, when the token expired the users need to re-login. Figure 4.3, shows the

landing page of our front office.

Figure 4.3: Login Screen

4.15.1.1 Dashboard

After a successful login, the user is greeted with the Dashboard shown in Figure 4.4.

The idea behind this landing page is to provide a quick overview of cases, previously

processed pictures, images available to the detective, latest messages from the system, and

optionally if the detective wishes to check an individual image for benchmark purposes

it is possible to use the analyze option on the bottom right.

The messages shown are divided into three types, information, warning, and error.

Information is logs of events being performed by users, these are visible to the systems

admins, some examples include the creation of cases, deleting, starting the search, or

adding colleagues. The warning includes failed login attempts and exceptions that are

not critical and can be recovered. An error can be a connection problem between Spring

and ElasticSearch or PostgreSQL or an error in the Java I/O API.

Figure 4.4: Dashboard
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4.15.2 Open case

The first step after an investigation takes place, is to register disk images in the system.

This will let the system know how to index the evidence and which users can view and run

operations associated with the case resources. The system requires a case name, starting

date, optionally an organization unit, forensics images to associate, and a user that can

access the result and start scans. Figure 4.5 shows the screen in greater detail. The images

can be uploaded throw the Start Scan Figure 4.6 or in case of running the server from a

virtual machine by placing them in the shared folder provided by VirtualBox.

Figure 4.5: Open Case screen

4.15.3 Start Scan

After creating and assigning detectives to a case the next steps is to choose which images

are a priority to scan, as stated earlier the scan is made concurrently with a fixed thread

pool that depends on the available hardware in the event of a time constraint it is recom-

mended to star with images the inspector believes will hold the most significant proofs

to the case. In future work, we discuss how we could improve this by performing an

initial fast scan and providing the detective with additional information to help in the

decision-making process. Figure 4.6 shows the start scan screen, it shows the name, File

system type, date of creation, and if there is an operating system present the name.
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Figure 4.6: Start Scan Screen

4.15.4 Role Control

Another important part is access control, not all the users of the platform need to view

all the cases. Furthermore, not all of them need to have an administrative right over the

case, this is in line with the principle of least privilege.

When the case is created in the system the user that created the entry is automatically

assigned the role of administrator. Thus having the right to assign more users to the case

and if necessary also nominating them as administrators.

Additionally, operations available to administrators are removing project access to a

user and demoting them to a normal user, the user interface can be seen in Figure 4.7.

Since a normal user can’t change anything in this screen because we lack the rights

and it is not necessary to know the other team members this tab option is not shown in

their menu. Furthermore, if they tried to access they will get a not found error.

Figure 4.7: Role Control Screen
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4.15.5 Searching

The most important piece of the front-end is the search tab, it is the main reason and

the core of this work. As a result, great care was taken in designing the graphical user

interface, the main target of the audience is digital investigators with very little to no

technical knowledge.

As we can see in Figure: 4.8 we can filter by case name, NSFW score, and ages, the

currently selected terms are shown in the button and allow for a better user experience.

Additionally, if the user hovers over a picture it will display a preview of the indexed

information, the on click will show the image in its original size and format.

Figure 4.8: Search Screen

4.15.6 Mobile

In the previous Section 3.14, we stated that in Europe almost 40% of access occurs from

a mobile device, thus our solution would also need to be adapted to this paradigm. This

is exactly one of the results of using a progressive template. Figure 4.9 shows how the

home page adapts when running on an Oneplus 6, the menu was the same option as it

would from a Desktop computer. Additionally, all the screen adapt equality well.
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Figure 4.9: View from a mobile device

4.16 Summary

In this chapter, we presented a typical flow execution of the system when an investigation

starts to how the results are presented and how they can be searched.

The execution starts with the user inserting an image into the system, this will be

saved using error code detection, duplicated, and encrypted. After a while the files in

the images is iterated over using The Sleuth Kit, a thread pool is running with contains a

Docker image containing the pre-trained CNN models, that will receive an image as input

and estimate the age and NSFW score. These results are stored in ElastiSearch. Later they

will be made available throw the search tab, the user, supposing we has access can limit

the age, filter by case, and NSFW score.

The system interface was developed using a JavaScript framework know as Vue.js, the

available screen are the login, dashboard, create a case, start scan, modify a user role, and

search.

In the following chapter, we explain how we tested the final build of our solution,

which dataset we considered relevant, and the conclusion we can infer from the results.
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5
Evaluation

Measure what Matters.

John Doerr

5.1 Overview

In this chapter, we will present how we tested our final solution. Our main goal is to

demonstrate that our solution would theoretically work in a realistic scenarios.

To this end, we begin by describing our experimental methodology in Section 5.2,

followed by a presentation of the tool that we developed to help us in conducting our

experiments in Section 5.3 and then, detail how we structured the dataset in Section 5.4.

Since we divided the problem into two subproblems we also divide the results Chapter

into two parts. Firstly we analyzed the NSFW CNN. Then we evaluated the accuracy of

the age prediction CNN. We also tested several different scenarios of the feature extraction

pipeline with benchmarks that represent good, bad pictures, removable devices, and hard

drives that contain major operating systems.

5.2 Experimental Methodology

We intend to test our solution in a real-world scenario, however, faced with the current

pandemic this was simply not possible. To overcome this we divided the problem of

finding child pornographic pictures into twofold subproblems. Firstly detecting if in the

picture there is a child present and assessing if the image contains any nudity. To solve

the first problem we used an age estimator CNN and for the nudity assertion the Yahoo

NSFW CNN.
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In alternative we resorted to using datasets, we should test our program in a device

that the investigators would take to the field. Accordingly, we choose a mid-range laptop

with an Intel Core i7-7700HQ, 16 GB DDR4, and GTX 1060.

During the testing, we tested each part of the solution individually (i.e. NSFW de-

tection and age estimation), together, mixed with pictures of cats, mixed with household

objects and operating system files. Although the multiple file system types that are most

common such as NTFS, FAT/ExFAT, Ext2, Ext4 and HFS.

5.3 Experimental Tools

In order to evaluate and assess the performance of your solution, we will use several

datasets which contain several thousand pictures, analysis of each picture individually is

unfeasible. Thus we created an automatic system for query the build for a feature, saving

the output, and comparing it to the information labeled in the original dataset.

The testing program can query three different parts of the solution, the two sub-

components responsible for extracting age and evaluation NSFW value respectively, and

the main module responsible for analyzing the disk images globally. Thus we created

a tester capable of taking the dataset, inputting them to the different components, and

saving the output for evaluation.

The input of the age and NSFW predictive modules are images and the output is a

number, in the case of the age an integer from 5 to 100 and in the case of the NSFW a

percentage value that represents the confidence the CNN believes the images are Not

safe, 100% being completely sure the image is pornographic and 0% completely sure

the image is safe. The testing program iterates over the inputted images to obtain the

result and changes the name of the picture to reflect the results, the first part of the name

represents the age, and the second separated by a hyphen the NSFW score of the CNN.

In parallel, these results are also placed in an Comma-separated values (CSV) file for

later manual processing. An example would be XX-87.JPEG, this means we tested only

the NSFW model that attributed a score of 87 in 100 to that picture, meaning that it

is very likely pornographic. Another example would be 23-XX.PNG, meaning we only

tested the age and it predicted there exits one person with 23 years of age in the advent

of multiple persons the program separates the ages by using a slash in the name and the

CSV a comma.

Regarding testing the two models simultaneously it is done when testing the module

itself which takes as input a forensics image generated from a memory device. The

testing program mocks the iterator and feeds it the files to be analyzed, some examples

are operating systems files, compress archive, text, pictures, and BLOB’s. The output of a

picture looks like 23-44.JPEG and the CSV reflects this data.
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5.4 Dataset

NIST, provides several forensic images that were created to mimic a normal hard drive

extracted from a potential suspect, they include different Windows versions, pens, and

camera cards. They can be divided into six file types, images, graphics, documents,

archives, audio, or video. Our system however is only capable of analyzing valid pictures

or in the advent of a compressed file containing pictures and not being password protect,

extracting them and processing them. Nevertheless, in a real-world scenario, we would

encounter similar files, so even if we don’t do any feature extracting from them we will

still include them to make it as closes as to a real disk image as possible[80].

Additionally, we need to focus on the content of our pictures, some need to be NSFW

and other need to contains children. The goal is to test if our solution can detect indi-

vidually if a person is nude and if there are children in the picture. The goal of testing

each part separately is to overcome the fact that it wasn’t possible to test in a real-world

scenario and if we detect these properties individually them we won’t have to deal with

the use of unethical picture and guarantee with a certain degree of safety that our solution

will be able to achieve its goal in practice.

Furthermore, both of these datasets need to be authorized for academic usage. Accord-

ingly, we found a NSFW scrapper containing images from famous pornographic movies

[81].

Regarding the age estimation, we used a dataset that contains people of different ages,

different racial groups, and children. In order not to bias our model, which was trained

with pictures from celebrities from IMDB, our testing dataset needs to contain pictures

of nonfamous people, labeled with their respective ages. Thus it is a vital piece and needs

to be tested with a specific dataset.

Moreover, to test if we are only detecting people and not animals we will also use a

dataset that contains several animal pictures to test for false positives [82]. This dataset

contains about twenty-eight thousand animals including animals such as dog, cat, horse,

spider, butterfly, chicken, sheep, cow, squirrel, and elephant.

Additionally, not all the images will be of animals, children, or adults some will simply

be of landscapes, rooms, or objects. These images are not relevant to our solution and

should be ignored. Nevertheless, they should be included in our testing, for this, we used

images from Googles Open Images Dataset. This dataset includes more than 9 million

varied images with rich annotations divided into 600 categories, we used the Watch, Axe,

Drink, Laptop, Mug, Tap, Calculator, Apple, and Dice categories.

5.5 Evaluation

In order to automate the testing and later validation, we created a program capable of

generating the tests and later directly querying our build and comparing the results.

63

https://opensource.google/projects/open-images-dataset


CHAPTER 5. EVALUATION

The evaluation was performed using several test disk images, first, we test each dataset

individually and later mixed them.

In conclusion, the images that were tested included operating system images, unread-

able images, disk images containing compacted files, an image containing only animal

pictures, an image containing only NSFW pictures, another containing only non NSFW

pictures, and a mix of both.

Then we mixed these clones of pictures with a different operating system, mainly

Windows and Linux, removable drivers, and memory cards.

5.6 Results

5.6.1 Not Safe for Work testing

Regarding the testing of the NSFW model, we used a dataset that was authorized for

academic usage. Accordingly, we found a NSFW scrapper containing images from famous

pornographic movies divided into subcategories such as drawing, Hentai, neutral, and

pornographically. We are interested in the neutral and pornography classes to benchmark

the solution with real NSFW pictures and non NSFW, thus allowing us to compute the

accuracy [81].

In order to assert the correct classification of the images we calculated the tpr and

fpr, this represents pictures that the model classified correctly as being NSFW. The tpr is

achieved by adding the sum of the true positives and the false negatives, False negative

(fn), which in this case correspond to NSFW images which the model has classified as not

being NSFW.

Thus the tpr tells in what proportion the NSFW images are correctly classified. The

opposite of this is the fpr, which informs the percentages of NSFW pictures that was

wrong classified.

The results are reported in Table 5.1.

Dataset tpr fpr

NSFW 0.938 0.056
SFW 0.911 0.038
NSFW and SFW 0.901 0.061

Table 5.1: Results of the tpr and fpr for the evaluated NSFW classifier

Looking at Table 5.1 we can view how accurate the CNN is, from these results we note

that in our experiment every 9 in 10 pictures were labeled correctly and less than 1 in 10

were labeled as NSFW incorrectly.

In conclusion, we can safely state that our solution can distinguish between a NSFW

and a NSFW for almost every picture in the dataset. Thus providing a promising valida-

tion that it would work in a real-world scenario.
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5.6.2 Age prediction testing

In order to test the age prediction module we used the All-Age-Faces dataset or AAF for

short, which contains 13322 face images, ages 8 to 80. This dataset was built to be used

for age prediction and gender classification. Each picture is labeled with the individual’s

serial number and specific age[83].

Additionally we tested specifically for children, this being our primary objective in

finding and labeling correctly. For this purpose, we used an additional dataset containing

more than 1200 photographs of over 100 children, ranging from ages 2 to 8 making seven

different facial expressions, happy, angry, sad, fearful, surprise, neutral, and disgust [84].

To better understand if we were labeling our target demographic correctly we divided

the dataset into three subcategories, ages 2 to 8, 8 to 18, and 18 to 80. Thus representing

a child’s typical age gap, teenagers and an adult. The oldest person in the dataset gives

the age limit.

The results of this test are shown in Table 5.2.

Dataset Exact 1-off

2 - 8 64.0 ± 1.2 96.6 ± 0.9
8 - 18 55.6 ± 2.1 89.7 ± 1.8
18 - 80 64.0 ± 4.2 96.6 ± 0.9

Table 5.2: Age group estimation results [mean accuracy ± standard deviation](%)

We can assess from the previous table that the model is not completely precise, how-

ever, if we consider a margin of 1 year the accuracy greatly increases, and since being off
by one is only relevant if the person is 18 or 19 years this model is working adequately.

Furthermore, if we take into account the results for children age 2 to 8, and the accu-

racy being of almost 97% it is a very promising indicator of how well the solution would

behave.

During the analysis of a forensic image, not all images are going to be of people. This

is another scenario that needs to be tested, in the advent of our solution encountering

these images, it needs to ignore them.

This is because they do not contain people, thus not being relevant for the problem

we set out to resolve.

In order to test this, we need to have a test with animals, objects, and landscapes. As

such, we use an animal dataset that contains about twenty-eight thousand animals, some

examples are dogs, cats, horses, spiders, butterflies, chickens, sheep, cows, squirrels, and

elephants [82].

Further, we needed a dataset specifically made for object detection not containing

people or animals, for this we used Googles Open Images Dataset and selected the Watch,

Axe, Drink, Laptop, Mug, Tap, Calculator, Apple, and Dice categories.

The results of this test are shown in Table 5.3.
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Dataset tpr fpr

Dog 1.000 0.000
Cat 0.991 0.005
Horse 1.000 0.000
Spider 1.000 0.000
Butterfly 1.000 0.000
Chicken 1.000 0.000
Sheep 1.000 0.000
Cow 1.000 0.000
Squirrel 1.000 0.000
Landscapes 1.000 0.000
System files 1.000 0.000
Corrupted picture 1.000 0.000
Invalid picture 1.000 0.000
Googles Open Images 0.977 0.041

Table 5.3: Age group estimation results when applied to animals, object, landscapes,
system images, corrupted, and invalid pictures

The tpr represents if the images were correctly ignored and the fpr represents if the

CNN mistakenly detected somehow a face and tried to predict its age.

The CNN behaved accordingly to what was expect, having only mislabeling some

pictures of Cat and the Google dataset as people but ignoring almost every picture.

To summarise, the CNN when applied to people it can correctly distinguish between a

child, teenager, and an adult, even if we have to give a tolerance of one year. Additionally,

when applied to pictures that do not contain people, such as animals, objects, invalid

pictures, corrupted pictures, or landscapes the model correctly ignores these images.

5.6.3 File System testing

In order to access the files within an image, we used The Sleuth kit as a middleware

framework. The Sleuth kit is already a reference in the forensics community, it is still

being developed after several years and continues to improve each day. Also, it comes

bundles with Backtrack, a Linux distribution focused on pen testing and including several

GUI programs to provide an easy to use interface for investigators to analyze images

without having to know the details of the operation of The Sleuth kit.

However, we did confirm that our prototype could open the most common file system

types. Additionally, the source code is available through a GitHub repository that includes

several functional and unit tests for the Core and KeywordSearch NBMs. Throughout

our architecture we don’t use Keyword Search so these were ignored, the others were

executed and validated. We mainly focused on the recovery of deleted files and iterating

the files of a disk image.
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5.6.4 Simulating real disk images

The final step in our validation is checking if we can iterate over all the files and access

them for processing and guarantee the file didn’t suffer modifications. A way of ensuring

this is by calculating the MD5 before the file system image is created and then comparing

it to the file when the extraction process occurs.

This is already an option that can be enabled through the use of a flag when creating

the images in The Sleuth Kit, when the image is generated if the flag is active, in addition

to creating the image that reflects the physical drive there will also be a text file with

the name and location of each file in the disk image and the corresponding MD5 for

comparison. Due to this, the unit test validates the feature and during our test, the hashes

found in ElasticSearch also matched the ones found in the file.

Regarding the recovery of deleted files, this depends on how they were deleted and if

the file system is damaged or not. After a file is deleted if the space is not written over by

another file then the Sleuth kit can detect and recover the deleted file.

The work presented in [85] tested the recoverability of a deleted file across FAT, NTFS,

and Ext. The test image was of a hard drive that successfully shut down having deleted

several BLOB of 512 bytes that were removed through the recycling bin. This was done

over FAT, NTFS, and ext over 6728 files. The test results from their study are showcased

in 5.4.

Total Deleted Recovered Fully recovered Intact metadata Partial metadata

FAT 2894 1221 885 1118 2
NTFS 965 406 374 371 3
Ext 2869 583 372 1225 21
Totals 6728 2210 1631 2714 26

Table 5.4: Recovered File Analysis By File System taken from [85]

Looking at the result we can see that FAT and NTFS deleted files have more than a

40% chance of being recovered, respectively of 42.19% and 42.07%. Since FAT is the most

widely used in removable devices, cameras, and memory cards and NTFS used in most

Windows version since Windows XP we can somewhat expect to encounter usable files

for investigations when the files were originated in a Windows machine. On the other

hand, when the file system is Ext, mostly used in Linux distributions the value falls to

20,32%, meaning that it’s twice more likely to recover a deleted file from a Windows user

than from a Linux user.

Conversely, if the file system is damaged the likelihood of The Sleuth kit recovering

a file greatly decreases, this is because it is difficult to order the fragments of what was

the original file or in our case the picture. There exist however a specific algorithm that

is designed to recover the JPEG files in these conditions and can guaranty 97% success

rate [86].
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CHAPTER 5. EVALUATION

5.7 Summary

In this Chapter, we have presented our methodology for testing our final solution.

We started by dividing our problems into two subproblems, firstly determining if the

picture is NSFW and later determining the age of the person in the picture. As such we

build distinct test scenarios that would test the different components individually and

build up to a test that would be as close to a real-world scenario as we could get without

using illegal or unethical datasets.

The results indicate that the solution would correctly identify a picture containing

child pornography. Thus presenting a valid solution for the problem we set out to solve.

However we also found that using a standard laptop for processing a disk image would

require a lot of processing power and time, this is still more accurate, fast, and reliable

than a human searching in the same data. A solution for this would be to use a more

powerful and centralized solution, speeding up the processing and limiting the bottleneck

to the upload of the image.

In the future, this solution still needs to be tested in a real-world investigation or using

past investigation data containing an illicit picture, whenever the opportunity arises.
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Conclusion and Future Work

Everything has an end

Nicholas Lea

Digital forensic has evolved throughout recent years, however with the massification

of mass storage and increase of computing power several new challenges have appeared.

In short more computing power means it’s more difficult to break and access encrypted

traffic and store data and massification of mass storage leads to more data being needed to

analyzed when a suspect is detained. As a result, we focused on speeding up the analysis

of unencrypted disk images to locate illicit material and presenting them in a searchable

way to the users.

In order to achieve our goal of automatically identify illicit content on the appre-

hended disk images obtained during the investigation, we divided the problem into two

subproblems, identify the age of a person and if that picture is NSFW. We found that

the state-of-the-art already had focused on solving these two problems and presented

tested and accurate solutions. Additionally, there existed similar system architectures in

forensics that could be of value to us. Hence, we studied these individual components

that could also cope with the extraction aspect, i.e., wrapping the output of the chosen

modules.

To properly test and validate the solution we had planned to test during an active

investigation1 and detective if we had made a meaningful impact in their day-to-day lives

and speed up their search. However, this was not possible due to COVID-19 restrictions,

because of this we had to test the solution with artificial datasets separating them in age

and NSFW. The results are very promising and give the solution a good confidence level

that it would work in a real investigation.

1This would be achieved by a cooperation between PJ and PDM
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Future work

As future work we considered some directions, one of the objectives of this work was to

make it as extensible as possible, thus we created a modular system with an integrated

pipeline, this pipeline can be extended to add further forensic modules. The first venue

would be to search for emails, search history, and Facebook activity, there is already an

example of such a tool developed in python by Simson L. Garfinkel[87], we would only

need to wrap the output of the text file generated and sent them to ElasticSearch. We did

not add this to the final build because it would not contribute to solving the problem we

focused on in this thesis.

A second venue to pursue would be to include WhereML in our pipeline. WhereML

is a CNN by J. Randall Hunt that can predict the location of a picture accurately. The

trained model and configuration details for Amazon web services are available making

the integration with our pipeline simple has adding another docker image and using an

additional API. There is also a Twitter bot that can be used for demonstrating the accuracy

and precision of the prediction, the bot respond to each twit where it is identified with 3

location it believes the picture was taken from.

Concerning continually adding more features, a slowdown is inevitable, and another

problem will arise, allocating the necessary computing power in extracting irrelevant

features for a specific scenario. Hence a feature extraction pipeline that is customizable

for each use would be an interesting approach to be explored.

Additionally, one of the topics we discussed in Chapter 1 was digital forensics has a

service, the solution described can be made available through the use of a public cloud like

Amazon web services or Azure as a paid service for companies. The main modifications

would be the necessity of having a domain and due to the ephemeral nature of containers

configuring persistence storage for the use of a volume for saving the data.

Finally, in a post-pandemic world, this solution should be tested and validated in the

field through close cooperation with police forces.
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